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Please find attached comments from Vodafone AirTouch to the AES selection.
My apologies for these comments being slightly late.

Regards

Michael Walker

[See attached file]






I amwiting on behalf of the Vodafone AirTouch nobile
conmuni cati ons group. We would like to state our strongly held

opi nion that hardware and smart card inplenentations should be taken
very seriously in determning the AES.

In the already huge and rapidly expanding world of nobile

conmmuni cati on and nobil e comerce, smart cards (particularly SIMs -
Subscriber lIdentity Modules) will play an enornously inportant role.
Although it is generally accepted that digital signing should be
performed on smartcards, the value of applying synmetric encryption
on the smartcard is | ess well acknow edged. Vodafone Airtouch see
consi derabl e advantages in being able to performsymetric
encryption on the smartcard, thus allowing end to end security
between a network application and a smartcard wi thout concerns about
conprom se of the synmmetric key in the termnal, the algorithns
supported on the termnal, or security audits of termnals and

term nal manufacturers.

Har dwar e inpl enentations are also inportant, for either high speed
networ k applications or | ow power nobile applications.

For these reasons we think it woul d be nost unwi se for either Mars
or RC6 to be selected as the (single) AES winner. Rijndael seens to
us to be by sone way the best choice for smart card and hardware

i npl enentation, as well as being efficient on a variety of software
pl at f or ns.

On Behal f of Vodafone AirTouch

Pr of essor M chael Wal ker
Techni cal Executive



