
Sample Generic Policy and High Level Procedures
 for

Audit Trails

Issue Statement

XX Agency Automated Information Systems Security Program (AISSP) Handbook requires a means to reconstruct and/or review user activities related to operations, procedures, or events occurring on the Large Service Application (LSA).  To accomplish this, a record of activity or “audit trail” of system and application processes and user activity of systems and applications must be maintained.  In conjunction with appropriate tools and procedures, audit trails can assist in detecting security violations, performance problems, and flaws in applications. 

Organization’s Position

XX Agency AISSP Handbook, requires a record of users activity to be maintained and users to be identified and authenticated so that they can be held accountable for their actions. In addition, periodic on-line monitoring of application programmers’ activities are required.  

Applicability

These procedures apply to all personnel who use, manage, design or implement programs on LSA.

Roles and Responsibility

Information Systems Security Officer (ISSO) shall:

· prepare policy guidelines on online monitoring and audit trail recording, protecting, reviewing, and reporting, and

· report security breaches or anomalies to the Director, ISSO.
Supervisor shall:

· periodically monitor user activity, and

· assist the LSA Security Officer and ISSO in reconciling audit trail anomalies.

LSA Security Officer – XX Agency Site shall:
· periodically monitor online programmer activity,

· ensure audit trail functions are operating and reports are reviewed weekly, and 

· immediately inform the ISSO if the audit trail contains anomalies or security breaches.

Audit Trail policy:

· The following functions must be recorded:

· log-in attempts,

· password changes, and

· file creations, changes and/or deletions.

· The audit trail event record should specify:

· type of event,

· when the event occurred,

· user ID associated with the event, and

· program or command used to initiate the event.

· Audit trails must be reviewed weekly by the Large Security Application Security Officer or other authorized agency individuals who are not regular LSA users or who do not administer access to the LSA. The ISSO must review the audit trail monthly.

· Anomalies must be immediately reported to appropriate supervisory and/or ISSO for follow-up action.

· All LSA audit files shall be stored in a locked room and kept for three years.

Compliance

Unauthorized personnel are not allowed to see or obtain sensitive data. The gross negligence or willful disclosure of LSA information can result in prosecution for misdemeanor or felony resulting in fines, imprisonment, civil liability, and/or dismissal. 

Supplementary Information

· XX Agency AISSP Handbook, May 1994.

· LSA Agreement to Safeguard Sensitive Data

Points of Contact 

Information Systems Security Officer 
LSA Security Officer – XX Agency Site


XX AGENCY

AGREEMENT TO SAFEGUARD SENSITIVE DATA

I, ______________________________________, acknowledge that I have access to sensitive data maintained by the Federal XX Agency in the Large Service Applications (LSA).
I agree that I will obtain, use or disclose such data only in connection with the performance of my official duties solely for authorized purposes.

I agree to maintain the confidentiality of information in accordance with the Federal Regulations. (List Regulations) 

I understand that failure to safeguard Sensitive data may result in the imposition of penalties, including fines, costs of prosecution, dismissal from office, discharge from employment, and imprisonment.  (42 USC s.653 (1); 26 USC ss.7213, 7213A, 7431, 5 USC s.552a (i)).

If I observe any conditions, which could cause said information to be compromised in any way, I understand that it is my responsibility to take action to safeguard XX Agency data and report the incident to my manager.

I agree that my obligation to safeguard the confidentiality of LSA data shall survive the termination of my employment with the Federal XX Agency.

ACKNOWLEDGES AND WITNESSED:
______________________________________



____________________


(Employee)







(Date)

______________________________________



____________________


(Supervisor/Witness)






(Date)











































�This document was written for a large application it can be modified to service as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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