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PREFACE

The culmination of New Management System (NMS) Major Application Security Certification and Accreditation (C&A) will be the formal authorization of the NMS to process.  This authorization is required by the Office of Management and Budget’s Circular A-130:

“A major application should be authorized by the management official responsible for the function supported by the application at least every three years, but more often where the risk and magnitude of harm is high.  The intent of this requirement is to assure that the senior official whose mission will be adversely affected by security weaknesses in the application periodically assesses and accepts the risk of operating the application…”  

- Office of Management and Budget (OMB) Circular A-130, Appendix III, B. b. 4).

By law, the heads of executive agencies are required to report the “material weaknesses” of their financial management systems to Congress:

“…the head of each executive agency, based on an evaluation conducted according to guidelines prescribed under [this Act] shall prepare a statement on whether the systems of the agency comply with [this Act], including…a report identifying any material weakness in the systems and describing the plans and schedule for correcting the weakness…”



- Federal Managers’ Financial Integrity Act of 1982, 31 U.S.C. 3512(d)(2).

In 1997, the Security and Access Controls of NMS were reported as a “material weakness” under the Federal Manager’s Financial Integrity Act.  USAID has pledged to correct this weakness by fiscal year 2001:

“USAID identified the security and access controls in NMS as a material weakness in fiscal year 1997…The material weakness resulted from the level at which controls are implemented in the system, the design of access control roles, audit trails of system activity, user identification and password administration, and access to sensitive Privacy Act information...USAID expects to fully correct this weakness by fiscal year 2001.”

- USAID Accountability Report, 1998, p.48.

To conform with the system authorization requirements of OMB Circular A-130, and to remedy the Security and Access Controls material weakness reported under the Federal Manager’s Financial Integrity Act, it has been determined by the USAID Chief Financial Officer (CFO) and Information Systems Security Officer (ISSO) that NMS will undergo Security Certification and Accreditation.  This C&A will be performed under the USAID Principal Resource for Information Management – Enterprise-wide (PRIME) Contract by Computer Sciences Corporation (CSC).

This NMS Certification and Accreditation Security Test Procedures Document details the testing and evaluation to be performed against security requirements in support of the NMS C&A Process, presented in the NMS Certification and Accreditation Plan (CSC PRIME Deliverable 922-061-1).
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1. INTRODUCTION

This section identifies the security test and evaluation cases and procedures to be performed in support of the Major Application Security Certification and Accreditation (C&A) of the USAID New Management System (NMS).

1.1 Document Identifier

This is the Major Application Security Certification and Accreditation Test Procedures Document for the New Management System, CSC PRIME Deliverable NMS.CP-004.00-F00-PRI.

1.2 Purpose

The purpose of this document is to present test cases and procedures for the test and evaluation of the USAID New Management System in support of its Security Certification and Accreditation.

1.3 Scope

The scope of NMS security testing and evaluation is comprehensive.  The test cases and procedures in this document address the management, operational, and technical control requirements identified in the NMS Security Plan.
  The level of detail is consistent with that called for by the “Basic Evaluation” requirements of Federal Information Processing (FIPS) Publication 102.

1.4 Background

The New Management System (NMS) is the core financial system of the United States Agency for International Development (USAID).  In 1997, NMS Security and Access Controls were identified by the Agency as constituting a “material weakness” under the Federal Manager’s Financial Integrity Act.  As a major step toward remedying this issue, the USAID Chief Financial Officer (CFO) and the USAID Information Systems Security Officer (ISSO) have determined that NMS will be taken through formal Security Certification and Accreditation (C&A).

As part of the NMS Certification and Accreditation process, NMS will be evaluated to determine its compliance with the management, operational, and technical control requirements identified in the NMS Security Plan.  This document details the test and evaluation of NMS security controls as part of the C&A Process.

1.5 Overview

The actions necessary to obtain NMS Security Certification and Accreditation have been briefed to the USAID Chief Financial Officer by the USAID ISSO.  At this briefing, NMS stakeholders agreed to the eight substantive steps outlined in the NMS C&A Plan. 
  The NMS C&A Team will produce the following deliverable products in support of the NMS C&A process, as described in the NMS C&A Plan: 
· Certification and Accreditation Plan

· Security Test Plan

· Security Test Procedures

· Certification and Accreditation Approval Package, including:

Security Test Report

Risk Assessment Report

Other Supporting Appendices, to be specified.

Figure 1 summarizes the planned delivery dates for each of the C&A deliverables.  

Primary Deliverables


Template

to V&V
Document

to QA
Comments

from QA
Document

to USAID/V&V
Comments

From USAID/V&V








C&A Plan
6-Mar
13-Mar
16-Mar
21-Mar
28-Mar








Security Test Plan
20-Mar
27-Mar
30-Mar
05-Apr
12-Apr








Security Test Procedures 
10-Apr
17-Apr
20-Apr
26-Apr
03-May








C&A Approval Package
12-May
19-May
24-May
31-May
-

Figure 1:  Schedule of NMS C&A Deliverables

This Security Test Procedures Document is the third of the four major deliverables to be submitted as part of the NMS C&A Process.  NMS C&A deliverables are produced in accordance with the tailored requirements of National Computer Security Center (NCSC) TG-031, “Certification and Accreditation Process Handbook for Certifiers” and Federal Information Processing Standard (FIPS) Publication 102.  Additional guidance from IEEE Std 829-1998, “IEEE Standard for Software Test Documentation” and IEEE Std 12207.1, “Software Life Cycle Processes – Life Cycle Data” is incorporated as deemed appropriate by the NMS C&A Team.

2. TEST OBJECTIVES

The test and evaluation of NMS Security features will be driven by the security requirements identified in the NMS Security Plan.  These requirements were derived from a comprehensive analysis of Office of Management and Budget (OMB) Circular A-130, the National Institute of Standards and Technology (NIST) Special Publication 800-18, the General Accounting Office (GAO) Federal Information Systems Controls Audit Manual (FISCAM), and the USAID Automated Directives System (ADS).  (For a list of these requirements, see Appendix C).

The NMS Security Plan (as required by NIST 800-18) organizes security requirements into three types of controls – management, operational, and technical.

· Management Controls focus on overall system security and the management of system risk.  They include such requirements as risk assessment, security reviews, rules of behavior, life-cycle security, and authorization to process.  

· Operational Controls focus on specific aspects of information security, but are not implemented by information technology software or hardware.  These controls include personnel security, physical and environmental protection, contingency planning, software maintenance controls, data integrity controls, and security training.

· Technical Controls are specific features of software and hardware that provide security.  They include identification and authentication controls, logical access controls, and system audit trails. 

2.1 Approach

NMS management, operational, and technical security control requirements were evaluated in development of the NMS Security Plan, delivered February 4, 2000.  For each security control requirement, NMS compliance was investigated and evaluated as being either in place, partially in place, or not in place.  These NMS Security Plan findings are summarized in Appendix D.

2.1.1 Management and Operational Controls

Because the security evaluation performed in developing the NMS Security Plan was completed immediately prior to the NMS Certification and Accreditation effort, this work will not be duplicated.  Instead, for management and operational controls, the C&A Team will host meetings with key representatives of the NMS system to verify that the findings of the Security Plan remain correct.  The minutes of these meetings will be recorded and included as part of the C&A Approval Package.  Should the results of these meetings identify any changes in NMS compliance with security requirements, these changes will be researched and the updated findings included as an additional appendix to the C&A Approval Package.

2.1.2 Technical Controls

Like the management and operational controls, NMS technical controls were also evaluated in development of the Security Plan.  These findings will also be confirmed in meetings with NMS representatives.  However, in addition, each technical control implemented in NMS software that was found in the Security Plan to be either “in place” or “partially in place” will be tested as part of the C&A effort.
  Procedures have been written for the testing of these software features and are presented in Section 4.3.

Prior to delivery of the NMS C&A Approval Package on May 31, 2000, Release 4.81 of the NMS is scheduled to be fielded.  This release contains new security functionality, detailed in NMS Problem Report (PR) 377.  The implementation of this PR will provide the following two security enhancements:

· a 90 day expiration of NMS passwords will be enforced at the database level;  and

· newly assigned passwords will expire within one full business day if not reset by the new user.

The C&A Team will not be able to independently test the security functionality of this new release prior to delivery of the C&A Approval Package, rather, as stated in the NMS C&A Test Plan, testing will take place on a production copy of NMS Release 4.80.  However, Release 4.81 will be tested by the NMS development and testing team.  Their test procedure for PR 377 is attached as Appendix E to this document and it has been reviewed by the C&A Team.

2.1.3 Quality Assurance

Quality Assurance of NMS C&A Testing will be provided in accordance with the CSC PRIME Quality Assurance Plan.
  All results of C&A Testing will be reviewed by CSC PRIME Quality Assurance (QA) officials prior to their release to USAID.  As part of this QA effort, it is anticipated that a random sample of NMS test procedures will be verified by QA personnel in order to provide additional Quality Control.

2.2 Features to Be Evaluated

Compliance with all security requirements documented in the NMS Security Plan will be confirmed in meetings with key NMS personnel.  In addition, technical controls implemented in NMS software and claimed to be in place or partially in place will be individually tested as part of the C&A process.

2.3 Requirements Traceability

To facilitate requirements traceability and to reduce the complexity of test case and test procedure definition, the C&A Team has enforced a one-to-one correspondence between Security Plan requirements and C&A test cases.  For every requirement referenced in the NMS Security Plan, there is a single corresponding test case that will be evaluated.  Appendix C identifies source requirements (e.g., OMB Circular A-130, NIST 800-18) by test case and requirement ID number.

2.4 Evaluation Criteria

The same evaluation criteria used in preparation of the NMS Security Plan will be used for the evaluation of NMS C&A test cases.  For each security control, an evaluation of fully in place, partially in place, or not in place will be provided, based on the control’s implementation in accordance with the NMS Security Plan.

For those software features to be tested as part of the C&A effort, the Expected Results identified in test procedures will be evaluated against Actual Results.  If the Actual Results are fully compliant with Expected Results, the test will be passed.  If the Actual Results are only partially compliant, the procedure will be evaluated as partially passed.  Otherwise, the test procedure will be evaluated as not passed.
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3.  TEST CASES 

3.1 Management Controls

3.1.1 Test Cases

Figure 2 presents the management control test cases to be reviewed as part of the C&A effort.

ID
Security Plan Requirement/

C&A Test Case Name
Test Case Requirement Description

3.1-1
Risk Assessment
Conduct a Risk Assessment to ensure that adequate security is provided.

3.1-2
Risk Assessment Updates
Update the Risk Assessment every three years or when major system changes are made.

3.2.-1
3-Year Independent Security Reviews
Conduct an independent security review every three years. 

3.2.-2
Annual Internal Security Reviews
Conduct an internal assessment of security controls every year. 

3.3-1
Rules of Behavior
Establish Rules of Behavior for all persons having system access.

3.4-1
Security Controls Throughout the Life Cycle
Ensure that security controls are included in NMS throughout the system life cycle.

3.5-1
Sensitivity Assessment
Conduct a sensitivity assessment of NMS data.

3.6-1
Security Requirements in Design
Incorporate security requirements into system design.

3.6-2
Security Requirements in Solicitations
Include security requirements in solicitation documents (e.g., requests for proposals). 

3.6-3
Security Requirements in COTS Acquisitions
For commercial off-the-shelf components, identify security requirements and include them in acquisition specifications.

3.7-1
Security in Release Implementation
Ensure that security expertise is available to assist with the implementation of releases.

3.7-2
Security Features Enabled
Ensure that system security features are enabled.

3.7-3
Design Reviews
Conduct design reviews.

3.7-4
System Testing
Conduct system testing.

3.7-5
Acceptance Testing
Perform additional acceptance testing of any new controls added.

3.7-6
Documentation of Testing and Design
Ensure that results of system testing and design reviews are documented.

3.8-1
Security Operations and Administration
Ensure adequate security operations and administration.

3.8-2
Operational Assurance
Ensure adequate operational assurance.

3.8-3
Audits and Monitoring
Ensure adequate audits and monitoring.

3.9-1
Accessibility of Archived Data
Ensure the accessibility of data archived for future use.

3.9-2
Legal Requirements for Data Retention
Ensure that legal data retention requirements are not violated by disposal of data and records.

3.9-3
Sensitive Data Targeted for Disposal
Ensure that there are adequate measures in place to protect sensitive data on media that is targeted for disposal.

3.10-1
C&A Evaluation
Complete a technical and security evaluation of the system.

3.10-2
C&A Risk Assessment
Conduct a system risk assessment.

3.10-3
C&A Rules of Behavior
Establish Rules of Behavior and obtain user signatures.

3.10-4
C&A Contingency Plans
Develop and test contingency plans.

3.10-5
C&A Security Plan
Develop, review, and update the system security plan.

3.10-6
C&A Legal Compliance
Ensure that NMS meets all federal laws, regulations, policies, guidelines, and standards.

3.10-7
C&A Evaluation of Security Safeguards
Evaluate in-place security safeguards.

3.10-8
C&A Authorization to Process
Obtain authorization to process.

3.10-9
C&A Re-Authorization to Process
Re-authorize processing every three years or periodically as system changes require.

Figure 2:  Management Control Test Cases

3.1.2 Test Requirements

To verify that the Security Plan findings for management controls continue to be accurate, the C&A Team will require access to NMS management and technical staff.  It is anticipated that the C&A Team will require access to, at a minimum, the following key personnel:

· NMS Program Manager

· NMS Chief Engineer

· NMS Chief Applications Engineer

· NMS Data Quality Manager

3.1.3 Test Methods

For each of the management control test cases, the findings from the Security Plan will be presented and discussed to confirm that in the three months since the Security Plan was developed, its findings remain correct.  In the event that any of the findings are disputed, additional research will be conducted by the C&A Team to ascertain the level of compliance for the security control in question.  This reevaluation will be documented and the results included as an Appendix to the C&A Approval Package.

3.1.4 Intercase Dependencies

Test Case 3.4-1, “Security Controls Throughout the Life Cycle” is a general requirement that subsumes more specific security requirements such as Test Case 3.6-1, “Security Requirements in Design” and Test Case 3.7-1, “Security in Release Implementation.”  Test Case 3.7-6, “Documentation of Testing and Design” is dependent upon Test Case 3.7-3, “Design Reviews” and Test Case 3.7-4, “System Testing.” 

3.2 Operational Controls

3.2.1 Test Cases

Figure 3 presents the operational control test cases to be reviewed as part of the C&A effort.

ID
Security Plan Requirement/

C&A Test Case Name
Test Case Requirement Description

4.1-1
Review of Positions for Sensitivity
Review all positions for requisite levels of sensitivity.

4.1-2


Background Screening
Conduct appropriate background screening.

4.1-3
Access Contingent on Personnel Screening
Do not grant system access until personnel are screened.

4.1-4
Least Privilege
Restrict user access on basis of least privilege.

4.1-5
Separation of Duties
Separate duties among personnel performing key application tasks.

4.1-6
Opening and Closing Accounts
Establish, document, and enforce process for opening and closing user accounts.

4.1-7
Personnel Actions Linked to Access
Link personnel actions to processes for issuing and closing accounts.

4.1-8
Accountability for Information Accessed
Ensure user accountability for information accessed.

4.2-1
Restricted Access to System Components
Restrict personnel access to critical system components. 

4.2-2


Protection from Fire
Provide sufficient system protection from fire.

4.2-3
Protection from Utility Failure
Provide sufficient system protection from utility failure.

4.2-4


Protection from Structural Collapse
Provide sufficient system protection from structural collapse.

4.2-5
Protection from Plumbing Leaks
Provide sufficient system protection from plumbing leaks.

4.3-1
Incident Response Capability
Ensure existence of security incident response capability.

4.3-2


Restricted Access to Outputs
Restrict access to hardcopy and softcopy output.

4.3-3
Audit Trails for Receipt of Data
Establish audit trails for the receipt of sensitive inputs and outputs.

4.3-4


Data Transport and Mailing
Establish procedures for the transport and mailing of media or printed output.

4.3-5
Data Sensitivity Labels
Label system output with appropriate indication of sensitivity.

4.3-6
Audit Trails for Media Inventory
Establish audit trails for management of media inventories.

4.3-7
Media Storage Facilities
Provide media storage vaults or other means of storing sensitive system output.

4.3-8
Media Sanitizing
Provide procedures for sanitizing electronic media for reuse.

4.3-9
Destruction of Sensitive Media
Control the storage, handling, and destruction of media and output identified for disposal.

4.4-1
Contingency Planning
Put contingency plans in place to permit continuity of mission critical functions.

4.4-2
Contingency Awareness and Training
Ensure contingency plan awareness and training.



4.4-3


Contingency Plan Testing
Test contingency plans.

4.4-4
Frequency of System Backups
Ensure system backups are taken frequently and are maintained for sufficient generations.

4.4-5
Comprehensiveness of Backups
Ensure system backups are backing up appropriate system data.

4.4-6
Security Facility for Backups
Ensure security of facility used to store backups.



4.5-1
Documentation of Software Changes
Document all software changes.

4.5-2
Change Control Processes
Ensure adequate change control processes are in place.

4.5-3
Emergency Software Fixes
Scrutinize policy for emergency software fixes.



4.5-4
Sanitized Test Data
Conduct system testing with fictitious data.



4.5-5
NMS Intellectual Property Rights
Identify ownership and corresponding intellectual property rights of software.

4.5-6
COTS Copyrighted Software
Ensure organizational policies are in place against illegal use of copyrighted software.

4.5-7
PC Audits for Noncompliant Software
Conduct periodic audits of user computers to ensure compliance with copyright policy.

4.6-1
Anti-Virus Software
Install and run software for continuous detection and elimination of viruses.

4.6-2
System Reconciliation Routines
Run system reconciliation routines.

4.6-3
Password Checking Software
Use password crackers/checkers.

4.6-4
Intrusion Detection Tools
Install intrusion detection tools.

4.6-5
Intrusion Response
Establish procedures for responding to intrusions.

4.6-6
Performance Monitoring
Use system performance monitoring to identify availability problems.

4.7-1
Software Documentation
Provide adequate system documentation.



4.8-1
Security Awareness Program
Ensure existence of an effective security awareness program.

4.8-2
NMS Security Training
Conduct sufficient application-specific training of employees and contractors.

4.8-3
GSS Security Training
Conduct sufficient general support system training of employees and contractors.

4.8-4
Training Monitoring
Ensure training is continually monitored.

Figure 3:  Operational Control Test Cases

3.2.2 Test Requirements

To verify that the Security Plan findings for operational controls continue to be accurate, the C&A Team will require access to NMS management and technical staff.  It is anticipated that the C&A Team will require access to, at a minimum, the following key personnel:

· NMS Program Manager

· NMS Chief Engineer

· NMS Chief Applications Engineer

· NMS Data Quality Manager

· Representatives of the NMS Database Group

3.2.3 Test Methods

For each of the operational control test cases, the findings from the Security Plan will be presented and discussed to confirm that in the brief time since the Security Plan was developed, its findings remain accurate.  In the event that any of the findings are disputed, additional research will be conducted by the C&A Team to ascertain the level of compliance for the security control in question.  This reevaluation will be documented and the results included as an Appendix to the C&A Approval Package.

3.2.4 Intercase Dependencies

Test Case 4.4-2, “Contingency Plan Awareness and Training” and Test Case 4.4-3, “Contingency Plan Testing” are dependent upon Test Case 4.4-1, “Contingency Planning.”  Also, Test Case 4.8-4, “Training Monitoring” is dependent upon Test Case 4.8-2, “NMS Security Training” and Test Case 4.8-3, “GSS Security Training.”

3.3 Technical Controls

3.3.1 Test Cases

Figure 4 presents technical control test cases to be reviewed as part of NMS C&A.

ID
Security Plan Requirement/

C&A Test Case Name
Test Case Requirement Description

5-1
General Technical Controls
USAID offices, bureaus and missions must implement technical controls to provide adequate protection for Agency personnel, information, and system resources.

5-2
Public Access Controls
Application security plans shall address Public Access controls.

5-3
Compatibility with Other Controls
Technical control measures, whether in place or planned, must be consistent with operational considerations and management of security within the organization.

5.1-1
Identification and Authentication
Provide identification and authentication to (1) prevent unauthorized people or unauthorized processes from entering an IT system, (2) differentiate among users, (3) establish user accountability, and (4) adjudicate access rights.

5.1.1-1
IDs Uniquely Identify Users
User IDs (3 character minimum) must uniquely identify users in order to correlate actions back to individuals or processes.

5.1.1-2
IDs only for Authorized Users
User IDs should be issued only to authorized users and should be reviewed to keep them current.

5.1.1-3
Inactive IDs Disabled
Inactive user IDs should be disabled after 90 days and purged after 180 days.

5.1.1-4
One Logon  per ID
The database should provide a mechanism that can limit the number of multiple concurrent logon sessions for the same user ID.

5.1.1-5
Disabling Accounts
User accounts for departing employees should promptly disabled.

5.1.1-6
DBA Accounts Restricted
DBA and Superuser privileges should be granted only to personnel whose duties include database and system administration.

5.1.2-1
Logout Inactive Sessions
Authentication should be maintained by logging a user out or locking the user’s display or session after a fixed period of inactivity.

5.1.2-2
Alpha-numeric Passwords
The allowable character set for passwords is recommended to be alpha, numeric, and special characters.

5.1.2-3
6-8 Position Passwords
The recommended minimum number of characters for a password is six to eight characters.  

5.1.2-4
Name Check for Passwords
Use of names or words in passwords must be prohibited.

5.1.2-5
Passwords Valid for 90 Days
Passwords shall be valid for a period of not more than 90 days.  

5.1.2-6
No Password Reuse for 6 Generations
Passwords must not be reused for six generations.

5.1.2-7
Users Can Change Own Password
The login process must provide a mechanism allowing users to change their own password which requires users to re-authenticate as part of the change process.

5.1.2-8
Lost Password Procedures
Procedures should be defined for handling XE "handling"  lost passwords.

5.1.2-9
Password Compromise Procedures
Procedures should be defined for handling XE "handling"  password XE "password"  compromise.



5.1.2-10


Embedded Password Procedures
Procedures should exist for limiting access scripts with embedded passwords. 

5.1.2-11
Authentication Bypass Policies
Policies should address the bypassing of user authentication requirements and single-sign-on technologies. 

5.1.2-12
Password Sharing Prohibited
The sharing of a single password among several users must be prohibited.

5.1.2-13
3 Unsuccessful Logon Attempts
Limit unsuccessful logons to three attempts.

5.1.2-14
Record Logon Failures
Record multiple logon failures.



5.1.2-15
Logon Failure Procedures
Specify actions taken for multiple logon failures.

5.1.2-16
ID Management Procedures
The creation, use, and deletion of user IDs and passwords must be managed to prevent unauthorized access to the system.

5.1.2-17
Authentication Transmission Security
All authentication data must be transmitted securely from point-of-entry to the authenticating system to ensure the integrity and confidentiality of the authentication data.  

5.1.2-18
Change Default Passwords
All user IDs with default passwords must have their passwords changed prior to production deployment.

5.1.2-19
Passwords not Displayed on Monitors
Passwords must not be displayed on monitors or on hard copy documents. 

5.1.2-20
Secure Storage of Authentication Data
Authentication data (e.g., passwords) must be securely stored.

5.1.2-21
Constrained User Interfaces
The use of constrained user interfaces should be investigated.



5.2-1
Least Privilege Policies
Ensure policies follow the concept of least privilege.

5.2-2
Separation of Duties Policies
Ensure policies follow separation of duties.



5.2-3
Access Control Lists
Establish and maintain access control lists.

5.2-4
Restricted Access to Other Applications
Establish procedures for restricting access rights of other application users and administrators.

5.2-5
Restricted Access to Operating System
Ensure users are restricted from accessing the operating system and other applications or resources not required by them.

5.2-6
Detection of Unauthorized Transactions
Establish controls to detect unauthorized transaction attempts.

5.2-7
Discretionary Access Controls
Evaluate applicability of discretionary access controls.

5.2-8
Off-Hours Access Policies
Describe policy for restricting access during evenings or weekends.

5.2-9
Encryption
Evaluate applicability and utilization of encryption.

5.2-10
Access Tied to Personnel Actions
Tie system access to personnel actions (e.g., termination, transfer, leave).

5.2-11
Internal Security Labels
Provide internal security labels.

5.2-12
Standardized Logon Banners
Provide standardized log-on banners.

5.2-13
Host-Based Authentication Policies
Evaluate applicability of host-based authentication.

5.2-14
Remote Access Policies
Control remote access.

5.2-15
Emergency Access Policies
Ensure security measures are not circumvented for emergency access.

5.3-1
Public Access Controls
Application security plans shall address public access controls.

5.4-1
User Action Traceability
The system should be able to link actions to specific users based on their identities.

5.4-2
Audit Trails Activated
System managers must activate the audit trail capabilities provided by the security software installed on Agency systems.

5.4-3
Audit Trail Accountability
Audit trails shall support accountability by providing a trace of user actions.

5.4-4
Auditing Logons and Privileges
Audit trails shall monitor all logons and changes to access privileges both during working and non-working hours.

5.4-5
Audit Trail Detail
The audit trail shall include sufficient detail to establish what events occurred; who (or what) caused them; type of event; when the event occurred; user ID associated with the event; and program or command initiating the event.

5.4-6
Audit Log Access
Access to online audit logs shall be strictly enforced.



5.4-7
Audit Confidentiality
Confidentiality shall be maintained for applicable audit information.

5.4-8
Audit Trail Reviews
The IT Specialist/System Manager or site ISSO must generate and review the audit trail of all distributed systems at least monthly.  

5.4-9
Audit Trail Anomaly Reviews
The site ISSO must review with the Program Manager and IT Specialist/System Manager all security related anomalies discovered during audit trail reviews. 

5.4-10
Audit Trail Deletion
Only the Security Administrator shall be authorized to delete or disable the audit trail and that event must itself be audited.

5.4-11
Security Administrator Monitoring
The data-store shall provide or utilize tools which allow the Security Administrator to monitor the activities of specific terminals, network addresses, or user-ids in real time.

5.4-12
Audit Trail Retention
Financial audit trails must be retained for a period of two years.  Other audit trails must be retained for a period of six months. 

Figure 4:  Technical Control Test Cases
3.3.2 Test Requirements

To verify that the Security Plan findings for technical controls continue to be accurate, the C&A Team will require access to NMS management and technical staff.  It is anticipated that the C&A Team will require access to, at a minimum, the following key personnel:

· NMS Program Manager

· NMS Chief Engineer

· NMS Chief Applications Engineer

· NMS Data Quality Manager

· Representatives of the NMS Database Group

3.3.3 Test Methods

For each of the technical control test cases, the findings from the Security Plan will be presented and discussed to confirm that in the three months since the Security Plan was developed, its findings remain correct.  In the event that any of the findings are disputed, additional research will be conducted by the C&A Team to ascertain the level of compliance for the security control in question.  This reevaluation will be documented and the results included as an Appendix to the C&A Approval Package.

For each technical control Test Case addressing a requirement met by NMS software, the case will be specifically tested in accordance with the test procedures presented in Section 4 and the evaluation criteria referenced in Section 2.4.

3.3.4 Intercase Dependencies

Test Case 5.4-8, “Audit Trail Reviews” and Test Case 5.4-10, “Audit Trail Deletion” are dependent on the existence of audit trails, Test Case 5.4-2, “Audit Trails Activated” and Test Case 5.4-3, “Audit Trail Accountability.”  Also, Test Case 5.2-11, “Internal Security Labels” is dependent upon management control Test Case 3.5-1, “Sensitivity Assessment” which identifies what data requires labeling.
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4. TEST PROCEDURES

4.1 Test Procedure Scope

Detailed test procedures have been written for the technical controls implemented in NMS software that meet all three of the following criteria:

· They were found to be either in place or partially in place by the NMS Security Plan; 

· They are testable software features, as opposed to Agency policies or Agency business processes; and

· They are not met by PR 377 in the upcoming NMS Release 4.81.

Figure 5 shows the technical controls for which software testing will be performed and for which detailed test procedures have been developed.  The “Controls in Place” column presents findings from the NMS Security Plan for each requirement and test case.  The “Software or Process” column indicates whether or not the Security Plan indicates that a testable software feature is fully or partially in place.  The “Software Testing” column indicates whether or not testing will be performed based upon application of the above three criteria.

ID
Security Plan Requirement/

C&A Test Case Name
Controls In Place?
Software or

Process
Software

Testing?
Proc

#



Yes
Partial
No




5-1
General Technical Controls

X

Process
No
-

5-2
Public Access Controls
X


Process
No
-

5-3
Compatibility with Other Controls

X

Process
No
-

5.1-1
Identification and Authentication
X


Process
No
-

5.1.1-1
IDs Uniquely Identify Users

X

Software
Yes
01

5.1.1-2
IDs Only for Authorized Users

X

Process
No
-

5.1.1-3
Inactive IDs Disabled

X

Software
Yes
PR377

5.1.1-4
One Logon  per ID


X
Software
No
-

5.1.1-5
Disabling Accounts

X

Process
No
-

5.1.1-6
DBA Accounts Restricted
X


Software
Yes
02

5.1.2-1
Logout Inactive Sessions


X
Software
No
-

5.1.2-2
Alpha-numeric Passwords
X


Software
Yes
03

5.1.2-3
6-8 Position Passwords
X


Software
Yes
03

5.1.2-4
Name Check for Passwords

X

Process
No
-

5.1.2-5
Passwords Valid for 90 Days

X

Software
Yes
PR377

5.1.2-6
No Password Reuse for 6 Generations


X
Software
No
-

5.1.2-7
Users Can Change Own Password
X


Software
Yes
04

5.1.2-8
Lost Password Procedures
X


Process
No
-

5.1.2-9
Password Compromise Procedures
X


Process
No
-

5.1.2-10
Embedded Password Procedures


X
Process
No
-

5.1.2-11
Authentication Bypass Policies
X


Process
No
-

5.1.2-12
Password Sharing Prohibited

X

Process
No
-

5.1.2-13
3 Unsuccessful Logon Attempts


X
Software
No
-

5.1.2-14
Record Logon Failures

X

Software
Yes
05

5.1.2-15
Logon Failure Procedures


X
Process
No
-

5.1.2-16
ID Management Procedures

X

Software
No
PR377

5.1.2-17
Authentication Transmission Security


X
Software
No
-

5.1.2-18
Change Default Passwords
X


Software
Yes
PR377

5.1.2-19
Passwords Not Displayed on Monitors
X


Software
Yes
06

5.1.2-20
Secure Storage of Authentication Data
X


Process
No
-

5.1.2-21
Constrained User Interfaces
X


Process
No
-

5.2-1
Least Privilege Policies
X


Process
No
-

5.2-2
Restricted Role Combinations

X

Software
Yes
07

5.2-3
Access Control Lists

X

Process
No
-

5.2-4
Restricted Access to Other Applications

X

Software
Yes
08

5.2-5
Restricted Access to Operating System
X


Software
Yes
09

5.2-6
Detection of Unauthorized Transactions


X
Software
No
-

5.2-7
Discretionary Access Controls
X


Process
No
-

5.2-8
Off-Hours Access Policies


X
Process
No
-

5.2-9
Encryption

X

Process
No
-

5.2-10
Access Tied to Personnel Actions

X

Process
No
-

5.2-11
Internal Security Labels
X


Process
No
-

5.2-12
Standardized Logon Banners

X

Software
Yes
10

5.2-13
Host-Based Authentication Policies
X


Process
No
-

5.2-14
Remote Access Policies
X


Process
No
-

5.2-15
Emergency Access Policies

X

Process
No
-

5.3-1
Public Access Controls
X


Process
No
-

5.4-1
User Action Traceability

X

Software
Yes
11

5.4-2
Audit Trails Activated


X
Software
No
-

5.4-3
Audit Trail Accountability

X

Software
Yes
11

5.4-4
Auditing Logons and Privileges

X

Software
Yes
12

5.4-5
Audit Trail Detail

X

Software
Yes
11

5.4-6
Audit Log Access
X


Software
Yes
13

5.4-7
Audit Confidentiality
X


Software
Yes
13

5.4-8
Audit Trail Reviews


X
Process
No
-

5.4-9
Audit Anomaly Review

X

Process
No
-

5.4-10
Audit Trail Deletion
X


Software
Yes
14

5.4-11
Security Administrator Monitoring


X
Process
No
-

5.4-12
Audit Trail Retention

X

Software
Yes
14

Figure 5:  Technical Controls for Which C&A Software Testing Will Be Conducted

4.2 Test Procedure Format

For each of the procedures written to verify the technical security content of NMS, the following template, shown in Figure 6, has been completed.  Test Case numbers and names are identified, along with a test purpose and objective.  Special testing requirements are identified and the method of testing (e.g., demonstration, and inspection) is specified.  Specific test procedures are provided and the expected results of NMS C&A security testing are identified.

Test Case #:  
Test Case Name:  

Test Purpose and Objective: 


Special Testing Requirements:

 

Test Methods: 
   Demonstration


   Inspection


    Analysis

Test Procedure:



Expected Results:

 

Figure 6:  NMS C&A Test Procedure Template

4.3 Test Procedures

NMS C&A Test Procedure: 01
Test Case #:  5.1.1-1
Test Case Name:  IDs Uniquely Identify Users

Test Purpose and Objective: : 

To verify that the NMS utilizes a minimum of three characters to identify users. Verify that each unique username identifies one and only one user in order to correlate actions back to individuals or processes.

Special Testing Requirements:

Interview DBA to confirm the method by which user IDs are named and assigned.

Review NMS User Manual and NMS Policy Guidance (http://www.usaid.gov/nms/) and ISS Security Guidelines http://www.usaid.gov/M/IRM/ipa/iss/  for guidance on user ID naming requirements.

Complete a DBA Service Request Form to schedule the DBA submission of SQL scripts from NMS DEBUG Oracle data dictionary views. Confirm with DBAs that the NMS DEBUG environment is identical to the NMS production environment for all Oracle and Unix system level parameters.  

Note:  Oracle 7.3 does not have a minimum character requirement for establishing user IDs (n.b., null string ID is supported).  Minimum character requirements must be enforced by policy.

Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:

Use the default data dictionary views to research information about the users of NMS tables. 

1) Request DBA run the following SQL script "select * from sys.dba_users." 

2) Sort by last_ name, user_name, user_organization. (This will return all active and inactive users in the Oracle database sorted by their last name, user ID, and user_organization).

3) Review the results of this report. 

             a) Determine if any user (identified by last name, first name) has more than one NMS user ID.

             b) Determine if any user name has 3 or fewer characters.

             c) Determine if any user name appears generic in scope such as "angola" for the Angola mission.

Expected Results:
a) Each NMS user has one and only one NMS user ID. Under no circumstances should an individual have more than one NMS user ID.

b) All users IDs must be at least 3 characters in length.

c) NMS user IDs appear to be linked to individuals, not categories of individuals. 

Actual Results:  

TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date:  

Test Engineer:  


 NMS C&A Test Procedure: 02

Test Case #:  5.1.1-6
Test Case Name:  DBA Accounts Restricted

Test Purpose and Objective:

To verify that system level privileges are only given to personnel whose direct responsibility is to provide database administration, role administration or application support to NMS users. 



Special Testing Requirements:

Complete a DBA Service Request Form to schedule the DBA submission of SQL scripts from NMS DEBUG Oracle data dictionary views. 

NMS DEBUG environment must be identical to the NMS production environment for all Oracle and Unix system level parameters.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:

Request DBA logon to DEBUG NMS Oracle database with "system" user ID.

1) Request DBA run SQL script  "SELECT * FROM DBA_SYS_PRIVS." This view contains information about system privileges granted to roles. It should list every Oracle role in the system and list each system privilege assigned to each role. Identify each role that has system privileges.

2) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE GRANTED_ROLE CONTAINS SYSTEM_ PRIVILEGE." This view lists roles granted to users and identifies whether the user has admin option granted. Identify each role that has system privileges (from step number 2) that are granted to a user. 

3) Request DBA run the SQL script  "SELECT * FROM DBA_TAB_PRIVS, WHERE GRANTED_TABLE CONTAINS SYSTEM_ PRIVILEGE."  This view lists table system privileges granted to users and includes whether the user has admin option granted. Identify each table that has system privileges that are granted to a user. 

4) Request DBA run the SQL script  "SELECT * FROM DBA_COL_PRIVS, WHERE GRANTED_COL CONTAINS SYSTEM_ PRIVILEGE." This view lists column system privileges granted to users and includes whether the user has admin option granted. Identify each column that has system privileges that are granted to a user. 

5) Identify the owner (last name, first name) of each user ID that has ‘super user,’ Role Administrator, NMS Administrator, or DBA privileges.  Verify the owners of these user IDs are direct hires within USAID and that they have a business reason for their assignment. 

6) Request DBA run SQL script "SELECT * from DBA_USERS."  This view will verify which user IDs have the OPS$ prefix signifying an AIX Unix account.

7) Identify any privileges or roles granted to the user group "PUBLIC."  Since all users, by default, are assigned to the "PUBLIC" user group, any role or privilege assigned to "PUBLIC" becomes assigned to all users.



Expected Results:

1) The SQL script should return the following fields: 

     Column                       Contains 

      ROLE                        Name of the role.

      PRIVILEGE              System privilege granted to the role.

     ADMIN_OPTION     Signifies the grant was with the ADMIN option.

Based on the NMS documentation, there should exist a separate role for each type of NMS user, of which there are 102 different types.  In terms of system privileges, there are five categories of NMS users:  Regular NMS user, Super User, Role Administrator, NMS Administrator, and DBA.

ROLE                                                           SYSTEM PRIVILEGE   ADMIN OPTION
All regular NMS users(102 roles)                None                               None

Super User                                                   Grant Any Role               Yes

Role Administrator                                      Grant Any Role               Yes

NMS Administrator                                     Grant Any Role               Yes

                                                                     Create Any User 

DBA                                                             Grant Any Role               Yes

                                                                      Create Any User

2) The SQL script should return the following fields:

      Column                       Contains

   GRANTEE                     Grantee name, user or role receiving the grant 

   GRANTED_ROLE        Granted role name 

   ADMIN_OPTION         Grant was with the ADMIN option: YES/NO 

   DEFAULT_ROLE         Role is designated as a DEFAULT ROLE for the user: YES/NO 

3) DBA_TAB_PRIVS  This view lists all grants on table objects in the database.

   Column                      Contains

 GRANTEE                  User or role to whom access was granted 

 OWNER                      Owner of the object 

 TABLE_NAME          Name of the object 

 GRANTOR                 Name of the user who performed the grant 

 PRIVILEGE                Table Privilege 

 GRANTABLE            Privilege is grantable

Only Role Administrators should have insert, update, delete privileges on the NMS_Security_table  The privilege should NEVER be GRANTABLE  (grantable = no),  this means the NMS Role Administrator cannot grant the privilege to another NMS user, thereby propagating their system privileges to other users.

Only NMS Administrators should have insert, update, and delete privileges on the Oracle 

DBA_Users table.  

4) DBA_COL_PRIVS  This view lists all grants on columns in the database.

 Column                         Contains

 GRANTEE                   Name of the user or role to whom access was granted 

 OWNER                       Username of the owner of the object 

 TABLE_NAME           Name of the object 

 COLUMN_NAME       Name of the column 

 GRANTOR                  Name of the user who performed the grant 

 PRIVILEGE                 Column privilege 

 GRANTABLE              Privilege is grantable

Only Role Administrators should have column insert, update, delete privileges on the NMS_Security_table  The privilege should NEVER be GRANTABLE  (grantable = no),  this means the Role Administrator cannot grant the privilege to another NMS user, thereby propagating their system privileges to other users.

Only NMS Business Administrators should have column insert, update, and delete privileges on the Oracle DBA_Users table.  

5) NMS user IDs with system level privileges must be personnel whose job description requires them to perform DBA or other administrative action warranting their level of database access.  They should be USAID Direct Hires who have direct supervision of specific functions within NMS and have a complete understanding of the NMS roles and their significance. 

Cross-reference all Grantees from step 2) with USAID personnel directories to determine if they are direct hires.

6) Only DBAs should have OPS$ accounts.  No regular NMS user IDs should begin with the prefix OPS$.  OPS$ accounts are Unix accounts and have access to the Oracle file system from the Unix OS.

7) No system level privileges should be assigned to the user group "PUBLIC."



Actual Results:  

TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date:

Test Engineer: 


 NMS C&A Test Procedure: 03

Test Case #:  5.1.2-2, 

                            5.1.2-3
Test Case Name:  Alpha-numeric Passwords,

                                      6-8 Position Passwords

Test Purpose and Objective: : 

To verify that the allowable character set for passwords is alpha, numeric, and special characters.

Verify that passwords are required to be 6-8 characters in length. 


Special Testing Requirements:

Logon to the NMS DEBUG environment as an authorized user.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:

Select the NMS icon from the Windows desktop.

Logon to the NMS application with an authorized username and authorized password.

1) Change password to new passwords that contains a total of 6-8 alpha, numeric, and special characters.  Logoff, then Logon again with each new password. Use the following passwords:

a) Qwert1

b) Qwert#

c) Qwerty1

d) Qwerty%

e) Qwerty1&

f) Qwerty@@

g) Q1234567

2) Repeat procedure (1) with new passwords that contains a total of 2-5 characters.

a) Q1

b) Q#

c) Qty1

d) Qty%

e) Qty1&

f) Qty@@

g) Q4567

3) Repeat procedure (1) with new passwords that contains only alpha characters and are 6-8 characters in length.

a) Qwerty

b) Qwertyq

c) Qwertyz

d) Qwertyqq

e) Qwertyzz

4) Logon to the NMS application as a Role Administrator with an authorized user ID and authorized password.

5) Change password to new passwords that contains a total of 6-8 alpha, numeric, and special characters.  Logoff, then Logon again with each new password. Use the following passwords:

a) Qwert1

b) Qwert#

c) Qwerty1

d) Qwerty%

e) Qwerty1&

f) Qwerty@@

g) Q1234567

6) Repeat procedure (5) with new passwords that contains a total of 2-5 characters.

a) Q1

b) Q#

c) Qty1

d) Qty%

e) Qty1&

f) Qty@@

g) Q4567

7) Repeat procedure (5) with new passwords that contains only alpha characters and are 6-8 characters in length.

a) Qwerty

b) Qwertyq

c) Qwertyz

d) Qwertyqq

e) Qwertyzz

Observe and document whether or not passwords are accepted.

Expected Results:

NMS must accept passwords that contain numeric, alpha, and special characters and are at least 6-8 characters in length. 

Step (1), (5): All passwords should be accepted.

Step (2), (6): All passwords should be rejected.

Step (3), (7): All passwords should be rejected.



Actual Results:  
TBD



Test Results – Passed?

Yes
No
Partial
Notes: 






Test Date: 


Test Engineer: 



NMS C&A Test Procedure: 04

Test Case #:  5.1.2-7
Test Case Name: Users Can Change Own Password

Test Purpose and Objective: : 

To verify that users are able to change their own passwords whenever they wish. Also verify that users are required to re-authenticate their passwords after the change. 



Special Testing Requirements:

Obtain 2 authorized NMS user IDs, the first as a regular NMS user, the second as an NMS Role Administrator  (i.e., NMSTID001, ADMIN001).

Logon to the NMS DEBUG environment as an authorized user.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:

Select the NMS icon from the Windows desktop.

Logon to the NMS application with an authorized user ID and password (NMSTID001).

1) Change password to ‘nktr123.’  Logoff, then logon again with new password.

2) Repeat procedure step 1 with a password that contains the literal ‘zatd124’.

Logon to the NMS application as a Role Administrator with user ID of ADMIN001.

Follow Procedure 1-2 above.

Observe and document whether passwords are accepted.

Observe and document whether re-authentication is required.

Expected Results:

USER ID NMSTID001

                      Password Change Successful (Y/N)      Re-Authentication(Y/N)

Step (1)                                   Y                                                     Y

Step (2)                                        Y                                                          Y

USER ID ADMIN001

                     Password Change Successful (Y/N)      Re-Authentication(Y/N)

Step (1)                                    Y                                                         Y

Step (2)                                         Y                                                               Y

New passwords should be accepted and re-authentication should be required each time.



Actual Results:   TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date: 

Test Engineer: 


NMS C&A Test Procedure: 05

Test Case #:  5.1.2-14
Test Case Name: Record Logon Failures

Test Purpose and Objective: : 

To verify that logon failures are captured and retained for analysis in the Oracle Listener file. 



Special Testing Requirements:

Complete a DBA Service Request Form to schedule the DBA submission of  SQL scripts from NMS DEBUG Oracle data dictionary views and to obtain a copy of  the Listener.Ora Unix file.  NMS DEBUG environment must be identical to NMS production environment for all Oracle and Unix system level parameters.



Test Methods: 
  Demonstration
 X  Inspection


     Analysis

Test Procedure:

1) Request DBA demonstrate that SQL*Net tracing is activated by setting SQL*Net control file parameters in  the SQLNET.ORA and LISTENER.ORA control files.  

2) Request DBA provide the file name and directory structure for the trace file.

3) Request DBA determines the date for which the file has been active.

4) Obtain access to a copy of the trace file from the IBM RS/6000 Unix Production server. 

5) Identify the data fields contained in the file. 

6) Review the contents of the trace file to determine if multiple logon failures are captured. 



Expected Results:

The following fields should be captured in the trace file:

· Computer Name

· Network TCP/IP address of personal computer requesting network access.

· Application or process requesting databases resources.

· Timestamp of initial request. 

Log file must show that multiple logon attempts are captured.  



Actual Results:  

TBD



Test Results – Passed?

Yes
No
Partial
Notes: 






Test Date: 

Test Engineer: 

NMS C&A Test Procedure: 06

Test Case #:  5.1.2-19
Test Case Name: Passwords Not Displayed on Monitors

Test Purpose and Objective: : 

To verify that NMS passwords are not intelligibly displayed on monitors during the logon process.  



Special Testing Requirements:

Obtain 2 authorized NMS user IDs, the first as a regular NMS user (NMSTID001), the second as an NMS Role Administrator (ADMIN001).

Logon to NMS as an authorized user to the NMS DEBUG environment.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:

Select the NMS icon from the Windows desktop.

(1) Logon to the NMS application authorized user ID and password, NMSTID001. 

     (a) Observe whether the password is displayed in a manner allowing it to be read.

     (b) Execute a screen print of the Logon screen when the password mask is displayed.

     (c) Observer whether the password appears on the screenprint.

     (d) Click on "Change Password" and step through the password change process and observe whether the password is displayed intelligibly.

     (e) Execute screen prints and observe whether the password appears.

(2) Logon to the NMS application with authorized user ID of a Role Administrator, ADMIN001.

      Repeat steps (a) - (e) above with the Role Administrators user ID.



Expected Results:

In no case should the password appear in a manner permitting it to be read.

Step (1) -Regular NMS user

                        Pass /Fail

              a)       Pass 

              b)       Pass

              c)       Pass 

              d)       Pass

               e)      Pass

Step (2) – NMS Role Administrator

                        Pass /Fail

               a)       Pass 

               b)       Pass

               c)       Pass 

               d)       Pass

               e)       Pass



Actual Results:  
TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date:

Test Engineer: 



NMS C&A Test Procedure: 07

Test Case #:  5.2-2
Test Case Name:  Restricted Role Combinations

Test Purpose and Objective: 
To verify that the assignment of functional roles within NMS complies with the separation of duties guidance set by USAID policy.  



Special Testing Requirements:`

Review USAID General Notice M/AA Policy, “Subject: Revised guidance on NMS Security Application and Role Assignments,” dated April 3, 1997.

Logon to the NMS DEBUG environment as an authorized user.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:

According to USAID General Notice M/AA Policy, “Subject:  Revised guidance on NMS Security Application and Role Assignments,” dated April 3, 1997:

"a. A single NMS user may NOT have a combination of the following two roles: AP Authorized Certifying Officer (AP ACO) and either FC Miscellaneous Obligation Approver (FC MOA) or A&A Contracting Officer. Under no circumstance should an individual have a combination of the AP ACO and the A&A Contracting Officer roles. Waiver requests to the restriction involving the AP ACO and FC MOA must be directed to Gary Byllesby, M/FM.

b. A single NMS user may NOT have a combination of the following five roles: FC Miscellaneous Commitment Requestor, FC Miscellaneous Commitment Approver, FC Miscellaneous Obligation Requestor, FC Miscellaneous Obligation Approver and AP Authorized Certifying Officer. Waiver requests to the above restriction must be directed to Gary Byllesby, M/FM.

c. A single NMS user may NOT have the following combination of roles on a single action (but the user may have all three roles individually): A&A Program Manager, A&A Contracting Officer, and COTR.

d. A single NMS user may NOT have a combination of the following three roles on a single action (but the user may have all three roles individually): A&A Requestor, A&A Program Manager and A&A COTR.

Waiver requests involving items c. and d. above will be considered in the event of a mission close-out, disaster or evacuation situation for limited actions. Waiver requests should be forwarded to Carrie Johnson, M/OP, for approval.”

         Logon to NMS as a Role Administrator (ADMIN001, ADMIN002) for the A&A and AWACS modules.

A). Attempt to assign each of the role combinations forbidden by restriction a. 

1) Assign NMS user NMSTID001 the AP Authorized Certifying Officer Role

    Assign NMS user NMSTID001 the FC Miscellaneous Obligation Approver Role

            Unassign all roles to NMS user NMSTID001

2) Assign NMS user NMSTID001 the AP Authorized Certifying  Officer Role

     Assign NMS user NMSTID001 the A&A Contracting  Officer Role

            Unassign all roles to NMS user NMSTID001

3) Assign NMS user NMSTID001 the A&A Contracting  Officer Role

     Assign NMS user NMSTID001 the FC Miscellaneous Obligation Approver Role

            Unassign all roles to NMS user NMSTID001

B). Attempt to assign each of the role combinations forbidden by policy restriction b.

1) Assign NMS user NMSTID002 the AP Authorized Certifying Officer Role

    Assign NMS user NMSTID002 the FC Miscellaneous Commitment Requestor Role

            Unassign all roles to NMS user NMSTID002

2) Assign NMS user NMSTID002 the AP Authorized Certifying  Officer Role

    Assign NMS user NMSTID002 the FC Miscellaneous Commitment Approver Role

            Unassign all roles to NMS user NMSTID002

3) Assign NMS user NMSTID002 the A&A Authorized Certifying  Officer Role

    Assign NMS user NMSTID002 the FC Miscellaneous Obligation  Requestor Role

            Unassign all roles to NMS user NMSTID002

4) Assign NMS user NMSTID002 the A&A Authorized Certifying  Officer Role

    Assign NMS user NMSTID002 the FC Miscellaneous Obligation  Approver Role

            Unassign all roles to NMS user NMSTID002

5) Assign NMS user NMSTID002 the A&A Authorized Certifying  Officer Role

     Assign NMS user NMSTID002 the FC Miscellaneous Commitment Requestor Role

     Assign NMS user NMSTID002 the FC Miscellaneous Commitment Approver Role

     Assign NMS user NMSTID002 the FC Miscellaneous Obligation  Requestor Role

     Assign NMS user NMSTID002 the FC Miscellaneous Obligation  Approver Role

            Unassign all roles to NMS user NMSTID002

C)  Attempt to process a transaction from start (OPS) through A&A to finish (AWACS) using a single user ID which has the necessary roles assigned to it.  Determine if it is possible for a single individual to request and authorize the release of monies within the system.  Attempt to assign each of the role combinations that are forbidden by policy restriction “c.” for the same transaction. 

1) Assign NMS user NMSTID003 the A&A Program Manager

    Assign NMS user NMSTID003 the A&A Contracting Officer

    Assign NMS user NMSTID003 the A&A COTR Role

    Assign NMS user NMSTID003AP Voucher Examiner

    Assign NMS user NMSTID003 AP Authorized Certifying Officer

2) Distribute OYB to a specific activity in the Budget application (requires “Budget Approver" role.

     Create and distribute allowances for that specific activity in the AWACS application  (requires FC Budget Allowance Creator role)

      Create a strategic objective that is tied to that specific activity in AWACS.

      Create a request for funding  in AA (requires role of AA Requestor)

      Commit funding to this activity (requires role of  AA Program manager - has authority to commit                                                   funds on behalf of mission)

      Create an award in AA  (requires role of AA COTR).

      Generate a voucher in Accounts Payable under AWACS for payment, record voucher number.

      Approve voucher in Administrative Approval under AWACS (requires role of COTR)

      Approve voucher in  Voucher Approval under AWACS (requires role of AP Voucher Examiner)

      Set up payment schedule for voucher in Accounts Payable (requires role of AP Voucher Examiner).

      Certify schedule for distribution to vendor (generates EFT or check) (requires role of 

      AP Authorized Certifying Officer)

D)  Attempt to process a transaction from start (OPS) through A&A to finish (AWACS) using a single user ID which has the necessary roles assigned to it.  Determine if it is possible for a single individual to request and authorize the release of monies within the system.  Attempt to assign each of the role combinations that are forbidden by policy restriction “c.” for the same transaction. 

1) Assign NMS user NMSTID004 the A&A Requestor Role

     Assign NMS user NMSTID004 the A&A Program Manager Role

     Assign NMS user NMSTID004 the A&A COTR Role

     Assign NMS user NMSTID004 AP Voucher Examiner

     Assign NMS user NMSTID004 AP Authorized Certifying Officer

2) Distribute OYB to a specific activity in the Budget application (requires “Budget Approver" role.

     Create and distribute allowances for that specific activity in the AWACS application  (requires FC Budget Allowance Creator role)

      Create a strategic objective that is tied to that specific activity in AWACS.

      Create a request for funding  in AA (requires role of AA Requestor)

      Commit funding to this activity (requires role of  AA Program manager - has authority to commit                                                   funds on behalf of mission)

      Create an award in AA  (requires role of AA COTR).

      Generate a voucher in Accounts Payable under AWACS for payment, record voucher number.

      Approve voucher in Administrative Approval under AWACS (requires role of COTR)

      Approve voucher in  Voucher Approval under AWACS (requires role of AP Voucher Examiner)

      Set up payment schedule for voucher in Accounts Payable (requires role of AP Voucher Examiner).

      Certify schedule for distribution to vendor (generates EFT or check) (requires role of 

      AP Authorized Certifying Officer)



Expected Results: 

Attempt to assign each of the role combinations forbidden by restriction a. 

1) Assign NMS user NMSTID001 the AP Authorized Certifying Officer Role  RESULT (PASS)

    Assign NMS user NMSTID001 the FC Miscellaneous Obligation Approver Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID001

2) Assign NMS user NMSTID001 the AP Authorized Certifying  Officer Role  RESULT (PASS)

     Assign NMS user NMSTID001 the A&A Contracting Officer Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID001

3) Assign NMS user NMSTID001 the A&A Contracting  Officer Role  RESULT (PASS)

     Assign NMS user NMSTID001 the FC Miscellaneous Obligation Approver Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID001

Attempt to assign each of the role combinations forbidden by policy restriction b.

1) Assign NMS user NMSTID002 the AP Authorized Certifying Officer Role  RESULT (PASS)

    Assign NMS user NMSTID002 the FC Miscellaneous Commitment Requestor Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID002

2) Assign NMS user NMSTID002 the AP Authorized Certifying  Officer Role  RESULT (PASS)

    Assign NMS user NMSTID002 the FC Miscellaneous Commitment Approver Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID002

3) Assign NMS user NMSTID002 the A&A Authorized Certifying  Officer Role  RESULT (PASS)

    Assign NMS user NMSTID002 the FC Miscellaneous Obligation Requestor Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID002

4) Assign NMS user NMSTID002 the A&A Authorized Certifying  Officer Role  RESULT (PASS)

    Assign NMS user NMSTID002 the FC Miscellaneous Obligation Approver Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID002

5) Assign NMS user NMSTID002 the A&A Authorized Certifying  Officer Role  RESULT (PASS)

     Assign NMS user NMSTID002 the FC Miscellaneous Commitment Requestor Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

     Assign NMS user NMSTID002 the FC Miscellaneous Commitment Approver Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

     Assign NMS user NMSTID002 the FC Miscellaneous Obligation Requestor Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

     Assign NMS user NMSTID002 the FC Miscellaneous Obligation Approver Role RESULT (FAIL with error message – “Cannot assign this role combination.”)

            Unassign all roles to NMS user NMSTID002

C) Attempt to process a transaction from start (OPS) through A&A to finish (AWACS) using a single user ID which has the necessary roles assigned to it.  Determine if it is possible for a single individual to request and authorize the release of monies within the system.  Attempt to assign each of the role combinations that are forbidden by policy restriction “c.” for the same transaction. 

1) Assign NMS user NMSTID003 the A&A Program Manager(PASS)

    Assign NMS user NMSTID003 the A&A Contracting Officer(PASS)

    Assign NMS user NMSTID003 the A&A COTR Role(PASS)

    Assign NMS user NMSTID003AP Voucher Examiner(PASS)

    Assign NMS user NMSTID003 AP Authorized Certifying Officer(PASS)

2) Distribute OYB to a specific activity in the Budget application (requires “Budget Approver" role.

     Create and distribute allowances for that specific activity in the AWACS application  (requires FC Budget Allowance Creator role)

      Create a strategic objective that is tied to that specific activity in AWACS.

      Create a request for funding  in AA (requires role of AA Requestor)

      Commit funding to this activity (requires role of  AA Program manager - has authority to commit                                                   funds on behalf of mission)

      Create an award in AA  (requires role of AA COTR). (This should FAIL if a programmatic check is in place)

      Generate a voucher in Accounts Payable under AWACS for payment, record voucher number.

      Approve voucher in Administrative Approval under AWACS (requires role of COTR)

      Approve voucher in  Voucher Approval under AWACS (requires role of AP Voucher Examiner)

      Set up payment schedule for voucher in Accounts Payable (requires role of AP Voucher Examiner).

      Certify schedule for distribution to vendor (generates EFT or check) (requires role of 

      AP Authorized Certifying Officer)

D)  Attempt to process a transaction from start (OPS) through A&A to finish (AWACS) using a single user ID which has the necessary roles assigned to it.  Determine if it is possible for a single individual to request and authorize the release of monies within the system.  Attempt to assign each of the role combinations that are forbidden by policy restriction “c.” for the same transaction. 

1) Assign NMS user NMSTID004 the A&A Requestor Role (PASS)

     Assign NMS user NMSTID004 the A&A Program Manager Role(PASS)

     Assign NMS user NMSTID004 the A&A COTR Role(PASS)

     Assign NMS user NMSTID004 AP Voucher Examiner(PASS)

     Assign NMS user NMSTID004 AP Authorized Certifying Officer(PASS)

2) Distribute OYB to a specific activity in the Budget application (requires “Budget Approver" role.

     Create and distribute allowances for that specific activity in the AWACS application  (requires FC Budget Allowance Creator role)

      Create a strategic objective that is tied to that specific activity in AWACS.

      Create a request for funding  in AA (requires role of AA Requestor)

      Commit funding to this activity (requires role of  AA Program manager - has authority to commit                                                   funds on behalf of mission)

      Create an award in AA  (requires role of AA COTR).(This should FAIL if a programmatic check is in place).

      Generate a voucher in Accounts Payable under AWACS for payment, record voucher number.

      Approve voucher in Administrative Approval under AWACS (requires role of COTR)

      Approve voucher in  Voucher Approval under AWACS (requires role of AP Voucher Examiner)

      Set up payment schedule for voucher in Accounts Payable (requires role of AP Voucher Examiner).

      Certify schedule for distribution to vendor (generates EFT or check) (requires role of 

      AP Authorized Certifying Officer)



Actual Results:  

TBD



Test Results – Passed?

Yes
No
Partial
Notes: 






Test Date: 

Test Engineer: 


NMS C&A Test Procedure: 08

Test Case #:  5.2-4
Test Case Name: Restricted Access to Other Applications

Test Purpose and Objective:  

To verify that access cannot be obtained through the NMS to subsystems other than those to which a user ID has been specifically assigned.



Special Testing Requirements:

Complete a DBA Service Request Form to schedule the DBA submission of SQL scripts from NMS DEBUG Oracle data dictionary views. 

NMS DEBUG environment must be identical to NMS production environment for all Oracle and Unix system level parameters.

NMS application loaded and configured for DEBUG on the test PC.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:  

1)  Start with a newly assigned NMS test user ID (NMSTID001) with no current role assignments.

     a) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID001"  This view lists roles granted to the NMSTID001 user and  includes whether the user has admin option granted.  Verify that there are NO roles currently assigned.

     b) Logon to NMS as a role administrator (user ID Admin001) for the Acquisition and Assistance subsystem. 

     c) Assign the roles of AA Program Manager, AA Clerk,  AA OSDBU Advisor to user ID  NMSTID001. 

     d) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID001."  This view lists roles granted to the NMSTI001 user and  includes whether the user has admin option granted.  Verify the roles assigned in step c) are present for the user ID NMSTID001.

     e) Logoff as ADMIN001, Logon as NMSTID001.

     f)  Click on the four unassigned modules in sequence, AWACS, BUDGET, OPS, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID001. 

    g) Click on the Acquisition an Assistance icon.  The five sub-applications under A&A should appear.  Click on the Planning icon.  Click on the  "Select Role" dropdown and verify the assigned roles match the results of the SQL script from step d) and the roles assigned from step c).

2)  Start with a newly assigned NMS test user ID (NMSTID002) with no current role assignments.

     a) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID002"  This view lists roles granted to the NMSTID002 user and  includes whether the user has admin option granted.  Verify that there are NO roles currently assigned.

     b) Logon to NMS as a AP Role Administrator (user ID Admin002) for the AID's Worldwide Accounting and Control System.

     c) Assign the roles of  Actor TM, AP Contracting Officer, GL Accountant, FC Analyst, LS Analyst, and AR Certifying Collection Officer to user ID  NMSTID002.

     d) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID002"  This view lists roles granted to the NMSTID002 user and  includes whether the user has admin option granted.  Verify the roles assigned in step c) are assigned for the user ID NMSTID002.

     e) Logoff as ADMIN002, Logon as NMSTID002.

     f)  Click on the four unassigned modules in sequence, A&A , BUDGET, OPS, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID002. 

    g) Click on the AWACS  icon.  The seven  sub-applications under AWACS  should appear.  Click on the Account Payable icon. Verify that user ID NMSTID002 has access to Accounts Payable.

3)  Start with a newly assigned NMS test user ID (NMSTID003) with no current role assignments.

     a) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID003"  This view lists roles granted to the NMSTID003 user and  includes whether the user has admin option granted.  Verify that there are NO roles currently assigned.

     b) Logon to NMS as a Budget Role Administrator (user ID Admin003) for the Budget sub-System.  

     c) Assign the roles of  Budget Approver, Budget Guidance, Budget Requestor to user ID  NMSTID003 .

     d) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID003"  This view lists roles granted to the NMSTID003 user and  includes whether the user has admin option granted.  Verify the roles assigned in step c) are assigned for the user ID NMSTID003.

     e) Logoff as ADMIN003, Logon as NMSTID003.

     f)  Click on the four unassigned modules in sequence, A&A ,  AWACS,  OPS, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID003. 

    g) Click on the Budget icon.  The eight sub-applications under BUDGET should appear. Click on the Emphasis Area icon. Verify that user ID NMSTID003 has access to the Emphasis Area sub-application. 

4)  Start with a newly assigned NMS test user ID (NMSTID004) with no current role assignments.

     a) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID004"  This view lists roles granted to the NMSTID004 user and  includes whether the user has admin option granted.  Verify that there are NO roles currently assigned.

     b) Logon to NMS as a OPS Role Administrator (user ID Admin004) for the OPS sub-System.  

     c) Assign the roles of OPS User, OPS View to user ID NMSTID004. 

     d) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID004"  This view lists roles granted to the NMSTID004 user and  includes whether the user has admin option granted.  Verify the roles assigned in step c) are assigned for the user ID NMSTID004.

     e) Logoff as ADMIN004, Logon as NMSTID004.

     f)  Click on the four unassigned modules in sequence, A&A ,  AWACS,  BUDGET, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID004. 

    g) Click on the OPS  icon.  The four sub-applications under OPS should appear.  Click on the  Results Tracking  icon. Verify that user ID NMSTID004 has access to the Results Tracking Area sub-application. 

5)  Start with a newly assigned NMS test user ID (NMSTID005) with no current role assignments.

     a) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID005"  This view lists roles granted to the NMSTID005 user and  includes whether the user has admin option granted.  Verify that there are NO roles currently assigned.

     b) Logon to NMS as a NMS SECURITY Role Administrator (user ID ADMIN005) for the NMS SECURITY sub-System.  

     c) Assign the roles of NMS Security Role Administrator to user ID NMSTID005.

     d) Request DBA run the SQL script  "SELECT * FROM DBA_ROLE_PRIVS, WHERE USER_NAME = NMSTID005"  This view lists roles granted to the NMSTID005 user and  includes whether the user has admin option granted.  Verify the roles assigned in step c) are assigned for the user ID NMSTID005.

     e) Logoff as ADMIN005, Logon as NMSTID005.

     f)  Click on the four unassigned modules in sequence, A&A ,  AWACS,  BUDGET, OPS.  Verify the icons are grayed out and inaccessible to user ID NMSTID005. 

    g) Click on the NMS SECURITY  icon.  The three sub-applications under NMS SECURITY should appear.  Click on the  Pipe icon. Verify that user ID NMSTID005 has access to the Pipe sub-application. 



Expected Results:

1)  a) user ID NMSTID001 has NO roles currently assigned. (PASS)

      c) Assignment of roles of AA Program Manager, AA Clerk,  AA OSDBU Advisor to user ID  NMSTID001 successful. (PASS) 

      d) User ID NMSTID001 has the roles assigned in step c) (PASS)

      f)  Click on the four unassigned modules in sequence, AWACS, BUDGET, OPS, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID001. (PASS) 

     g) Click on the  "Select Role" dropdown and verify the assigned roles match the results of the SQL script from step d) and the roles assigned from step c) (PASS)

2)  a)  User ID NMSTID002  has NO roles currently assigned. (PASS)

      c) Assignment of roles of  Actor TM, AP Contracting Officer, GL Accountant, FC Analyst, LS Analyst, and AR Certifying Collection Officer to user ID  NMSTID002 successful. (PASS)

      d) User ID NMSTID002 has the roles assigned in step c) (PASS)

      f)  Click on the four unassigned modules in sequence, A&A , BUDGET, OPS, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID002. (PASS)

    g) Click on the AWACS  icon.  The seven  sub-applications under AWACS  should appear.  Click on the Account Payable icon. Verify that User ID NMSTID002 has access to Accounts Payable. (PASS)

3)   a) User ID NMSTID003 has NO roles currently assigned. (PASS)

       c) Assignment of roles of  Budget Approver, Budget Guidance, Budget Requestor to user ID  NMSTID003  successful.  (PASS)

       d) User ID  NMSTID003 has the roles assigned in step c) (PASS)

       f)  Click on the four unassigned modules in sequence, A&A ,  AWACS,  OPS, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID003.  (PASS)

      g) Click on the Budget icon.  The eight  sub-applications under BUDGET  should appear.  Click on the  Emphasis Area  icon. Verify that User ID NMSTID003 has access to the Emphasis Area sub-application. 

4) a) User ID  NMSTID004 has NO roles currently assigned.  (PASS).

     c) Assignment of roles of OPS User, OPS View to user ID  NMSTID004 successful.  (PASS). 

     d) User ID  NMSTID004 has the roles assigned in step c).  (PASS)

     f)  Click on the four unassigned modules in sequence, A&A ,  AWACS,  BUDGET, NMS.  Verify the icons are grayed out and inaccessible to user ID NMSTID004.  (PASS)

    g) Click on the OPS  icon.  The four sub-applications under OPS should appear.  Click on the  Results Tracking  icon. Verify that User ID NMSTID004 has access to the Results Tracking Area sub-application. 

5) a) User ID  NMSTID005 has NO roles currently assigned.

     c) Assign the roles of NMS SECURITY Role Administrator to user ID  NMSTID005.(PASS)

     d) User ID  has the roles assigned in step c) (PASS) 

     f)  Click on the four unassigned modules in sequence, A&A ,  AWACS,  BUDGET, OPS.  Verify the icons are grayed out and inaccessible to user ID NMSTID005. (PASS)

    g) Click on the NMS SECURITY  icon.  The three sub-applications under NMS SECURITY should appear.  Click on the  Pipe icon. Verify that User ID NMSTID005 has access to the Pipe sub-application. 

 

Actual Results:

TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date:

Test Engineer: 


C&A Test Procedure: 09

Test Case #:  5.2-5
Test Case Name : Restricted Access to Operating System



Test Purpose and Objective: : 

To verify that access to the underlying Unix operating system is not possible using an NMS user ID and password.



Special Testing Requirements:

Supervised access to the Unix operating system on the NMS DEBUG server.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:
Obtain one of every type of NMS role administrator user ID, and five regular NMS user IDs from the DBA group.

NMSTID001

NMSTID002

NMSTID003

NMSTID004

NMSTID005

ADMIN001 (A&A)

ADMIN002 (AWACS)

ADMIN003 (BUDGET)

ADMIN004 (OPS)

ADMIN005 (NMS)

Attempt to log onto the Unix operating system on the NMS DEBUG server using these users IDs (and their corresponding NMS passwords).



Expected Results:

All logon attempts to the Unix operating system using NMS/Oracle user IDs and passwords must fail.



Actual Results: 
TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date:

Test Engineer: 



C&A Test Procedure:  10

Test Case #:  5.2-12
Test Case Name: Standardized Logon Banners

Test Purpose and Objective: : 

To verify that standard logon banners are currently implemented NMS, requiring the user to consent and adhere to specific security behavior while logged on to NMS.  



Special Testing Requirements:

Logon  to the NMS DEBUG environment as an authorized user.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:
Logon onto the Banyon network with an authorized Banyon user ID and password.

Select the NMS icon from the Windows desktop.

Logon to NMS as an authorized user.

Document the presence and content of the Network (Banyan) logon banner and of the NMS logon banner.



Expected Results:

There must be a network logon banner and a NMS application logon banner.  Each banner should provide specific information on the responsibilities and rules of behavior for handling SBU data as well as guidance on security procedures.



Actual Results:  

TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date: 

Test Engineer: 


NMS C&A Test Procedure:  11
Test Case #: 5.4-1, 

                           5.4-3,

                           5.4-5
Test Case Name: User Action Traceability,

                                     Audit Trail Accountability,

                                     Audit Trail Detail

Test Purpose and Objective:
To verify that audit trails identify each significant action performed in the database and that these actions are linked to a specific user. 



Special Testing Requirements:

Complete a DBA Service Request Form to schedule the DBA submission of SQL scripts from NMS DEBUG Oracle data dictionary views and to obtain copy of the Oracle Listener file.  

NMS DEBUG environment must be identical to NMS production environment for all Oracle and Unix system level parameters.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:

1) From the NMS DEBUG Oracle instance, request DBA determine the values of the AUDIT_TRAIL initialization parameters in the database's parameter file, indicating if audit records are written (True/False) and where the audit records are written (database table or operating  system files).

Request DBA run the following SQL scripts:

2) Select * from sys.dba_stmt_auditopts; this will return all active audit options for at the SQL statement level.  Any SQL statement for which the audit option is activated will show up in this report.  Note whether these options are set by session (one record per connection to instance) or by access (one record per execution of audited SQL statement).

3) Select * from sys.dba_priv_audit_opts; this will return all active audit options at the privilege level.  The user initiated action on a privilege for which the audit option is activated will show up in this report.  Note whether these options are set by session (one record per connection to instance) or by access (one record per execution of audited SQL statement).

4) Select * from sys.dba_obj_audit_opts; this will return all active audit options at the object level. Any change to an object for which the audit option is activated will show up in this report.  Note whether these options are set by session (one record per connection to instance) or by access (one record per execution of audited SQL statement).

5) Select * from all_def-audit_opts; this will return all default audit options.

6) Select * from DBA_AUDIT_SESSION; this will return audit records generated in SYS.AUD$ by the session parameters. This should contain information on each user’s logon/logoff session, specifically user ID, timestamp, and logoff time. 

7) Select * from DBA_AUDIT_STATEMENT; this returns audit records generated in SYS.AUD$ by the statement parameters.  This will contain information on each user’s object and system level privilege action by either a GRANT or REVOKE, whether they have the ADMIN option, the grantee and grantor. 

8) Select * from DBA_AUDIT_OBJECT; this will return audit records generated in SYS.AUD$ by the object parameters.  This will contain audit information on actions taken upon each user’s object as well as actions taken upon the system level objects.

9) Obtain a copy of the Oracle Listener file from the NMS production instance. Inspect results for logons, timestamps, and user ID.

Expected Results:

Oracle audit trails should be activated, with historical records maintained and accessible. Individual transactions should be traceable to specific user IDs and time stamped.

1) The Oracle parameters should be set to take advantage of the Oracle audit capability with the database parameters should be set to (TRUE,DB).

2) There are over 20 different SQL statements that can be audited. At a minimum we would expect to see audit parameters set for the following SQL statements:

CREATE ROLE, ALTER ROLE, DELETE ROLE  - this would capture when a role administrator initiates a change to the NMS  functional role, e.g., change User NMSTID001 from  A&A Requestor to

A&A Program Manager. 

CREATE USER, ALTER USER, DROP USER – this would capture when a DBA or Business Administrator initiates a change to a NMS username or create/drops a username. 

SESSION - this would capture when a user connects and/or disconnects to the database.

CREATE DATABASE LINK, DROP DATABASE LINK - this would capture when a remote database session is set up for RAS users.

3) There are over 20 different system privileges that can be audited. At a minimum we would expect to see audit parameters set for the following system privileges:

AUDIT ANY - this would capture who has the privilege to set the audit table parameters. 

BECOME USER - this would capture who has the privilege to become any user within NMS.

GRANT ANY ROLE  - this would capture who has the privilege to grant any role or privilege.

The query returns all system privilege grants made to roles and users:

GRANTEE                    PRIVILEGE                                   ADM

DBA                              AUDIT ANY                                   YES

DBA                              BECOME ANY USER                    YES

DBA                              GRANT ANY ROLE                       YES

4) There are over 12 different object  types  that can be audited.  At a minimum we would expect to see audit parameters set for the following object types:

INSERT, DELETE,CREATE for rows in the NMS_SECURITY_TABLE by access.

INSERT, DELETE,CREATE for rows in the AWACS_GL_TABLE by access.

ALTER,  AUDIT for the two  tables above by session.

The query should return the following fields: 

OWNER       OBJECT_NAME                   OBJECT_TY    ALT AUD CRE DEL GRA IND INS LOC  

ADMIN001  NMS_SECURITY_TABLE   TABLE              S/S  S/S    A/A  A/A- /- /- A/A- -/- ...

ADMIN002  NMS_SECURITY_TABLE   TABLE              S/S  S/S    A/A  A/A- /- /- A/A- -/- ...

ADMIN003  NMS_SECURITY_TABLE   TABLE              S/S  S/S    A/A  A/A- /- /- A/A- -/- ADMIN004  NMS_SECURITY_TABLE   TABLE              S/S  S/S    A/A  A/A- /- /- A/A- -/- ADMIN005  NMS_SECURITY_TABLE   TABLE              S/S  S/S    A/A  A/A- /- /- A/A- -/- ...

ADMIN001  AWACS_GL_TABLE                                      S/S  S/S    A/A  A/A- /- /- A/A- -/- ADMIN002  AWACS_GL_ TABLE                                     S/S  S/S    A/A  A/A- /- /- A/A- -/- ...

ADMIN003  AWACS_GL_TABLE                                      S/S  S/S    A/A  A/A- /- /- A/A- -/- ADMIN004  AWACS_GL_TABLE                                      S/S  S/S    A/A  A/A- /- /- A/A- -/- ...

ADMIN005  AWACS_GL_TABLE                                      S/S  S/S    A/A  A/A- /- /- A/A- -/-

DBA             AWACS_GL_TABLE                                      S/S  S/S    A/A  A/A- /- /- A/A- -/- ...

5) There are over 25 default audit options available.  Depending on the more specific statement, session, and object audit options, there may be minimal default audit options enabled.  The default options are in fact very similar to the Object audit options and may be considered redundant if the object audit options are heavily used.

OWNER      OBJECT_NAME OBJECT_TY                     ALT AUD CRE DEL GRA IND INS LOC 

ADMIN001 NMS_SECURITY_TABLE   TABLE           S/S    S/S    A/A   A/A- /- /- A/A- -/- ...

6)  There are numerous fields possible for this particular view but at a minimum we would expect to see the user name, time stamp (logon time), logoff time for a period of at least six months.  This provides a list of every authorized NMS users access over this time period. 

USERNAME   TIME_STAMP               LOGOFF_TIME 

NMSTID001    25-APR-00 12:43 PM    25-APR-00 1:09PM

7) There are numerous fields possible for the Audit Statement view but at a minimum we would expect to see user name, action type, object upon which action is taken, and time stamp.

USERNAME   ACTION TYPE     OBJECT                                     TIMESTAMP

NMSTID001    INSERT                 NMS_SECURITY_TABLE       25-APR-00

8) There are numerous fields possible for the Audit Object view but at a minimum we would expect to see user name, action type, object upon which action is taken, and time stamp. 

USERNAME   ACTION TYPE     OBJECT                                     TIMESTAMP

NMSTID001    INSERT                 NMS_SECURITY_TABLE       25-APR-00

9) Contents of Listener file are network TCP/IP address, computer name, time stamp, and calling process.

Actual Results:  TBD



Test Results – Passed?

Yes
No
Partial
Notes: 






Test Date: 

Test Engineer: 



NMS C&A Test Procedure: 12
Test Case #:  5.4-4
Test Case Name:  Auditing Logons and Privileges

Test Purpose and Objective: : 

To verify that audit information exists that captures changes to a user’s access privileges, including all application users, Database Administrators, and Role Administrators.

Verify that audit information exists for each and every logon to the NMS database, whether it originates from the NMS application, Impromptu, Telnet, RAS, or a host logon.



Special Testing Requirements:

Complete a DBA Service Request Form to schedule the DBA submission of SQL scripts from NMS DEBUG Oracle data dictionary views.

NMS DEBUG environment must be identical to NMS production environment for all Oracle and Unix system level parameters.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:
Use the data dictionary views generated by the script to CATAUDIT.SQL to examine the content of audit records.

1) Request DBA run the following SQL script: SELECT * FROM sys.dba_audit_session;.  This will return audit records generated in SYS.AUD$ by the session parameters.  They should contain information on each user logon/logoff session, user ID, timestamp, and logoff time. 

2) Request DBA run the following SQL Script: Select * from DBA_AUDIT_STATEMENT.  This will return audit records generated in SYS.AUD$ by the statement parameters.  This should contain all information on each user’s object and system level privilege action by either a GRANT or REVOKE, whether they have the ADMIN option, and it should identify the grantee and grantor. 

3) Request DBA run the following SQL script: Select * from DBA_DB_LINKS.  This will return 

the owner  of the database link, the name of the database link, name of the user, the SQL*NET string for connect to instance, and the creation time of the database link. 



Expected Results: 

The results from the SQL scripts should demonstrate whether audit trails exist for all logon attempts.

This audit trail must identify all changes to user ID privileges.

1) The SQL should return the following results:

 USERNAME    TIME_STAMP      OS_USERNAME    USERHOST     LOGOFF_TIME

  NMSTID001    25-APRIL-00          N/A                          computer name   12:32PM

  NMSTID002    26-APRIL-00

 (For all NMS Users who have logged  on since October 1999.)

2) USERNAME TIMESTAMP OBJ_NAME ACTION_NAME SYS_PRIVILEGE ADMIN_OPTION

      NMSTID001  26-APRIL-00  

(For all NMS Users who have had role changes.)

3) OWNER      DB_LINK     USERNAME         HOST            SQL*Net                 CREATED  

     SYSTEM     RAS               NMSTID001         PC NAME     Connection String   05-APRIL-00

(For all remote NMS users.)



Actual Results: 
TBD



Test Results – Passed?

Yes
No
Partial
Notes: 






Test Date: 

Test Engineer: 


NMS C&A Test Procedure: 13
Test Case #:  5.4-6,  

                             5.4-7
Test Case Name: Audit Log Access,
                                     Audit Confidentiality

Test Purpose and Objective:  

To verify that access to Oracle audit data is restricted to DBAs. Also verify that the content of Oracle audit files is not confidential.



Special Testing Requirements:

Complete a DBA Service Request Form to schedule the DBA submission of  SQL scripts from NMS DEBUG Oracle data dictionary views and to obtain a copy of the Oracle Listener file.

NMS DEBUG environment must be identical to NMS production environment for all Oracle and Unix system level parameters.



Test Methods: 
 X Demonstration
    Inspection


     Analysis

Test Procedure:  

1) For any Oracle audit files identified in Procedure 11 (including the Oracle Listener file), verify that the only Oracle user IDs having access privileges belong to NMS DBAs.

      a)   Determine who has access to the SYS.AUD$ table and what their privileges are by running the script:

       "Select * from DBA_TAB_PRIVS where table_name = SYS.AUD$."  This indicates who has access to the table by returning the Grantor, Grantee, Owner of the table, and the privileges of the Grantee on the table.  SYS.AUD$ is the table where all Oracle audit records are written.

      b) Determine who has access to the Oracle Listener file and what their privileges are by running the following Unix command: #ls  -la $ORACLE_HOME.  This should return who has ownership of the Oracle file system and what their permissions are.  Identify the file name for the Oracle Listener file and the specific permissions associated with it. 

2) Inspect the contents of all audit files to verify that they do not contain sensitive information (See Section 2 of the NMS Security Plan for a classification of different kinds of sensitive information). 

Expected Results:
Access to NMS audit data must be restricted to DBAs and must not contain sensitive information.

1) a) There should be NO NMS users or Role administrators returned by this SQL query.  Only NMS DBA usernames with the admin option = ON should be in the query results.

     b) There should be only one Unix user ID that has read and write access to this file. Only the lead DBA with an OPS$ prefix to the user ID should have access to this file. 

2) The audit files do not contain confidential information on the users of the NMS system. 

Actual Results:  TBD



Test Results – Passed?

Yes
No
Partial
Notes:

X




Test Date: 

Test Engineer:  


NMS C&A Test Procedure: 14

Test Case #:  5.4-10,

                         5.4-12
Test Case Name : Audit Trail Deletion,
                                      Audit Trail Retention

Test Purpose and Objective: : 

To verify that only Oracle DBAs have the privileges to delete NMS audit trail information and that audit trails are retained indefinitely.



Special Testing Requirements:

Complete a DBA Service Request Form to schedule the DBA submission of  SQL scripts from NMS DEBUG Oracle data dictionary views and  to obtain a copy of the Oracle Listener file.

NMS DEBUG environment must be identical to NMS production environment for all Oracle and Unix system level parameters.



Test Methods: 
 X Demonstration
 X  Inspection


     Analysis

Test Procedure:
1) For any Oracle audit files identified in Procedure 11 (including the Oracle Listener file), verify that the only Oracle user IDs having delete privileges belong to NMS DBAs.

      a)   Request DBA determine who has access to the SYS.AUD$ table and what their privileges are by running the script:

       "Select * from DBA_TAB_PRIVS where table_name = SYS.AUD$."  This indicates who has access to the table by returning the Grantor, Grantee, Owner of the table, and the privileges of the Grantee on the table. SYS.AUD$ is the table where all Oracle audit records are written.

Identify which Oracle users IDs have delete privileges.  

     b) Request DBA determine who has access to the Oracle Listener file and what their privileges are by running the following Unix command: #ls  -la $ORACLE_HOME. This should return who has ownership of the Oracle file system and what their permissions are. Identify the file name for the Oracle Listener file and who has the delete permission associated with it. 

2) Interview DBAs and ascertain how long audit files are retained. Inspect the contents of audit files to verify that timestamps go back in time to the beginning of NMS.



Expected Results:

Only DBAs may have delete privileges to NMS audit files.

1) a) There should be no NMS users returned in this SQL query.  Only NMS DBA usernames with the admin option = ON should be in the query.

1) b)  There should be only one Unix user ID  that has delete capability for this file.  Only the lead DBA with an OPS$ prefix to the user ID should have delete capability for this file. 

2) A record of Audit files should be archived and retained indefinitely.  



Actual Results: 

TBD



Test Results – Passed?

Yes
No
Partial
Notes:






Test Date: 

Test Engineer: 
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5. TEST REPORTING REQUIREMENTS

· The substantive results of NMS C&A Testing will be provided as part of the C&A Approval Package in the form of Security Test Report.  This report will include results of any follow-up research conducted on Test Cases as a result of the meetings with NMS management and technical staff and completed NMS C&A Procedure templates, with the following fields in Figure 7 filled in.

Actual Results:


Test Results – Passed?

Yes
No
Partial
Notes:






Test Date:

Test Engineer:

Figure 7:  Test Procedure Results
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ABBREVIATIONS & ACRONYMS

A&A

Acquisition and Assistance

ADS

Automated Directives System

AWACS
Agency Worldwide Accounting and Control System

C&A

Certification and Accreditation 

CFO

Chief Financial Officer

CSC

Computer Science Corporation

DBA

Database Administrator

FIPS

Federal Information Processing Standards

FISCAM
Federal Information Systems Controls Audit Manual

GAO

General Accounting Office

GSS

General Support System

ID

Identifier

IEEE

Institute of Electrical and Electronics Engineers

IRM

Information Resources Management

ISSO

Information Systems Security Officer

IV&V

Independent Verification and Validation

M/IRM

Management / Information Resources Management

NCSC

National Computer Security Center

NIST

National Institute for Standards and Technology

NMS

New Management System

OIG

Office of the Inspector General

OMB

Office of Management and Budget

PC

Personal Computer

PR

Problem Report

PRIME

Principal Resource for Information Management – Enterprise-wide

QA

Quality Assurance

RA

Remote Application Server

SQL

Structured Query Language

TAC

Task Assignment Control

TBD

To Be Determined

TCP/IP

Transmission Control Protocol / Internet Protocol

USAID

United States Agency for International Development

V&V

Verification and Validation
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Management Controls

ID
Description of Requirement
Authority
Significance

3.1-1
Conduct a Risk Assessment to ensure that adequate security is provided.
OMB A-130, Appendix III;

NIST 800-12, I 4;

NIST 800-12, II 7;

NIST 800-14, 3.3;

NIST 800-18, 4.1;

FISCAM SP-1;

ADS 545.3.7.e
High

3.1-2
Update the Risk Assessment every three years or when major system changes are made.
FISCAM SP-1;

NIST 800-18, 4.1
Moderate

3.2.-1
Conduct an independent security review every three years. 
OMB Circular A-130, Appendix III, A.3.b(3);

NIST 800-12, I 4;

NIST 800-18, 4.2
High

3.2.-2
Conduct an internal assessment of security controls every year. 
NIST 800-12, I 2.7;

NIST 800-18, 4.2;

ADS 545.3.12.e;

ADS 545.5.3c.14;

ADS 545.5.1b
Moderate

3.3-1
Establish Rules of Behavior for all persons having system access.
Privacy Act of 1974, (e)(9);

OMB A-130, 

Appendix III B;

OMB A-130, Appendix III,   

B.b (2)(a);

NIST 800-18, 4.3
High

3.4-1
Ensure that security controls are included in NMS throughout the system life cycle
FISCAM CC-1.1;

NIST 800-18;

ADS 545.3.7.e
High

3.5-1
Conduct a sensitivity assessment
NIST 800-12, II 8.4.1;

NIST 800-14, 3.4.2;

NIST 800-18, 4.4.1;

FISCAM SC-1;

ADS 545.3.7.e
High

3.6-1
Incorporate security requirements into system design.
NIST 800-12, II 8.4.2.1;

NIST 800-14, 3.4.3;

NIST 800-18, 4.4.2;

ADS 545.3.7.a
High

3.6-2
Include security requirements in solicitation documents (e.g., requests for proposals). 
NIST 800-18, 4.4.2
High

3.6-3
For commercial off-the-shelf components, identify security requirements and include them in acquisition specifications.
NIST 800-18, 4.4.2
High

3.7-1
Ensure that security expertise is available to assist with the implementation of releases.
ADS 545.3.8.a,b
Moderate

3.7-2
Ensure that system security features are enabled.
NIST 800-18, 4.4.3
High

3.7-3
Conduct design reviews.
FISCAM SS-3.2;

NIST 800-18, 4.4.3
High

3.7-4
Conduct system testing.
FISCAM CC-2.1;

NIST 800-18, 4.4.3
High

3.7-5
Perform additional acceptance testing of any new controls added.
FISCAM CC-2.1;

NIST 800-18, 4.4.3
High

3.7-6
Ensure that results of system testing and design reviews are documented.
FISCAM SS-3.2;

NIST 800-18, 4.4.3
Moderate

3.8-1
Ensure adequate security operations and administration.
NIST 800-12, II 8.4.4;

NIST 800-14, 3.4.5;

NIST 800-18, 4.4.4;

ADS 545.3.8.a
High

3.8-2
Ensure adequate operational assurance.
NIST 800-18, 4.4.4
High

3.8-3
Ensure adequate audits and monitoring.
FISCAM AC-4.1;

NIST 800-18, 4.4.4
High

3.9-1
Ensure the accessibility of archived data for future use.
NIST 800-18, 4.4.5
High

3.9-2
Ensure that legal data retention requirements are not violated by disposal of data and records.
NIST 800-18, 4.4.5
High

3.9-3
Ensure that there are adequate measures in place to protect sensitive data on media that is targeted for disposal. 
FISCAM AC-3.4;

NIST 800-18, 4.4.5;

ADS 545.5.3c
High

3.10-1
Complete a technical and security evaluation of the system.
FISCAM SP-5.1;

NIST 800-18, 4.5
High

3.10-2
Conduct a system risk assessment.
FISCAM SP-1;

NIST 800-18, 4.5
High

3.10-3
Establish Rules of Behavior and obtain user signatures.
NIST 800-18, 4.5
High

3.10-4
Develop and test contingency plans.
FISCAM SC-3;

NIST 800-18, 4.5
High

3.10-5
Develop, review, and update the system security plan.
FISCAM SP-2;

NIST 800-18, 4.5
High

3.10-6
Ensure that NMS meets all federal laws, regulations, policies, guidelines, and standards.
NIST 800-18, 4.5
High

3.10-7
Evaluate in-place security safeguards.
FISCAM SP-5.1;

NIST 800-18, 4.5
High

3.10-8
Obtain authorization to process.
FISCAM SS-3.1;

NIST 800-18, 4.5;
High

3.10-9
Re-authorize processing every three years or periodically as system changes require.
FISCAM SS-3.1;

NIST 800-18, 4.5
Moderate

Operational Controls

ID
Description of Requirement
Authority
Significance

4.1-1
Review all positions for requisite levels of sensitivity.
ADS 545.5.3a.1)a;

FISCAM SD-1.2;

NIST 800-18, 5.MA.1
High

4.1-2


Conduct appropriate background screening.
FISCAM SP-4.1;

NIST 800-18, 5.MA.1
High

4.1-3
Do not grant system access until personnel are screened.
NIST 800-18, 5.MA.1
High

4.1-4
Restrict user access on basis of least privilege.
FISCAM SD-2.1;

NIST 800-18, 5.MA.1
Moderate

4.1-5
Separate duties among personnel performing key application tasks.
FISCAM SD-1.1;

NIST 800-18, 5.MA.1
High

4.1-6
Establish, document, and enforce process for opening and closing user accounts.
FISCAM AC-2.1;

NIST 800-18, 5.MA.1
Moderate

4.1-7
Link personnel actions to processes for issuing and closing accounts.
FISCAM SP-4.1;

NIST 800-18, 5.MA.1
High

4.1-8
Ensure user accountability for information accessed.
NIST 800-18, 5.MA.1
High

4.2-1
Restrict personnel access to critical system components. 
ADS 545.5.3a.4);

ADS 545.5.3c.12)a;

FISCAM AC-2.2, AC-3.1;

NIST 800-18, 5.MA.2
High



4.2-2


Provide sufficient system protection from fire.
FISCAM SC-2.2;

NIST 800-18, 5.MA.2
Moderate

4.2-3
Provide sufficient system protection from utility failure.
FISCAM SC-2.2;

NIST 800-18, 5.MA.2
Moderate

4.2-4


Provide sufficient system protection from structural collapse.
NIST 800-18, 5.MA.2
Low

4.2-5
Provide sufficient system protection from plumbing leaks.
FISCAM SC-2.2;

NIST 800-18, 5.MA.2
Moderate

4.3-1
Ensure existence of security incident response capability.
NIST 800-18, 5.MA.3
High



4.3-2


Restrict access to hardcopy and softcopy output.
ADS 545.5.3c;

NIST 800-18, 5.MA.3
High

4.3-3
Establish audit trails for the receipt of sensitive inputs and outputs.
NIST 800-18, 5.MA.3
Moderate

4.3-4


Establish procedures for the transport and mailing of media or printed output.
ADS 545.5.3b.2)d;

ADS 545.5.3c.7)b;

NIST 800-18, 5.MA.3
Moderate

4.3-5
Label system output with appropriate indication of sensitivity.
ADS 545.5.3c.5;

FISCAM CC-3.1;

NIST 800-18, 5.MA.3
High

4.3-6
Establish audit trails for management of media inventories.
ADS 547.5.10;

NIST 800-18, 5.MA.3
Moderate

4.3-7
Provide media storage vaults or other means of storing sensitive system output.
ADS 545.5.3c.4)d;

FISCAM AC-3.1A;

NIST 800-18, 5.MA.3
High

4.3-8
Provide procedures for sanitizing electronic media for reuse.
ADS 545.5.3c.10)b;

FISCAM AC-3.4;

NIST 800-18, 5.MA.3
Moderate

4.3-9
Control the storage, handling, and destruction of media and output identified for disposal.
ADS 545.5.3c.10);

ADS 545.5.3c.12)a;

NIST 800-18, 5.MA.3
Moderate

4.4-1
Put contingency plans in place to permit continuity of mission critical functions.
OMB A-130, App III, B.b.2)a; NIST 800-18, 5.MA.4
High



4.4-2
Ensure contingency plan awareness and training.


FISCAM SC-3.1;

NIST 800-18, 5.MA.4
Moderate

4.4-3


Test contingency plans.
OMB A-130, App III, B.b.2)a;  

ADS 531.3.10a-d, 545.5.3c.16)h;

FISCAM SC-3.1,4.1;

NIST 800-18, 5.MA.4
High

4.4-4
Ensure system backups are taken frequently and are maintained for sufficient generations.
NIST 800-18, 5.MA.4
High

4.4-5
Ensure system backups are backing up appropriate system data.
NIST 800-18, 5.MA.4
High

4.4-6
Ensure security of facility used to store backups.


ADS 545.5.3c;

FISCAM SC-2.1

NIST 800-18, 5.MA.4
High

4.5-1
Document all software changes.
ADS 547.5.9c;

FISCAM CC-3.3;

NIST 800-18, 5.MA.5
High

4.5-2
Ensure adequate change control processes are in place.
FISCAM CC-1.1;

NIST 800-18, 5.MA.5
High

4.5-3
Scrutinize policy for emergency software fixes.


NIST 800-18, 5.MA.5
Moderate

4.5-4
Conduct system testing with fictitious data.


NIST 800-18, 5.MA.5
Moderate

4.5-5
Identify ownership and corresponding intellectual property rights of software.
NIST 800-18, 5.MA.5
Moderate

4.5-6
Ensure organizational policies are in place against illegal use of copyrighted software.
ADS 550.5.1a;

FISCAM CC-1.3;

NIST 800-18, 5.MA.5
Moderate

4.5-7
Conduct periodic audits of user computers to ensure compliance with copyright policy.
ADS 543.5.1c;

NIST 800-18, 5.MA.5
Moderate

4.6-1
Install and run software for continuous detection and elimination of viruses.
ADS 550.5.1b;

ADS 545.5.3;

FISCAM SP-3.4;

NIST 800-18, 5.MA.6
High

4.6-2
Run system reconciliation routines.
NIST 800-18, 5.MA.6
Moderate

4.6-3
Use password crackers/checkers.
NIST 800-18, 5.MA.6
Moderate

4.6-4
Install intrusion detection tools.
ADS 545.5.3b;

ADS 545.5.3c.6)b;
FISCAM AC-4.1;

NIST 800-18, 5.MA.6
Moderate

4.6-5
Establish procedures for responding to intrusions.
ADS 545.3.11.b;

ADS 545.5.3c.9);

FISCAM AC-4.3;

NIST 800-18, 5.MA.6
High

4.6-6
Use system performance monitoring to identify availability problems.
NIST 800-18, 5.MA.6
Moderate

4.7-1
Provide adequate system documentation.


NIST 800-18, 5.MA.7
High

4.8-1
Ensure existence of an effective security awareness program.
ADS 545.3.7.f;

ADS 545.5.3c.15);

NIST 800-18, 5.MA.8
High

4.8-2
Conduct sufficient application-specific training of employees and contractors.
OMB A-130, App. III, A.3.b.2)b);  OMB A-130, App. III, B.b.2)a);

FISCAM SD-4.2;

NIST 800-18, 5.MA.8
Moderate

4.8-3
Conduct sufficient general support system training of employees and contractors.
NIST 800-18, 5.MA.8
Moderate

4.8-4
Ensure training is continually monitored.
FISCAM SD-3.2;

NIST 800-18, 5.MA.8
Moderate

Technical Controls

ID
Description of Requirement
Authority
Significance

5-1
USAID offices, bureaus and missions must implement technical controls to provide adequate protection for Agency personnel, information, and system resources.
ADS 545.5.3b;

OMB A-130, Appendix III, B.3.b (2)(e);

GSA IT Security Policy Manual, 2.8
High

5-2
Application security plans shall address Public Access controls.
OMB A-130, Appendix III, A.3.b (2)(g);

NIST 800-18, 6.MA.3
Low

5-3
Technical control measures, whether in place or planned, must be consistent with operational considerations and management of security within the organization.
NIST 800-18, 6.MA


Moderate

5.1-1
Provide identification and authentication to (1) prevent unauthorized people or unauthorized processes from entering an IT system, (2) differentiate among users, (3) establish user accountability, and (4) adjudicate access rights.
ADS 545.5.3b 3);

ADS E545.5.3b 3);

ADS 545.5.3b 5) c;

NIST 800-18, 6.MA.1;

NIST 800-14, 3.11;

NIST 800-12, IV 16;

GSA IT Security Policy Manual, 2.8
High

5.1.1-1
User IDs (3 character minimum) must uniquely identify users in order to correlate actions back to individuals or processes.
ADS 545.5.3b 5) a; 

NIST 800-18, 6.MA.1.1;

NIST 800-14, 3.11.1;

GSA IT Security Policy Manual, 2.8(a)
High

5.1.1-2
User IDs should be issued only to authorized users and should be reviewed to keep them current.
NIST 800-18, 6.MA.1.1;

NIST 800-14, 3.11.1
High

5.1.1-3
Inactive user IDs should be disabled after 90 days and purged after 180 days.
NIST 800-18, 6.MA.1.1;

NIST 800-14, 3.11.1


Moderate

5.1.1-4
The database should provide a mechanism that can limit the number of multiple concurrent logon sessions for the same user ID.
Best Practice - Draft USAID NMS Application Security Standards
Moderate

5.1.1-5
User accounts for departing employees should promptly disabled.
ADS 545.5.3a 4) a;

ADS 545.5.3b 5) g;

NIST 800-18, 6.MA.1.1;

NIST 800-12, III 10.2.1;

FISCAM AC-3.2A
High

5.1.1-6
DBA and Superuser privileges should be granted only to personnel whose duties include database and system administration.
GSA IT Security Policy Manual, 2.8
Moderate

5.1.2-1
Authentication should be maintained by logging a user out or locking the user’s display or session after a fixed period of inactivity.
ADS 545.5.3b 4)b;

FISCAM AC-2.2;

FISCAM AC-3.2;

NIST 800-18, 6.MA.2;

NIST 800-12, IV 16.4.2
Moderate

5.1.2-2
The allowable character set for passwords is recommended to be alpha, numeric, and special characters.
ADS 545.5.3b 5) b;

NIST 800-18, 6.MA.1.2;

NIST 800-12, IV 16.1.1
Moderate

5.1.2-3
The recommended minimum number of characters for a password is six to eight characters.  


ADS 545.5.3b 5) b;

FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.3;

NIST 800-12, IV 16.1.1;

GSA IT Security Policy Manual, 2.10
Moderate

5.1.2-4
Use of names or words in passwords must be prohibited.
ADS 545.5.3b 5) b;

NIST 800-18, 6.MA.1.2;

FISCAM AC-3.2 A
Moderate

5.1.2-5
Passwords shall be valid for a period of not more than 90 days.  
ADS 545.5.3b 5) d;

E545.5.3b 5) d, g;

FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.3;
GSA IT Security Policy Manual, 2.10
Moderate

5.1.2-6
Passwords must not be reused for six generations.
FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2
Moderate

5.1.2-7
The login process must provide a mechanism allowing users to change their own password which requires users to re-authenticate as part of the change process.
ADS 545.5.3b 5) b;

NIST 800-18, 6.MA.1.2;

NIST 800-12, IV 16.1.1
Moderate

5.1.2-8
Procedures should be defined for handling XE "handling"  lost passwords
NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.2;

NIST 800-12, IV 16.4
Moderate

5.1.2-9
Procedures should be defined for handling XE "handling"  password XE "password"  compromise.


ADS 545.5.3b 5) h;

ADS E545.5.3c 14);

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.2;

NIST 800-12, IV 16.4
High

5.1.2-10


Procedures should exist for limiting access scripts with embedded passwords. 
NIST 800-18, 6.MA.1.2;

GSA IT Security Policy Manual, 2.8(d)
Moderate

5.1.2-11
Policies should address the bypassing of user authentication requirements and single-sign-on technologies. 
NIST 800-18, 6.MA.1.2;

NIST 800-18, 6.MA.2;

NIST 800-14, 3.11.2;

NIST 800-14, 3.12.2;

NIST 800-12, IV 16.4.3;

NIST 800-12, IV 17.3.2
Moderate

5.1.2-12
The sharing of a single password among several users must be prohibited.


ADS 545.5.3b 5) e;

FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

GSA IT Security Policy Manual, 2.10
High

5.1.2-13
Limit unsuccessful logons to three attempts.
ADS 545.5.3b 4) c;


OMB A-130, App. III, B.b(2)(e) ;

FISCAM AC-3.2A;

NIST 800-14, 3.11.2
High

5.1.2-14
Record multiple logon failures.


ADS 545.5.3b 5) b
High

5.1.2-15
Specify actions taken for multiple logon failures.
NIST 800-18, 6MA1.2


Moderate

5.1.2-16
The creation, use, and deletion of user IDs and passwords must be managed to prevent unauthorized access to the system.
ADS 545.5.3b 5) g;

ADS E545.5.3b 5) g;

NIST 800-12, IV 16.1.1;

GSA IT Security Policy Manual, 2.10
High

5.1.2-17
All authentication data must be transmitted securely from point-of-entry to the authenticating system to ensure the integrity and confidentiality of the authentication data.  
NIST 800-14, 3.11.2;

NIST 800-18, 6.MA.1.2
Moderate

5.1.2-18
All user IDs with default passwords must have their passwords changed prior to production deployment.
ADS E545.5.3b 5) g;

FISCAM AC-3.2 A;

FISCAM SS-3.4;

FISCAM SS-1.2;

NIST 800-18, 6.MA.1.2
High

5.1.2-19
Passwords must not be displayed on monitors or on hard copy documents. 


ADS E545.5.3b 3);

FISCAM AC-3.2 A
High

5.1.2-20
Authentication data (e.g., passwords) must be securely stored.
FISCAM AC-3.2 A;

NIST 800-18, 6.MA.1.2;

NIST 800-14, 3.11.2;

NIST 800-12, IV 16.1.1, 16.4
High

5.1.2-21
The use of constrained user interfaces should be investigated.


NIST 800-12, IV 17.3.1.4
Low

5.2-1
Ensure policies follow the concept of least privilege.
ADS 545.5.3b 2) e;

ADS E545.5.3b 3);

ADS 545.5.3c 2) a;

FISCAM AC-3.2;

FISCAM SS-1.1;

NIST 800-18, 6.MA.2;

NIST 800-12, IV 17.1;

NIST 800-14, 3.12.2 
High

5.2-2
Ensure policies follow separation of duties.


ADS 545.5.3a 3);

ADS 545.5.3b 2) e;

FISCAM SD-1.1;

NIST 800-18, 6.MA.2
High

5.2-3
Establish and maintain access control lists.
ADS 545.5.3b 2) e;

ADS 545.5.3b 3); 

FISCAM AC-2.1;

FISCAM SS-1.1;

NIST 800-18, 6.MA.2
High

5.2-4
Establish procedures for restricting access rights of other application users and administrators.
NIST 800-18, 6.MA.2
Moderate

5.2-5
Ensure users are restricted from accessing the operating system and other applications or resources not required by them.
FISCAM SS-1.2;

NIST 800-18, 6.MA.2
Moderate

5.2-6
Establish controls to detect unauthorized transaction attempts.
FISCAM SS-1.2;

NIST 800-18, 6.MA.2
High

5.2-7
Evaluate applicability of discretionary access controls.
NIST 800-18, 6.MA.2
High

5.2-8
Describe policy for restricting access during evenings or weekends.
NIST 800-18, 6.MA.2;

NIST 800-12, IV 17.1.4
Low

5.2-9
Evaluate applicability and utilization of encryption.
NIST 800-18, 6.MA.2;

NIST 800-12, IV 19;

FISCAM AC-3.3
High

5.2-10
Tie system access to personnel actions (e.g., termination, transfer, leave).
ADS 545.5.3c 2)f;

FISCAM SP-4.1;

FISCAM AC-2.1
High

5.2-11
Provide internal security labels.
NIST 800-18, 6.MA.2
High

5.2-12
Provide standardized log-on banners.
NIST 800-18, 6.MA.2;

NIST 800-14, 3.9
High

5.2-13
Evaluate applicability of host-based authentication.
NIST 800-18, 6.MA.2
Low

5.2-14
Control remote access.
FISCAM AC-2.1
Moderate

5.2-15
Ensure security measures are not circumvented for emergency access.
FISCAM AC-2.2
Moderate

5.3-1
Application security plans shall address public access controls.
OMB A-130, Appendix III, A.3.b (2)(g)
N/A

5.4-1
The system should be able to link actions to specific users based on their identities.
NIST 800-18, 6.MA.1.1;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.11.1
High

5.4-2
System managers must activate the audit trail capabilities provided by the security software installed on Agency systems.
ADS 545.5.3b 5) f;

E545.5.3b 3);

E545.5.3b 5) f;

FISCAM AC-4.1
High

5.4-3
Audit trails shall support accountability by providing a trace of user actions.


NIST 800-18, 6.MA.4;
NIST 800-14, 3.13;

NIST 800-12, IV 18.1;

FISCAM AC-4.1;

GSA IT Security Policy Manual, 2.8(c)
Moderate

5.4-4
Audit trails shall monitor all logons and changes to access privileges both during working and non-working hours.


ADS E545.5.3b 5) f;

ADS E545.5.3c 14) d;
FISCAM AC-4.2;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.13;

NIST 800-12, IV 18.1.3;

NIST 800-12, IV 18.2.2.3;

NIST 800-12, IV 18.2.2.1
High

5.4-5
The audit trail shall include sufficient detail to establish what events occurred; who (or what) caused them; type of event; when the event occurred; user ID associated with the event; and program or command initiating the event.
FISCAM AC-3.2 D ;

NIST 800-14, 3.13;

NIST 800-12, IV 18.1.2;

NIST 800-12, IV 18.2.2;

NIST 800-12, IV 18.3.3;

NIST 800-18, 6.MA.4
High

5.4-6
Access to online audit logs shall be strictly enforced.


ADS E545.5.3b 5) f;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.13.2;

NIST 800-12, IV 18.3.1
Moderate

5.4-7
Confidentiality shall be maintained for applicable audit information.


NIST 800-18, 6.MA.4;

NIST 800-14, 3.13.2;

NIST 800-12, IV 18.3.1
Low

5.4-8
The IT Specialist/System Manager or site ISSO must generate and review the audit trail of all distributed systems at least monthly.  
ADS 545.5.3c 14)d;

ADS E545.5.3c 14)d;

FISCAM SS-2.1;

NIST 800-18, 6.MA.4;

NIST 800-14, 3.13;

NIST 800-12, 3.10.2.2;

NIST 800-12, 4.18.3;

GSA IT Security Policy Manual, 2.8 (c)
High

5.4-9
The site ISSO must review with the Program Manager and IT Specialist/System Manager all security related anomalies discovered during audit trail reviews. 
ADS 545.5.3c 14) e;

ADS E545.5.3c 14) e;

FISCAM AC-4.2;

FISCAM SS-4.3;

NIST 800-18, 6.MA.4;
NIST 800-14, 3.13;

NIST 800-12, IV 18.1.4;

NIST 800-12, IV 18.3.2
High

5.4-10
Only the Security Administrator shall be authorized to delete or disable the audit trail and that event must itself be audited.
Best Practice - Draft USAID NMS Application Security Standards
Moderate

5.4-11
The data-store shall provide or utilize tools which allow the Security Administrator to monitor the activities of specific terminals, network addresses, or user-ids in real time.
Best Practice - Draft USAID NMS Application Security Standards
Moderate

5.4-12
Financial audit trails must be retained for a period of two years.  Other audit trails must be retained for a period of six months. 
ADS E545.5.3b 5) f
High
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Test Procedure = 481SE377

Easily Compromised User Accounts

5.1.1 Script Date and Version

April 06, 2000 
Version 1.6

5.1.2 Purpose

PR19990000377 – NMS user accounts in which its password remains identical to its user ID for more than one business day will be automatically disabled to prevent misuse.  Force users to change their passwords if the password has not been changed for 75 days.  Disable User Ids after 90 days if the password has not been changed.

5.1.3 Acceptance Criteria

a) Verify by demonstration that the system automatically disables any account in which its password is identical to its respective user ID, and is more than one business day old.

b) Verify by demonstration that the application software automatically requires a user to change his/her password if the password has not been changed for 75 days.

c) Verify by demonstration that the database automatically disables a user account if the password has not been changed for more than 90 days.

d) Verify by demonstration that the system generates reports on disabled accounts.

e) Verify by demonstration that the system advises a user to call the system administrator to enable his/her account if the account has been disabled.

5.1.4 Test Setup/Start

The user will have access to new valid user Ids and passwords as needed.  

The user will have access to the Wclient script

5.1.5 Special Procedural Requirements

The NMS database instance date will need to be aged, as indicated in the procedure steps, after the issuance of the valid User Ids and passwords. 

PC dates will also be reset to coincide with the NMS system dates.

5.1.6 Procedure Steps

Step
Window
User Action
Expected Response
Pass / Fail
Actual Response If Not Expected 



TEST PASSWORD ONE BUSINESS DAY OLD




1. 

Oracle DB group action: Set the NMS system date to a future date (except  Friday, Saturday, or Sunday) per tester’s request

Verify that the Oracle database server operating system clock is set 
System time set to the user’s requested future date.



2. 
PC
Reset tester’s PC date to coincide with the system date in previous step
PC date is set .



3. 

Download the NMS executable using the Wclient script.
NMS Update Status window appears and executables are downloaded.

NMS Update Finished message received after download completed.



4. 

Oracle DB group action:  Assign a new User ID  or  reset the tester’s User ID “%xxxx%” 
New User ID “%xxxx%” issued



5. 
Backend Oracle DB check
Verify that date field in the NMS table PASSWORD_AGING is updated to the date set in Step 1
Date field in PASSWORD_AGING updated



6. 

Oracle DB group action:  Run DB nightly script for disabling accounts
DB script runs successfully



7. 

Oracle DB group action: Advance the NMS system date by 1 day 

Verify that the Oracle database server operating system clock is advanced 1 day 
System date is reset.



8. 

Repeat Steps 2 -3




9. 
New Management System (Main)
Enter newly issued or reset User ID “%xxxx%”  from Step 4  in User ID field 
User ID displayed



10. 

Enter “%xxxx%” from Step 4  in Password field




11. 

Click logon button
Change Password window appears.



12. 
Change Password
Enter password from step 4. In Old Password field.

Enter a new password in New Password field and again in Verify field.

Click OK button.
NMS message box with “Your password has been changed.  Please log in using your new password.”



13. 
NMS Message Box
Click OK button
New Management Systems (Main) window displayed



14. 
New Management Systems (Main) 
Enter User ID from Step 4 and new password from step 12

Click Logon button.
Connecting to data base and other access messages appear temporarily at the bottom of the window.

Activates A&A, AWACS, Budget, OPS and NMS buttons.



15. 
New Management Systems (Main) 
Click Logout button
Deactivates A&A, AWACS, Budget, OPS and NMS buttons.





TEST PASSWORD MORE THAN ONE BUSINESS DAY OLD




16. 

Oracle DB group action: Set the NMS system date to a future date (except  Friday, Saturday, or Sunday) per tester’s request

Verify that the Oracle database server operating system clock is set 
System time set to the user’s requested future date.



17. 

Repeat Steps 2 - 3




18. 

DBA action:  Reset User ID and password
User ID and password are reset



19. 
Backend Oracle DB check
Verify that date field in the NMS table PASSWORD_AGING is updated to the date set in Step 16
Date field in PASSWORD_AGING updated



20. 

Oracle DB group action: Advance the NMS system date by 1 day 

Verify that the Oracle database server operating system clock is advanced 1 day 
System date is reset.



21. 

Repeat Steps 2 - 3




22. 

Oracle DB group action:  Run DB nightly script for disabling accounts
DB script runs successfully



23. 

Oracle DB group action: Advance the NMS system date by 1 more day. 

Verify that the Oracle database server operating system clock is advanced 1 more day 
System date is reset.



24. 

Repeat Steps 2 - 3




25. 
New Management System (Main)
Enter the User ID in Step 18  “xxxx” in User Id field
User ID displayed



26. 

Enter “xxxx” in Password field (from Step 18)




27. 

Click logon button
NMS error message will appear. “The login attempt has failed because you have entered an invalid USERID or PASSWORD.  Please contact NMS System Administrator to reset your password.”

User is unable to logon.

Acceptance Criteria a.





TEST PASSWORD ISSUED ON FRIDAY




28. 

Oracle DB group action:  Advance the NMS Oracle DB system date to a future Friday date.

Verify that the Oracle database server operating system date is advanced to a future Friday date before  the issuance of the new User ID.
System date is reset.



29. 

DBA Action:  Reset User ID and password




30. 
Backend Oracle DB check
Verify that date field in the NMS table PASSWORD_AGING is updated to the date set in Step 28
Date field in PASSWORD_AGING updated



31. 

Oracle DB group action:  Run DB nightly script for disabling accounts
DB script runs successfully



32. 

Oracle DB group action:  Advance the NMS Oracle DB system date to the Monday date following the date set in step 28.

Verify that the Oracle database server operating system date is advanced 3 days.
System date is reset to Monday.



33. 

Repeat Steps 2 - 3




34. 
New Management System (Main)
Enter newly issued or reset User ID “%xxxx%” in User ID field (from step 29)
User ID displayed



35. 

Enter “%xxxx%” in Password field (from step 29)




36. 

Click logon button
Change Password window appears.



37. 
Change Password
Enter password from step 29. In Old Password field.

Enter a new password in New Password field and again in Verify field.

Click OK button.
NMS message box with “Your password has been changed.  Please log in using your new password.”

Acceptance Criteria a.



38. 
NMS Message Box
Click OK button
New Management Systems (Main) window displayed



39. 
New Management Systems (Main) 
Enter User ID from Step 29 and new password from step 37.

Click Logon button.
Connecting to data base and other access messages appear temporarily at the bottom of the window.

Activates A&A, AWACS, Budget, OPS and NMS buttons.



40. 
New Management Systems (Main) 
Click Logout button
Deactivates A&A, AWACS, Budget, OPS and NMS buttons



41. 

Oracle DB group action:  Advance the NMS Oracle DB system date to a future Friday date.

Verify that the Oracle database server operating system date is advanced to a future Friday date before  the issuance of the new User ID.
System date is reset.



42. 

DBA Action:  Reset User ID and password




43. 
Backend Oracle DB check
Verify that date field in the NMS table PASSWORD_AGING is updated to the date set in Step 41
Date field in PASSWORD_AGING updated



44. 

Oracle DB group action:  Advance the NMS Oracle DB system date to the Monday date following the date set in step 41.

Verify that the Oracle database server operating system date is advanced 3 days.
System date is reset to Monday.



45. 

Repeat Steps 2 - 3




46. 

Oracle DB group action:  Run DB nightly script for disabling accounts
DB script runs successfully



47. 

Oracle DB group action: Advance the NMS system date by 1 more day. 

Verify that the Oracle database server operating system clock is advanced 1 more day 
System date is reset on Tuesday.



48. 

Repeat Steps 2 - 3




49. 
New Management System (Main)
Enter the User ID in Step 42  “xxxx” in User Id field
User ID displayed



50. 

Enter “xxxx” in Password field (from Step 42)




51. 

Click logon button
NMS error message will appear. “The login attempt has failed because you have entered an invalid USERID or PASSWORD.  Please contact NMS System Administrator to reset your password.”

User is unable to logon.

Acceptance Criteria a.





TESTING PASSWORD 74 DAYS OLD




52. 

DBA Action:  Reset User ID and password




53. 
Backend Oracle DB check
Verify that date field in the NMS table PASSWORD_AGING is updated to the  date set in Step 47
Date field in PASSWORD_AGING updated



54. 
New Management System (Main)
Enter newly issued or reset User ID “%xxxx%” in User ID field (from step 52)
User ID displayed



55. 

Enter “%xxxx%” in Password field (from step 52)




56. 

Click logon button
Change Password window appears.



57. 
Change Password
Enter password from step 52. In Old Password field.

Enter a new password in New Password field and again in Verify field.

Click OK button.
NMS message box with “Your password has been changed.  Please log in using your new password.”





58. 
NMS Message Box
Click OK button
New Management Systems (Main) window displayed



59. 
New Management Systems (Main) 
Enter User ID from Step 52 and new password from step 57

Click Logon button.
Connecting to data base and other access messages appear temporarily at the bottom of the window.

Activates A&A, AWACS, Budget, OPS and NMS buttons.



60. 
New Management Systems (Main) 
Click Logout button
Deactivates A&A, AWACS, Budget, OPS and NMS buttons



61. 

Oracle DB group action:  Advance the NMS system date by 73 days from the current system time.

Verify that the Oracle DB operating system clock is advanced by 73 days.
System date is reset.



62. 

Repeat Step 2 - 3




63. 

Oracle DB group action:  Run DB nightly script for disabling accounts
DB script runs successfully



64. 

Oracle DB group action:  Advance the NMS system date 1 more day from the current system time.

Verify that the Oracle DB operating system clock is advanced by 1 day.
System date is reset.



65. 

Repeat Step 2 - 3




66. 
New Management Systems (Main) 
Enter User ID from Step 52 and  password from step 57.

Click Logon button.
Connecting to data base and other access messages appear temporarily at the bottom of the window.

Activates A&A, AWACS, Budget, OPS and NMS buttons.

Acceptance Criteria b



67. 
New Management Systems (Main) 
Click Logout button
Deactivates A&A, AWACS, Budget, OPS and NMS buttons



68. 

Oracle DB group action:  Run DB nightly script for disabling accounts
DB script runs successfully





TESTING PASSWORD 75 DAYS OLD




69. 

Oracle DB group action:  Advance the NMS system date by  1 day from the current system time.

Verify that the Oracle DB operating system clock is advanced by 1 day.
System date is reset.



70. 

Repeat Steps 2 - 3




71. 
Windows 95
Click on Windows Explorer
Explorer C:\ window displayed



72. 

Click on folder Orawin
Files in folder Orawin displayed



73. 

Double click on folder Bin
Files in folder Bin displayed



74. 

Double click on file Plus33w.exe 
Oracle SQL Plus Log on window displayed



75. 
Oracle SQL Plus Log on 
Enter User Id from step 52
User ID displayed.



76. 

Enter password from step 57
Password entered.



77. 

Enter “NMSTST” in Host String
NMSTST displayed in Host String



78. 

Click on OK
Oracle SQL Plus window displayed with SQL prompt.

Acceptance Criteria b



79. 
New Management System (Main)
Enter the User ID from Step 52  “%xxxx%” in User Id field
User ID displayed



80. 

Enter “xxxx” in Password field from step 57




81. 

Click logon button
Change Password window appears.



82. 
Change Password
Enter password from step 52. In Old Password field.

Enter a new password in New Password field and again in Verify field.

Click OK button.
NMS message box with “Your password has been changed.  Please log in using your new password.”

Acceptance Criteria b.



83. 
NMS Message Box
Click OK button
New Management Systems (Main) window displayed



84. 
New Management Systems (Main) 
Enter User ID from Step 52 and new password from step 82.

Click Logon button.
Connecting to data base and other access messages appear temporarily at the bottom of the window.

Activates A&A, AWACS, Budget, OPS and NMS buttons.



85. 
New Management Systems (Main) 
Click Logout button
Deactivates A&A, AWACS, Budget, OPS and NMS buttons





TEST PASSWORD 90 DAYS OLD




86. 

Oracle DB group action:  Advance the NMS system date by 89 days from the current system time

Verify that the Oracle DB operating system clock is advanced by 89 days.
NMS system date is set.



87. 

Repeat Steps 2 - 3




88. 

Oracle DB group action:  Run nightly script for disabling accounts
DB script  successfully



89. 

Oracle DB group action:  Advance the NMS system date by 1 day from the current system time.

Verify that the Oracle DB operating system clock is advanced by 1 day.
NMS system date is set.



90. 

Repeat Steps 2 - 3




91. 
Windows 95
Click on Windows Explorer
Explorer C:\ window displayed



92. 

Click on folder Orawin
Files in folder Orawin displayed



93. 

Double click on folder Bin
Files in folder Bin displayed



94. 

Double click on file Plus33w.exe 
Oracle SQL Plus Log on window displayed



95. 
Oracle SQL Plus Log on 
Enter User Id from step 52.
User ID displayed.



96. 

Enter password from step 82. 
Password entered.



97. 

Enter “NMSTST” in Host String
NMSTST displayed in Host String



98. 

Click on OK
Oracle SQL Plus window displayed with SQL prompt.

Acceptance Criteria b



99. 
New Management System (Main)
Enter the User ID from Step 52  “%xxxx%” in User Id field
User ID displayed



100. 

Enter “xxxx” in Password field from step 82




101. 

Click logon button
Change Password window appears.



102. 
Change Password
Enter password from step 82. In Old Password field.

Enter a new password in New Password field and again in Verify field.

Click OK button.
NMS message box with “Your password has been changed.  Please log in using your new password.”

Acceptance Criteria b.



103. 
NMS Message Box
Click OK button
New Management Systems (Main) window displayed



104. 
New Management Systems (Main) 
Enter User ID from Step 52 and new password from step 102.

Click Logon button.
Connecting to data base and other access messages appear temporarily at the bottom of the window.

Activates A&A, AWACS, Budget, OPS and NMS buttons.



105. 
New Management Systems (Main) 
Click Logout button
Deactivates A&A, AWACS, Budget, OPS and NMS buttons



106. 

TEST PASSWORD 91 DAYS OLD




107. 

Oracle DB group action:  Advance the NMS system date by 90 days fron the current system time.

Verify that the Oracle DB operating system clock is advanced by 90 days.
NMS system date is set.



108. 

Repeat Steps 2 - 3




109. 

Oracle DB group action:  Run nightly script for disabling accounts
DB script runs successfully



110. 

Oracle DB group action:  Advance the NMS system date by 1 day from the current system time.

Verify that the Oracle DB operating system clock is advanced by 1 day.
NMS system date is set.



111. 

Repeat Steps 2 - 3




112. 
New Management System (Main)
Enter the User ID from Step 52 “%xxxx%” in User Id field
User ID displayed



113. 

Enter “xxxx” in Password field from step 102




114. 

Click logon button
NMS error message “Your password is more than 90 days old and is disabled.  Please contact your system asministration to enable your account”

Acceptance Criteria  c and e.



115. 
Windows 95
Click on Windows Explorer
Explorer C:\ window displayed



116. 

Click on folder Orawin
Files in folder Orawin displayed



117. 

Double click on folder Bin
Files in folder Bin displayed



118. 

Double click on file Plus33w.exe 
Oracle SQL Plus Log on window displayed



119. 
Oracle SQL Plus Log on 
Enter User Id from step 52
User ID displayed.



120. 

Enter password from step 102. 
Password entered.



121. 

Enter “NMSTST” in Host String
NMSTST displayed in Host String



122. 

Click on OK
Error message received “Invalid user id/password entered.  Please try again”



123. 
Oracle
At userid prompt enter “%userid%/%password% ‘nmstst’”
Error message received “Invalid user id/password entered.  Please try again”



124. 

At userid prompt enter “%userid%/%password% ‘nmstst’”
Window closes and user is kicked out.



125. 

DBA Action:  Reset and/or obtain five User IDs and passwords.
User IDs and passwords are reset and newly created.



126. 

Oracle DB group action:  Advance the NMS system date by 93 days from the current system time.

Verify that the Oracle DB operating system clock is advanced by 93 days.
NMS system date is set.



127. 

Repeat Steps 2 - 3




128. 

Oracle DB group action:  Run DB nightly script for disabling accounts
DB script runs successfully



129. 

Oracle DB group action: Generate a report identifying all disabled accounts
Oracle DB report is generated



130. 

Verify an Oracle report is created containing the User Ids and status of the disabled accounts reset and/or established in step 27, 51, 114, 125
Report confirms that the system generates a report on disabled accounts 

Acceptance Criteria d.
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� See The NMS Security Plan, CSC PRIME Deliverable 922-053, February 4, 2000.


� See The Federal Information Processing Standard (FIPS) Publication 102, September 27, 1983, Section 2.3.


� See The NMS Certification and Accreditation (C&A) Plan, CSC PRIME Deliverable NMS.CP-002.00-F00-PRI, May 31, 2000.


� See discussion of Control Existence Determination in FIPS Publication 102:  “Basic evaluations require assurance that security function controls exist.  The existence of most physical and administrative controls can be determined via visual inspection.  For controls internal to the computer, testing is needed.  Such testing does not gather significant evidence towards determining how well controls work since that is beyond the scope of a basic evaluation.  The intent is simply to verify that the functions exist.”  FIPS Publication 102, Section 2.3.3.


� USAID PRIME Quality Assurance Plan, CSC PRIME Deliverable 801-018-G, dated August 1998.


� See Section 5 of this document and reference Section H.4 of FIPS Publication 102, “Control Existence Determination” for additional information.
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