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[image: image1.png]Chief Information Officer (CIO)

Assignment and Acceptance of
Security Roles and Responsibilities

The CIO is designated by the USAID Administrator with the approval of the Office of Management
and Budget (OMB). The CIO i is assigned the following mformatlon security responsibility:

= Ascertain the security accreditation of USAID's general support systems and authorize
processing when compliance with federal directives is completed.

/\ ASSIGNED: | ACCEPTED:

Richard Nygard : Peter Benedict

Acting Assistant Administrator for Management ‘Deputy Chief Infomlétion Officer






[image: image2.png]Chief Financial Officer (CFO)

Assignment and Acceptance of
Security Roles and Responsibilities

The CFO is de31gnated by the USAID Administrator with the approval of the Office of
Management and Budget (OMB). The CFO is assigned the followmg information security

responsibility:
= Serve as the Delegated Accreditation Authority (DAA) for the security accreditation of

USAID's core financial systems.
- ASSIGNED: | ACCEPTED:
Richard C. Nygar{/v Michael Smokovich

Acting Assistant Administrator for Management ‘Chief Financial Officer
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Assignment and Acceptance of
Roles and Responsibilities

The Administrator is the Agency’s senior official. In this capacity the Administrator is responsible for
developing and implementing a comprehensive, Agency-wide Information Systems Security Program
that is technically current, cost-effective and in full compliance with established national security
directives. This responsibility has been delegated to the Bureau for Management, Office of
Information Resources Management (M/IRM). The Office of IRM is directly responsible for the
following:

1, Approval, subsequent to coordination with the Director of the Office of Security (D/SEC), of all
the automated information systems used to process, store or print classified national security
information.

2. Assigning respon51b1hty for management and oversight of Agency information system resource
programs; and for ensuring compliance with federal regulations related to paperwork reduction,
TEMPEST, Communications Secunty (COMSEC), and operational secunty for secure telephone
units.

3. Developing and implementing the USAID Information System Security Plan (ISSPP) in
compliance with federal requirements and best practices. '

4. Developing and implementing a security plan for general support systems and remedial actions
for correction of material weaknesses identified.

ASSIGNED: ACCEPTED:

ﬁf C/s

"Richard C. Nygard .

- Acting Assistant Administrator for — Ritector, Office of iformation Resource Managemerit

Management






[image: image4.png]SEC Role and Responsibilities as
Relates to Certification and
Accreditation of Classified
Information and Processing Systems

Authority:

1. Section 587(b) of the Fiscal Year 1999 Omnibus
Appropriations Bill (P.L. 105~277)

2. Executive Order 12958, “Classified National Security
Information,” of April 17, 1995.

3. Executive Order 12968 “Access to Classified
Information” of August 2, 1995. ‘

4.

References:

1. Executive Order 12958 :

2. DCID 1/19, “Security Policy for Sensitive Compartmented
Information and Security Policy Manual” Dtd 3/1/95.

3. DCID 1/21, “Physical Security Standards for
Construction of SCIFs, Dtd 7/29/94

4. Executive Order 12968 '

Responsibilities:
Pursuant to the listed authorities and in support of the

Assignment and Acceptance of Roles and Responsibilities
delegated to the Bureau for Management, Office of

" Information Resource Management, the Office of Security

shall:
a) provide interpretation, .coordination, technical

expertise and.assistance.to-insure the-appropriate- —— oo

design and installation of classified information
processing systems in accordance with all the
provisions of EO 12958, DCID 1/19 and 1/21.
b) Inspect, audit and review the contents and related
" procedures associated with classified automated
" systems for full compliance with applicable
references. » _
c) ‘Conduct or facilitate all investigations involving
classified and unclassified systems that ‘suggest






[image: image5.png](’*\ possible terrorist or forelgn 1ntelllgence'
involvement and counter-intelligence implications.

d) Periodically review and inspect unclassified ‘
information and data processing systems to insure
the integrity of their unclassified status and to
educate USAID users concerning existing
prohibitions, policies and accepted classified
information processing practices.

e) Provide physical security support of the systems
and the structures that house them.

£) Conduct or coordinate security clearance
investigations.

/\\ Clearance: %m_!
D/SEC:Mike Flannery Date S /€,
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