
Sample Generic Policy and High Level Procedures
 for

System Documentation

Issue Statement

XX Agency Automated Information Systems Security Program (AISSP) Handbook, requires a complete set of Automated Information System (AIS) documentation. System Documentation includes descriptions of the hardware and software, policies, procedures, backup and contingency activities and description of user and operator procedures.

Organization’s Position

XX Agency depends on the availability of the XX Agency system to perform its mission. Maintaining complete system documentation is a good management practice that is necessary for software configuration control, useful for quick reference, and for system maintenance. 

Applicability

These procedures apply to all personnel who use, manage, design or implement programs on the Large Service Application (LSA) System. 

Roles and Responsibility

Director, Federal Systems shall:

· publish and maintain policy guidelines on system documentation, and

· assign responsibility for implementing the documentation requirements.

Information Systems Security Officer (ISSO) shall:

· prepare policy on system documentation, and

· ensure all required documentation is maintained.
Application Managers/Supervisors shall maintain all required documentation.
LSA Security Officer - LSA Site shall work with LSA management to ensure all LSA systems hosting LSA data maintain the required documentation. 

Documentation Rules

The following documentation shall be maintained for each LSA application:

· Vendor-supplied documentation of hardware
· Vendor-supplied documentation of software
· Application requirements

· LSA Security Plan

· Application program design documentation and specifications

· Testing procedures and results

· Standard operating procedures

· Emergency procedures

· Contingency and disaster recovery plans

· Memoranda of understanding with interfacing systems

· Rules of the system (user guide)

· User manuals

· Risk assessment

· Back up procedures

· Certification/Accreditation document and statement

Compliance

All personnel are required to comply with the documentation requirements contained in the XX Agency AISSP Handbook.

Supplementary Information

· XX Agency AISSP Handbook. May 1994.

· NIST Special Publication 800-12, "An Introduction to Computer Security: The NIST Handbook.”  October 1995.
Points of Contact 

Information Systems Security Officer 
LSA Security Officer – XX Agency Site












































� This document was written for a large application it can be modified to service as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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