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1. INTRODUCTION

1.1 Purpose

The Information Technology Security Cost Estimation Guide is designed to help Department of Education (ED) personnel with budgeting responsibilities for IT security to estimate the level of effort and cost associated with implementing security controls. Cost estimates discussed in this guide are broken down by specific security controls, which are based on the management, operational, and technical controls in the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-26, Security Self Assessment Guide for Information Technology Systems.

One result of multiple legislative requirements and guidance is related to how to specifically budget for the security needs of the Department’s automated information resources. This guide addresses the primary factors to consider when budgeting for security, when to budget, what to consider, and how security budgeting should occur.  

This guide should be used in conjunction with other NIST and Departmental IT security guidance documents. The guide is based upon the NIST Self Assessment Guide and supports ED IT Security Policy, the updated ED IT Security Program Management Plan, Office of Management and Budget (OMB) Circular A-130, and other applicable Federal IT security laws and regulations. While the guide does reference some IT security and IT budgeting related topics, detailed information on these concepts can be found in other guidance documents
.

1.2 Background

The Government Information Security Reform Act (GISRA)
 is the most recent legal requirement mandating that federal agencies plan and budget for IT security. In addition to GISRA, requirements for IT security budgeting and planning stem from other legislative requirements such as the Clinger-Cohen Act of 1996, as well as guidance by OMB Circular A-130, “Management of Federal Information Resources.” 

A consistent theme among these laws and guidance is the need to plan and budget for security throughout the life cycle of a system. Security must be considered an integral part of the overall IT infrastructure in order to effectively manage risks. As risks vary by initiative and fluctuate throughout the life cycle of each system, the necessary costs for security controls will vary as well. Therefore, risks should be identified according to the life cycle phase or phases during which they will pose the most imminent threat, as this will largely determine which fiscal year to budget for controls. Although the focus of this guide is cost estimation of security controls, the fact remains that security controls need to be accounted for throughout the system life cycle. The Department has a vested interest in ensuring security is appropriately planned and budgeted. These planned and implemented system security controls for systems will result in the overall support of the IT security program. 

1.3 Scope

Estimating costs for security is only one component of the overall budgeting and IT capital planning processes. In many respects, this guide is intended to bridge the gap between security personnel, who are not necessarily familiar with budgeting requirements and budget personnel, who are not necessarily familiar with security requirements. This guide will not make ED IT security or budgeting professionals experts in security cost estimating—only experience can do that.  However, this guide will provide a solid approach for security planning and budgeting, with a flexible systematic approach that can be implemented consistently across the Department.

After Congress passed GISRA, OMB encouraged federal agencies to use the NIST Self Assessment Guide for IT Systems to collect data for the GISRA report. The NIST Self Assessment outlines the security standards required to protect an unclassified IT system. The baselines for the security controls emerge from the requirements of Federal laws and guidance. For the purposes of establishing a baseline to fund security, the cost estimates framework in this guide is based on the NIST Self Assessment controls.

In order to use this guide effectively, a NIST Self Assessment should be completed before budgeting for other security requirements. The completion of a risk assessment, system security plan, and a NIST Self Assessment, along with this guidance, will enable project managers (PM) to develop cost estimates for the implementation of appropriate security controls.  Completion of risk assessments and system security plans further identifies the controls needed to protect an organization’s critical information assets.  

1.4 DOCUMENT Structure

This guide is organized into five major sections. 

1. Introduction to IT security budgeting.  

2. Overview of how IT security fits into the IT Capital Planning process, as well as a brief discussion of the legislative requirements for IT security budgeting. 

3. Overview of how to use the guide. 

4. List of general assumptions that should be used when budgeting for IT security.  

5. IT security-costing framework.  

Appendix A- IT security glossary 

Appendix B- IT security references listing

2. RELATIONSHIP BETWEEN THE BUDGETING PROCESS AND IT SECURITY

2.1 Legislative Requirements
GISRA and OMB Circular A-130 establish a variety of IT security requirements, many of which require funding. Although GISRA is relatively recent legislation, the updated version of OMB A-130 requires many of the same things that are specified in GISRA. The following list highlights the major requirements.

· Agencies must incorporate security into the architecture of their information and systems to ensure that security supports agency business operations and that plans to fund and manage security are built into life-cycle budgets for information systems. 

· Agencies must make security's role explicit in information technology investments and capital programming. Investments in the development of new or the continued operation of existing information systems, both general support systems and major applications must:

1. Demonstrate that the security controls for components, applications, and systems are consistent with, and an integral part of, the Enterprise Architecture
 (EA) of the agency; 

2. Demonstrate that the costs of security controls are understood and are explicitly incorporated into the life cycle planning of the overall system in a manner consistent with OMB guidance for capital programming;

3. Incorporate a security plan that complies with Appendix III of OMB Circular A-130 and in a manner that is consistent with National Institute of Standards and Technology (NIST) guidance on security planning; 

4. Demonstrate specific methods used to ensure that security risks and the potential for loss are understood and continually assessed, that steps are taken to maintain security risk at an acceptable level, and that procedures are in place to ensure that controls are implemented effectively and remain effective over time; 

5. Demonstrate specific methods used to ensure that the security controls are commensurate with the risk and magnitude of harm that may result from the loss, misuse, or unauthorized access to or modification of the system itself or the information it manages; 

6. Identify additional security controls that are necessary to minimize security risk to and potential loss from those systems that promote or permit public access, other externally accessible systems, and those systems that are interconnected with systems over which program officials have little or no control; 

7. Deploy effective security controls and authentication tools consistent with the protection of privacy, such as public-key based digital signatures, for those systems that promote or permit public access;

8. Ensure that the handling of personal information is consistent with relevant government-wide and agency policies;

9. Describe each occasion the agency decides to employ standards and guidance that are more stringent than those promulgated by NIST to ensure the use of risk-based cost-effective security controls for non-national security applications; 
OMB will consider for continued funding only those system investments that satisfy these criteria. Furthermore, in order to qualify for funding, new information technology investments must demonstrate that the agency’s pre-existing systems meet these criteria as well. 

2.2 IT security budgeting process
To comply with GISRA and OMB Circular A-130, PMs should begin budgeting for security costs by preparing a risk assessment for their initiative.  The risk assessment will ultimately be the foundation for estimating IT security costs as subsequent planning and execution of security controls and measures will be based on the specific risks associated with each initiative.  Once complete, the PM should use the risk assessment as the basis for developing a system security plan, which will outline the path forward and serve as a management tool for mitigating risks identified in the risk assessment.

Figure 1 illustrates how the security control costs are commensurate with risk.  As the risk level varies over time, dependent upon the life cycle phase of the initiative, the associated costs for controls will also vary.
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Figure 1.  Security Costs as a Function of Life Cycle Phase

The system security plan and other related security plans along with ensuing management decisions and actions will be gauged subsequently through the completion of a NIST Self Assessment.  The NIST Self Assessment is the diagnostic tool for determining specific security deficiencies that are otherwise overlooked throughout the risk identification and mitigation process and system security plan, and therefore should be revisited on a semiannual basis.  

The system security plan illustrates the security controls that should be budgeted in order to mitigate known risks.  The NIST Self Assessment illustrates previously unidentified deficiencies for which mitigation controls should also be budgeted.  PMs can easily locate the section of the guide that pertains to their initiative’s specific deficiencies and, based on the categorization of their initiative, determine an accurate cost for meeting the respective standard.

Figure 2 depicts the relationship between various IT security planning documents.  Through completion of the NIST Self Assessment, and the development of the various other security planning documents, IT security requirements are identified and the necessary controls may then be budgeted for using this guidance.  The ultimate goal of planning for IT security is the certification and accreditation of the system, which is dependent upon having in place all of the required documentation, as well as implementation of various security controls and processes.  As illustrated, there are planning and implementation costs applied throughout the process.



















Figure 2. Identification of Security Costs throughout Planning and Implementation

2.3 IT CAPITAL PLANNING

Budgeting for IT security is not only essential to meet federal and Departmental security mandates, but it is also required as part of the Department's IT Investment Management (ITIM) process. The ITIM process consists of three specific phases: Select, Control, and Evaluate.  During the Select Phase of the ITIM process, the Department chooses which projects to fund.  Projects that are funded then enter the Control Phase. During this phase, the Department monitors each investment to ensure it is effectively managed and will achieve the desired results.  The Evaluate Phase includes an analysis of the performance of the Department’s implemented systems with respect to strategic goals, objectives, and business needs.  Lifecycle costs are a key information component of the Select and Control Phases. As part of the cost-reporting requirement, PMs must specify their expenditures across various categories. These categories include hardware, software, contractor services, training, security, and Departmental full time equivalents (FTEs). These categorized costs are provided for a six-year span of the system's life cycle. Figure 3 depicts a sample life cycle cost table.

	
	FY 2001
	FY 2002
	FY 2003
	FY 2004
	FY 2005
	FY 2006
	Total

	Expenses:
	
	
	
	
	
	
	

	Hardware
	20.0
	15.0
	10.0
	5.0
	5.0
	5.0
	60.0

	Software
	20.0
	20.0
	5.0
	5.0
	5.0
	5.0
	60.0

	Contractor Services
	100.0
	110.0
	100.0
	100.0
	100.0
	100.0
	610.0

	Training
	5.0
	5.0
	10.0
	10.0
	10.0
	10.0
	50.0

	Security
	15.0
	10.0
	10.0
	5.0
	5.0
	5.0
	50.0

	Other
	5.0
	5.0
	5.0
	5.0
	5.0
	5.0
	30.0

	Subtotal
	165.0
	165.0
	140.0
	130.0
	130.0
	130.0
	860.0

	Departmental FTEs
	100.0
	100.0
	100.0
	100.0
	100.0
	100.0
	600.0

	Total
	265.0
	265.0
	240.0
	230.0
	230.0
	230.0
	1,460.0




*All costs in thousands.

Figure 3. Sample System Life Cycle Cost Table

In addition to reporting security costs as part of the Department’s ITIM process, the Department’s Budget Service is required to provide the OMB security cost information through two types of budget exhibits: the Exhibit 300 (Capital Asset Plan), which reports information on major systems only; and the Exhibit 53 (Agency IT Investment Portfolio), which captures information on all the Department’s IT systems.

Cost estimates are reported at least semi-annually as part of the Department’s ITIM process and annually to OMB as part of the Federal budget process.  Following this document’s guidance will lead to investment decisions that will ultimately promote the confidentiality, integrity, availability, and effective operation of Department systems and applications
 by preventing their loss, misuse, or unauthorized access and modification.
3. USING THIS DOCUMENT

This guidance is developed to help PMs prepare security cost estimates for implementing IT security controls, thereby adhering to NIST security standards and meeting the requirements set forth by GISRA and OMB.  The cost tables provided in this guide are scalable to meet the specific needs of each system.  PMs are at liberty to adjust costs to account for heightened criticality, information sensitivity, and risk level.

3.1 System Categorization

In order to successfully use this document, PMs must categorize their systems according to the definitions described in this section.  PMs should use their best judgment in choosing the category that applies best to their system, as the category parameters are somewhat subjective. These categories do not take into account varying degrees of criticality, sensitivity, and risk, which should otherwise be addressed by completing the risk assessment.  Criticality and sensitivity guidelines are provided in this section, but are left to the discretion of the PM to consider.
STEP 1:

Each system must first be designated as a General Support System (GSS) or Major Application (MA) according to the following definitions
.  

· A General Support System is “an interconnected set of information resources under the same direct management control which shares common functionality. A system normally includes hardware, software, information, data, applications, communications, and people. A system can be, for example, a local area network (LAN) including smart terminals that supports a branch office, an agency-wide backbone, a communications network, a departmental data processing center including its operating system and utilities, a tactical radio network, or a shared information processing service organization (IPSO).”
  For example, ED Net is a major component of the Department’s IT infrastructure, providing the means to support various applications. Likewise, a system such as Dedicated Circuits also contributes to the Department’s overall infrastructure and would be considered a GSS.
· A Major Application is an application that “requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of, the information in the application.  Note: All Federal applications require some level of protection. Certain applications, because of the information in them, however, require special management oversight and should be treated as major.”5  An example of a Major Application is the Department’s Impact Aid System, which is a client/server application residing on ED Net.
Please note that adequate security for applications is typically provided by the security of the GSS in which they operate.  By definition, MAs require additional security.  Therefore, PMs should identify the GSS upon which their respective MAs reside and determine which security controls they need to budget.  The most likely controls to be provided for a MA by a GSS are noted throughout this guide. However, the ultimate decision whether to budget for any one control is left to the discretion of the PM, as each system is unique. GSSs should budget for all relevant activities and should not assume that any of their IT security costs will be covered by another system or application.

STEP 2:

After determining if an IT asset qualifies as a GSS or MA, PMs should categorize their GSS or MA according to the following system size definitions as accurately as possible.

· Small Systems:

· Have a narrow user community

· Low or no connectivity

· Receive, store, process, and/or transmit a relatively small amount of data/information.

· Medium Systems: 

· Have a moderately sized user community,

· Interface with no more than two other GSSs or MAs (probably all at the same location)

· Receive, store, process, and/or transmit a moderate amount of data/information.

· Large Systems:

· Have broad user communities

· Are interconnected with at least two other GSSs or MAs (likely being geographically dispersed)

· Receive, store, process, and/or transmit large amounts of data/information.

By following these guidelines, each system will be considered either a GSS or MA, and will fall within one of the three specific size categories.  Figure 4 depicts this categorization of IT systems.  The cost estimates and/or levels of effort suggested throughout this document for each discrete IT security control are presented according to the three size categories.


  









Figure 4. Categorization of IT Systems

SENSITIVITY AND CRITICALITY:

To appropriately protect information, its relationship to and impact on the mission of the Department must be understood and accounted for.  It is up to the discretion of the PM to budget for stricter security controls when dealing with sensitive information, mission criticality, or increased risk levels.  

Each GSS and application is evaluated using the current Department criteria, Mission Critical (MC), Mission Important (MI), and Mission Supportive (MS).  Criticality is determined based on how integral the GSS or application is in carrying out the critical missions of the Department.  Refer to the Department of Education Information Technology Security General Support Systems and Major Applications Inventory Procedures for detailed information on determining mission criticality.

As part of the Department’s GSS and MA inventory, mission criticality of each GSS and application is determined by the system owner.  The system owner documents the mission criticality of each GSS and application in the GSS and MA Inventory Submission Forms. 

The criteria used to measure information sensitivity include information confidentiality, integrity, and availability.  Refer to the Department of Education Information Technology Security General Support Systems and Major Applications Inventory Procedures for additional guidance on assigning levels of High, Medium, or Low for each information sensitivity criteria.  

As a part of the Department’s GSS and MA inventory, information sensitivity of each GSS and application is determined.  The system owner documents the information sensitivity of each GSS and application in the GSS and MA Inventory Submission Forms.  
Once the sensitivity and mission criticality of each system is rated, the PM must decide whether or not to upgrade the size category. The size upgrade is for estimating costs only and does not constitute an actual upgrade in size. The potential upgrade is intended to account for heightened sensitivity and/or criticality.

4.  GENERAL ASSUMPTIONS

The costs depicted in the cost element structures throughout this guidance document assume a number of general accounting conditions and other parameters. These general data assumptions are listed below. In some cases, more specific cost assumptions are described within individual cost element discussions.

1. Costs are presented in fiscal year 2002 (FY02) dollars. Any use of this framework for future budget requests would need to take into account changes in prices due to inflation or other monetary/price shifts.

2. System managers must choose between contractor rates and government wage rates when estimating the cost of the additional full-time employee (FTE) labor required to achieve each standard, depending on the type of labor they intend to use to fulfill each task. Managers may also determine that several FTE duties may be fulfilled by the same staff, and are therefore at liberty to adjust their estimates to reflect the appropriate level of effort.

3. Average fully burdened contractor rates are estimated at $200,000 annually, consistent with labor categories published in the General Services Administration (GSA) IT Federal Supply Schedule. Average fully burdened contractor rates have also been confirmed by private industry. Figure 5 shows the predetermined contractor FTE rates to be used for estimation purposes, regardless of fiscal year.

4. The PM has the discretion to determine whether government employees or contractors will conduct each activity. If Federal employees will be conducting the activity, an average annual government wage rate should be used to estimate departmental FTEs. Figure 6 shows the predetermined government FTE rates supplied by the Department to be used for estimation purposes. Average government FTE rates are provided by the Department of Education’s Budget Service, are fully burdened, and take into account employee benefits and annual salary increases.

	Fiscal Year
	Annual Contractor FTE Salary
	Monthly Contractor FTE Salary
	Weekly Contractor FTE Salary
	Daily Contractor FTE Salary
	Hourly Contractor FTE Salary

	FY 01 - FY 06
	$200,000
	$16,667
	$3,846
	$769
	$96


Figure 5. Contractor Salary Rates

	Fiscal Year
	Annual Gov’t FTE Salary
	Monthly Gov’t FTE Salary
	Weekly Gov’t FTE Salary
	Daily Gov’t FTE Salary
	Hourly Gov’t FTE Salary

	FY 2001
	$86,125
	$7,177
	$1,656
	$331
	$42

	FY 2002
	$90,000
	$7,500
	$1,731
	$346
	$43

	FY 2003
	$94,050
	$7,838
	$1,809
	$362
	$45

	FY 2004
	$98,283
	$8,190
	$1,890
	$378
	$47

	FY 2005
	$102,705
	$8,559
	$1,975
	$395
	$49

	FY 2006
	$107,327
	$8,944
	$2,064
	$413
	$52


Figure 6. Government Salary Rates
5. IT SECURITY COSTING FRAMEWORK

To comply with mandated standards of information system security, each system, at a minimum, must meet requirements that fall within the following 17 management, operational, and technical control categories
: 

Management Controls:






         

   Page

15.1.1 
Risk Management


15.1.2 
Review of Security Controls


15.1.3 
Life Cycle


15.1.4 
Authorize Processing (Certification and Accreditation)


15.1.5 
System Security Plan


Operational Controls:

15.2.1 
Personnel Security


15.2.2 
Physical and Environment Protection


15.2.3 
Production and Input/Output Controls


15.2.4 
Contingency Planning

1
15.2.5 
Hardware and System Software Maintenance


15.2.6 
Data Integrity


15.2.7 
Documentation


15.2.8 
Security Awareness, Training, and Education


15.2.9 
Incident Response Capability


Technical Controls:

15.3.1 
Identification and Authentication


15.3.2 
Logical Access Controls


15.3.3 
Audit Trails


The following cost estimating guidance is organized within these 17 categories and is subdivided further where appropriate. Each category addresses one or more critical elements, as identified in the NIST Self Assessment, which are noted under each heading throughout this guide. The critical elements were originally derived from OMB A-130, based on policy requirements. From an IT security standpoint, the goal of this guidance is to enable PMs to sufficiently address each critical element. The NIST standards presented here directly support the critical elements, but were originally derived from various other sources. The original source of each standard is indicated throughout this guide as well.   

It is necessary to first complete the NIST Self Assessment to effectively use this guidance. Completing the NIST Self Assessment enables PMs to identify security deficiencies according to the numbered NIST standards. This guidance then addresses subsequent security controls and their costs in the same sequence as the NIST Self Assessment. PMs should be able to easily locate the specific areas within this guide to find costs or costing guidelines, based on the specific numbered standards where they are deficient. It may be advantageous to use a simple checklist of the NIST standards as a tool to maneuver through this guidance. Future iterations of this guidance may include templates and/or tools to assist with tracking and calculating costs.

5.1 Management Controls

5.1.1 Risk Management

Risk management addresses the following critical elements:

1. Is risk periodically assessed?

2. Do program officials understand the risk to systems under their control and determine the acceptable level of risk?

Both GSSs and MAs should budget for costs associated with risk management.

NIST Standards 1.1.1 - 1.2.1:  

References: FISCAM SP-1; NIST SP 800-30

Security risk assessments must be performed and documented on a regular basis, and/or whenever the system, facilities, or other conditions change. The risk assessment should test system sensitivity, boundaries, and data integrity, should identify both natural and manmade threat sources, and should analyze whether the security requirements in place adequately mitigate vulnerabilities.  Risk assessments typically involve an independent review.  Completion of a NIST self assessment should follow the risk assessment.

· If a system security risk assessment has not been performed and documented in the last 3 years that fulfills the above criteria, or if system, facilities, or other security conditions have changed since the last documented assessment, use the following industry benchmarks to budget for a risk assessment. There is no reason to budget separately for these standards. These also meet standards 2.1.1 - 2.1.3, 3.1.6 - 3.1.9, 4.1.1 - 4.1.2, and 12.2.4.

	Task
	Cost

	
	Small
	Medium
	Large

	Perform risk assessment/ independent review/ self assessment
	1 FTE, 2 months
	1 FTE, 3 months
	1 FTE, 5 months


NIST Standards 1.2.2 - 1.2.3: 

Reference: NIST SP 800-30

Program officials must conduct a mission/business impact analysis.  
· If a mission/business impact analysis has not been conducted in the past 2 years or since the last major system change, use the following industry benchmarks to budget for a mission impact analysis, and to document required resources and budgetary needs. There is no need to budget separately for these standards. These also meet standards 3.1.1 - 3.1.5. 

	Task
	Cost

	
	Small
	Medium
	Large

	Mission Impact Analysis
	1 FTE, 4 days
	1 FTE, 8 days 
	1 FTE, 12 days 


5.1.2 Review of Security Controls

Security controls address the following critical elements:

1. Have the security controls of the system and interconnected systems been reviewed?

2. Does management ensure that corrective actions are effectively implemented?

Both GSSs and MAs should budget for costs associated with the review of security controls.

NIST Standards 2.1.1 - 2.1.3:  

Reference: FISCAM SP-5.1

Systems are subject to periodic reviews. Security risk assessments must be performed and documented on a regular basis, and/or whenever the system, facilities, or other conditions change. The assessment should test system sensitivity, boundaries, and data integrity, should identify both natural and manmade threat sources, and should analyze whether the security requirements in place adequately mitigate vulnerabilities.  Risk assessments typically involve an independent review.  Completion of a NIST self assessment should follow the risk assessment.

· If a system security risk assessment has not been performed and documented in the last 3 years that fulfills the above criteria, or if system, facilities, or other security conditions have changed since the last documented assessment, use the following industry benchmarks to budget for a risk assessment. There is no need to budget separately for these standards. These also meet standards 1.1.1 - 1.1.6, 3.1.6 - 3.1.9, and 4.1.1 - 4.1.2.  

	Task
	Cost

	
	Small
	Medium
	Large

	Perform risk assessment/ independent review/ self assessment
	1 FTE, 2 months
	1 FTE, 3 months
	1 FTE, 5 months


NIST Standard 2.1.4:  

References: OMB Circular A-130, 8B3; NIST SP 800-18

Key controls should be routinely tested and examined via network scans, analysis of router and switch settings, penetration testing, etc.

· If key controls have not been tested in the past few months, or if key control testing did not include network scans, analysis of router and switch settings, and penetration testing, use the following industry benchmarks to budget for testing and examining key controls.

	Task
	Cost

	
	Small
	Medium
	Large

	Key Control Testing
	12 hours per quarter per network environment, including reading of results
	16 hours per quarter per network environment, including reading of results
	24 hours per quarter per network environment, including reading of results


NIST Standard 2.1.5:  

References: FISCAM SP 3-4; NIST SP 800-18

All security alerts and security incidents should be analyzed and the appropriate remedial actions taken. A formal incident reporting and response capability should be available to provide help to users when a security incident occurs in the system. There should be a process to modify incident handling procedures and control techniques after an incident occurs. Alerts/advisories should be received and responded to. Inappropriate or unusual activity must be reported, investigated, and appropriate actions taken. Incidents should be monitored and tracked until resolved. Incident information and common vulnerabilities should be shared with appropriate organizations, including owners of interconnected systems, Federal Computer Incident Response Capability (FedCIRC), NIPC (the U.S.'s focal point for threat assessment, warning, investigation, and response for threats against critical infrastructures), and local law enforcement when necessary.

· Labor for incident response and reporting, including personnel who respond to alerts and incidents, and communicate the events and resolution to the appropriate organizations should be budgeted for according to the following guidelines.

	Task
	Cost

	
	Small
	Medium
	Large

	Incident/Alert Response and Reporting
	1 FTE as needed (approximately two weeks per year)
	1 FTE as needed (approximately two weeks per year)
	1 FTE as needed (approximately two weeks per year)


NIST Standard 2.2.1:

References: FISCAM SP 5-1; NIST SP 800-18

Management must initiate prompt action to correct deficiencies. Management must ensure that corrective actions are effectively implemented. The system must have either full authorization or written authorization to operate on an interim basis with planned corrective action. Systems must follow specified agency procedures when operating on an interim authority to process.

· System management oversight of corrective actions in accordance with plans of actions and milestones should be budgeted for according to the following guidelines. There is no need to budget separately for this standard. This also meets standards 3.2.7 and 4.2.1. 

	Task
	Cost

	
	Small
	Medium
	Large

	Management Oversight of Corrective Actions
	1 FTE, 1 week
	1 FTE, 2 weeks
	1 FTE, 1 month


5.1.3 Life Cycle

Life cycle addresses the following critical elements:


1. Has a system development life cycle methodology been developed?


2. Are changes controlled as programs progress through testing to final approval?

Both GSSs and MAs should budget for costs associated with life cycle planning.

NIST Standards 3.1.1 - 3.1.5:

References: OMB Circular A-130, III; FISCAM AC-1.1 & 1.2; NIST SP 800-18; Clinger-Cohen; GISRA

Program officials must conduct a mission/business impact analysis. Program officials must understand the security risk to systems under their control and determine the acceptable level of security risk. The resources required for adequate system security must be documented in the business case. The Investment Review Board must ensure that any investment request includes an appraisal of the security resources needed. The security resources required for the system should then be included in budget requests.

· If a mission/business impact analysis has not been conducted in the past 2 years or since the last major system change, use the following industry benchmarks to budget for a mission impact analysis, and to document required resources and budgetary needs. There is no need to budget separately for these standards. These also meet standards 1.2.2 - 1.2.3. 

	Task
	Cost

	
	Small
	Medium
	Large

	Mission Impact Analysis
	1 FTE, 4 days
	1 FTE, 8 days
	1 FTE, 12 days


NIST Standards 3.1.6 - 3.1.9:

References: NIST SP 800-18; NIST SP 800-30; OMB Circular A-130, 8B3

Security controls should be consistent with and an integral part of the IT architecture of the agency. Written agreements must be established with program officials regarding the security controls employed and residual security risk. Security risk assessments must be performed and documented on a regular basis, and/or whenever the system, facilities, or other conditions change. The assessment should test system sensitivity, boundaries, and data integrity, should identify both natural and manmade threat sources, and should analyze whether the security requirements in place adequately mitigate vulnerabilities.  Risk assessments typically involve an independent review.  Completion of a NIST self assessment should follow the risk assessment.

· If a system security risk assessment has not been performed and documented in the last 3 years that fulfills the above criteria, or if system, facilities, or other security conditions have changed since the last documented assessment, use the following industry benchmarks to budget for a risk assessment. There is no need to budget separately for these standards. These also meet standards1.1.1 - 1.1.6, 2.1.1 - 2.1.3, and 4.1.1 - 4.1.2. 

	Task
	Cost

	
	Small
	Medium
	Large

	Perform risk assessment/ independent review/ self assessment
	1 FTE, 2 months
	1 FTE, 3 months
	1 FTE, 5 months


NIST Standards 3.1.10 - 3.1.12:

Reference: NIST SP 800-18

Before the procurement action, appropriate security controls should be developed, including associated evaluation and test procedures. The solicitation documents should include security requirements and evaluation/test procedures. The requirements in the solicitation documents should permit updating security controls as new threats and vulnerabilities are identified and as new technologies are implemented. Security requirements should also be identified and included in the acquisition specifications for commercial applications or if an application contains commercial, off-the-shelf components.

· Security requirements should be considered throughout all phases of an IT system’s development and operation, including preliminary planning and procurement. Security controls along with evaluation and test procedures should be in place prior to the procurement of commercial IT products. To ensure that initial security controls are in place, and security requirements are addressed explicitly in solicitation documents and acquisition specifications, use the following guidelines to budget for the appropriate level of effort.
	Task
	Cost

	
	Small
	Medium
	Large

	Incorporation of security requirements into procurement documents and commercial off the shelf acquisition specifications
	1 FTE, 5 days per each procurement
	1 FTE, 10 days per each procurement
	1 FTE, 15 days per each procurement (depending on the complexity of the security challenge that the procurement holds)


NIST Standards 3.2.1 - 3.2.2:  

References: FISCAM CC-2.1; NIST SP 800-18

Penetration testing, design reviews, and system tests should be run prior to placing the system in production. System components must be tested, documented, and approved (operating system, utility, applications) prior to promotion to production.

· If system and design has not undergone a thorough review and test (including design review, system component tests, and associated documentation and approvals), use the following guidelines to budget for the design review and system testing prior to production.

	Task
	Cost

	
	Small
	Medium
	Large

	Design Review and System Testing before Production (“Application Security Assessment”)
	1 FTE, 2 weeks
	1 FTE, 2 months
	1 FTE, 4 months


NIST Standards 3.2.3 - 3.2.4:

Reference: NIST SP 800-18

The system must be certified, accredited, and authorized to operate. If security controls were added since development, the system must be re-certified. Certification testing of security controls must be conducted and documented.

· If the system has never been certified and accredited, or security controls were added since development and the system has not been re-certified since the addition, use the following associated costs to budget for certification and accreditation of the system.  These costs only pertain to the time and effort required of the designated and approving authorities for oversight of the completed C&A package and subsequently to officially document the C&A.  All other costs associated with the subcomponents of C&A, particularly to conduct assessments and/or to prepare any other required documentation, are addressed as independent entities throughout this guide.  There is no need to budget separately for these standards. These also meet standard 12.2.5.

	Task
	Cost

	
	Small
	Medium
	Large

	Officially Document the Certification and Accreditation
	1 FTE, 2 weeks
	1 FTE, 3 weeks
	1 FTE, 4 weeks


NIST Standard 3.2.5:

References: FISCAM CC-2.1; NIST SP 800-18

If security controls were added since development, they must be tested. 
· If security controls were added since development, and the system has not been tested since the addition, budget according to the following guidelines to retest the system.

	Task
	Cost

	
	Small
	Medium
	Large

	Testing of Security Controls after Changes
	1 FTE, 3 days 
	1 FTE, 1 week
	1 FTE, 3 weeks


NIST Standard 3.2.6:

Reference: NIST SP 800-18

Applications should undergo a technical evaluation to ensure that they meet applicable federal laws, regulations, policies, guidelines, and standards.

· The costs associated with the legal evaluation of system applications are included in the risk assessment and security test and evaluation estimates, therefore there is no need to budget separately to meet this standard.

NIST Standard 3.2.7:

Reference: NIST SP 800-18

Management must initiate prompt action to correct deficiencies. Management must ensure that corrective actions are effectively implemented. The system must have either full authorization or written authorization to operate on an interim basis with planned corrective action. Systems must follow specified agency procedures when operating on an interim authority to process.

· For system management oversight of corrective actions and/or full or interim written authorization to operate, budget according to the following guidelines.  There is no need to budget separately for this standard. This also meets standards 2.2.1 and 4.2.1.

	Task
	Cost

	
	Small
	Medium
	Large

	Management Oversight of Corrective Actions
	1 FTE, 1 week
	1 FTE, 2 weeks
	1 FTE, 1 month


NIST Standards 3.2.8 and 3.2.10:

References: OMB Circular A-130, III; FISCAM SP 2-1; NIST SP 800-18

Systems and all interconnected systems must have a documented system security plan (SSP). Planned and in-place controls should operate as intended and be consistent with the identified risks and system/data sensitivity in the SSP. The SSP must include a summary.

· If there is no documented SSP, use the following guidelines to budget for new development. There is no need to budget separately for these standards. These also meet standards 4.1.5 - 4.1.6 and 12.2.1. Additional costs may be required for the review and update of the SSP. Refer to the guidelines below for NIST Standards 5.1.1 - 5.1.3 to estimate these additional costs as necessary.

	Task
	Cost

	
	Small
	Medium
	Large

	Development of New System Security Plan
	1 FTE, 5 weeks
	1 FTE, 7 weeks
	1 FTE, 9 weeks


NIST Standard 3.2.11 - 3.2.12:  

References: FISCAM AC-3.4; NIST SP 800-18

Official electronic records must be properly disposed of/archived. Information or media should not be duplicated. In some cases, information or media may need to be purged, overwritten, or degaussed if disposed or used elsewhere.

· The costs to ensure electronic records are properly disposed of/archived on a regular basis, and to maintain records of their information sanitization processes are negligible, regardless of system size or criticality and sensitivity tier.  Therefore, there is no need to budget separately to meet this standard.  Meeting these standards also meets standards 8.2.8 - 8.2.10.

5.1.4 Authorize Processing (Certification and Accreditation)

Authorize processing addresses the following critical elements:


1. Has the system been certified/recertified and authorized to process (accredited)?


2. Is the system operating on an interim authority to process?

Both GSSs and MAs should budget for costs associated with certification and accreditation.

NIST Standards 4.1.1 - 4.1.2:  

Reference: NIST SP 800-18

Security risk assessments must be performed and documented on a regular basis, and/or whenever the system, facilities, or other conditions change. The assessment should test system sensitivity, boundaries, and data integrity, should identify both natural and manmade threat sources, and should analyze whether the security requirements in place adequately mitigate vulnerabilities.  Risk assessments typically involve an independent review.  Completion of a NIST self assessment should follow the risk assessment.

· If a system security risk assessment has not been performed and documented in the last 3 years that fulfills the above criteria, or if system, facilities, or other security conditions have changed since the last documented assessment, use the following industry benchmarks to budget for a risk assessment. There is no need to budget separately for these standards. These also meet standards 1.1.1 - 1.1.6, 2.1.1 - 2.1.3, and 3.1.6 - 3.1.9.  

	Task
	Cost

	
	Small
	Medium
	Large

	Perform risk assessment/ independent review/ self assessment
	1 FTE, 2 months
	1 FTE, 3 months
	1 FTE, 5 months


NIST Standard 4.1.3:

Reference: NIST SP 800-18

Users should be required to establish and sign Rules of Behavior. Employees should receive a copy of the Rules of Behavior and agency security policies and procedures or have easy access to them.  

· To effectively incorporate agency security policies into Rules of Behavior, revise annually the assessment, and ensure distribution to and signature by employees, budget according to the following guidelines.  There is no need to budget separately for this standard. This also meets standards 13.1.1 and 13.1.5.
	Task
	Cost

	
	Small
	Medium
	Large

	Production, distribution, and signing of Rules of Behavior
	1 FTE, 1 week
	1 FTE, 3 weeks
	1 FTE, 5 weeks


NIST Standard 4.1.4: 

Reference: NIST SP 800-18

A comprehensive contingency plan must be developed, tested, documented, and distributed to appropriate personnel. Critical data files and operations must be identified. Resources supporting critical operations must be identified. Management must establish and approve processing priorities. Responsibilities for recovery must be assigned. There should be detailed instructions for restoring operations. The location of stored backups should be identified. Approval of the plan is required from all personnel assigned responsibilities or directly affected by the plan.

· If no well-documented contingency plan is in place, use the following guidelines to budget for the development of such a plan. There is no need to budget separately for this standard. This also meets standards 9.1.1 - 9.1.3, 15.1.1 - 5.1.3, 9.2.5, 9.2.10, 12.1.8 - 12.1.9, and 12.2.2.
	Task
	Cost

	
	Small
	Medium
	Large

	Contingency Plan Development
	1 FTE, 16 weeks
	1 FTE, 24 weeks
	1 FTE, 32 weeks


NIST Standards 4.1.5 - 4.1.6:   

Reference: NIST SP 800-18

Systems and all interconnected systems must have a documented system security plan (SSP). Planned and in-place controls should operate as intended and be consistent with the identified risks and system/data sensitivity in the SSP. The SSP must include a summary.

· If there is no documented SSP, use the following guidelines to budget for new development. There is no need to budget separately for these standards. These also meet standards 3.2.8, and 3.2.10 and 12.2.1. Additional costs may be required for the review and update of the SSP. Refer to the guidelines below for NIST Standards 5.1.1 - 5.1.3 and 10 to estimate these additional costs as necessary.

	Task
	Cost

	
	Small
	Medium
	Large

	Development of New System Security Plan
	1 FTE, 5 weeks
	1 FTE, 7 weeks
	1 FTE, 9 weeks


NIST Standard 4.2.1:

Reference: NIST SP 800-18

Management must initiate prompt action to correct deficiencies. Management must ensure that corrective actions are effectively implemented. The system must have either full authorization or written authorization to operate on an interim basis with planned corrective action. Systems must follow specified agency procedures when operating on an interim authority to process.

· System management oversight of corrective actions in accordance with plans of actions and milestones should be budgeted for according to the following guidelines. Note that meeting this standard also meets standard 2.2.1 and 3.2.7, and therefore should only be budgeted for once.

	Task
	Cost

	
	Small
	Medium
	Large

	Management oversight of corrective actions
	1 FTE, 1 week
	1 FTE, 2 weeks
	1 FTE, 1 month


5.1.5 System Security Plan

The SSP addresses the following critical elements:

1. Is a system security plan documented for the system and all interconnected systems?

2. Is the plan kept current?

Both GSSs and MAs should budget for costs associated with developing a SSP.

NIST Standard 5.1.1:

References: FISCAM SP-2.1; NIST SP 800-18

Key affected parties and management must approve the system security plan.

· The review and approval of the System Security Plan by key management and affected parties is included in the overall cost of preparing the plan.  Therefore, there is no need to budget separately to meet this standard.

NIST Standards 5.1.2 - 5.2.1:

References: FISCAM SP-2.1; OMB Circular A-130, III; NIST SP 800-18

The SSP must establish and describe security requirements, effective and timely processes for reporting significant weaknesses and ensuring remedial action, authorizations for software modifications, and all topics prescribed in NIST Special Publication 800-18. The SSP should describe how data is currently shared among interconnected systems.  The SSP must be updated periodically and revised when security controls are added.

· The SSP should specifically address the following list of elements:  

· All appropriate system security requirements

· Establishment of an effective and timely process for reporting significant weaknesses and ensuring remedial action

· A record of all authorizations for software modifications

· All topics prescribed in NIST Special Publication 800-18

· A current description of data sharing among interconnected systems

· A current description of the system boundary information, including record of interconnected systems with insecure boundaries.

· If the SSP was not originally developed or most recently updated within the last three years, or if security controls were added since the development or last SSP update, use the following guidelines to budget for the revision and update of the SSP.  The revision and update of the SSP also includes the incorporation of any missing elements listed above. There is no need to budget separately for these standards. These also meet standards 12.1.6 and 12.2.3.

	Task
	Cost

	
	Small
	Medium
	Large

	Revision and update of system security plan
	1 FTE, 2 weeks
	1 FTE, 3 weeks
	1 FTE, 4 weeks


5.2 Operational Controls

5.2.1 Personnel Security

Personnel security addresses the following critical elements:

1. Are controls such as separation of duties, least privilege, and individual accountability incorporated into security-related policies?

2. Is appropriate background screening for assigned positions completed prior to granting access?

Both GSSs and MAs should budget for costs associated with personnel security.

NIST Standard 6.1.1:

References: FISCAM SP-1.2; NIST SP 800-18

All personnel positions must be reviewed for sensitivity level. Sensitive functions should be divided among different individuals.  

· The regular review of personnel sensitivity levels is not performed or budgeted for at the system level.  Therefore, there is no need to budget separately to meet this requirement.

NIST Standards 6.1.2 - 6.1.4:

References: FISCAM SD-1; OMB Circular A-130, III; NIST SP 800-18

There should be separation of duties between security personnel who administer the access control function and those who administer the audit trail. Duties should be separated to ensure least privilege and individual accountability. Different individuals should perform distinct systems support functions. Restrictions should be put in place reflecting who performs maintenance and repair activities. Documented job descriptions should accurately reflect assigned duties and responsibilities. 
· The separation of personnel duties is not a cost at the system level.  Therefore, there is no need to budget separately to meet this standard.

NIST Standard 6.1.5 - 6.1.7:

References: FISCAM SD-1.1, 2, 3.2, 4.1; OMB Circular A-130, III; NIST SP 800-18

Hiring, transfer, and termination procedures should be established. Mechanisms should be in place for holding users responsible for their actions. Regularly scheduled vacations and periodic job/shift rotations should be required.  

· The establishment and enforcement of personnel policies is not a cost at the system level.  Therefore, there is no need to budget separately to meet this standard.
NIST Standard 6.1.8:

References: FISCAM SP-4.1; NIST SP 800-18

Processes for requesting, establishing, issuing, and closing user accounts should be established. Individuals must be screened before being authorized to bypass significant technical and operational controls (or when controls cannot adequately protect the information), and should be periodically screened thereafter. Conditions should be established for when, to whom, and how to allow system access prior to completion of screening. Guest and anonymous accounts should be authorized and monitored. Data owners should periodically review access authorizations to determine whether they remain appropriate. Confidentiality and security agreements should be mandatory for employees assigned to work with sensitive information. Personnel files should be matched with user accounts to ensure that terminated or transferred individuals do not retain system access. Inactive users’ accounts should be monitored and removed when not needed. A current list should be maintained and approved of authorized users and their access.  
· The development and communication of user account authorization and management policies in included in the cost of developing the System Security Plan.  Therefore, there is no need to budget separately to meet this standard.  Note that meeting this standard also meets standards 6.2.3, 15.1.1, 15.2.2, 16.1.5, 16.2.12, and 17.1.5.
· For the oversight of user account authorization and management policies, budget according to the following guidelines. There is no need to budget separately for this standard. This also meets standards 6.2.3, 15.1.1, 15.2.2, 16.1.5, 16.2.12, and 17.1.5.
	Task
	Cost

	
	Small
	Medium
	Large

	Ongoing oversight of user account authorization and associated policies
	1 FTE, 1 month
	1 FTE, 4 months
	1 FTE, 1 year


NIST Standards 6.2.1 - 6.2.2

Reference: OMB Circular A-130, III

Appropriate background screening for assigned positions must be completed prior to granting access.  

· The costs associated with background checks for new employees that are assigned to positions requiring security clearance are not accrued at the system level.  Therefore, there is no need to budget separately to meet this standard. 

NIST Standard 6.2.3:

References: FISCAM AC-2.2; NIST SP 800-18

Conditions should be established for when, to whom, and how to allow system access prior to completion of screening. Guest and anonymous accounts should be authorized and monitored. Data owners should periodically review access authorizations to determine whether they remain appropriate.
· The development and communication of user account authorization and management policies in included in the cost of developing the System Security Plan.  Therefore, there is no need to budget separately to meet this standard.  There is no need to budget separately for this standard. This also meets standards 6.1.8, 15.1.1, 15.2.2, 16.1.5, 16.2.12, and 17.1.5.
· For the oversight of user account authorization and management policies, budget according to the following guidelines. There is no need to budget separately for this standard. This also meets standards 6.1.8, 15.1.1, 15.2.2, 16.1.5, 16.2.12, and 17.1.5.
	Task
	Cost

	
	Small
	Medium
	Large

	Ongoing oversight of user account authorization and associated policies
	1 FTE, 1 month
	1 FTE, 4 months
	1 FTE, 1 year


5.2.2 Physical and Environment Protection

Physical and environmental protection address the following critical elements:

1. Have adequate physical security controls been implemented that are commensurate with the risks of physical damage or access?

2. Is data protected from interception?

3. Are mobile and portable systems protected?

In some cases, the costs associated with the physical security of a MA may be provided by a GSS. PMs for MAs should use their best judgment in determining whether to budget for physical security.

NIST Standard 7.1.1, 7.1.9:
References: FISCAM AC-3, 4; NIST SP 800-18

Access to facilities must be controlled through the use of guards, identification badges, or entry devices such as key cards or biometrics. Physical accesses should be monitored through audit trails; apparent security violations should be investigated and remedial action taken. 
· Physical access security such as security guards and ID/biometric controls is an overhead cost and is not addressed at the system level.  Therefore, there is not need to budget separately to meet these standards.  Meeting these standards also meets standards 7.1.2, 7.1.7, 7.1.10 - 7.1.11, 7.1.3, 7.1.5, 7.1.8, 8.2.1 - 8.2.2.

NIST Standard 7.1.2, 7.1.7, 7.1.10 - 7.1.11:

Reference: FISCAM AC-3.1

Visitors to sensitive areas must be signed in and escorted. Management should regularly review the list of persons with physical access to sensitive facilities. Visitors, contractors, and maintenance personnel must be authenticated through the use of preplanned appointments and identification checks. Suspicious access activity should be investigated and appropriate action taken.

· Physical access security and visitor/personnel access control and monitoring is not addressed at the system level. Therefore, there is not need to budget separately to meet these standards.  Meeting this standard also meets standards 7.1.1, 7.1.3, 7.1.5, 7.1.8, 7.1.9, 8.2.1 - 8.2.2.
NIST Standard 7.1.3, 7.1.5, 7.1.8:

 Reference: FISCAM AC-3.1

Deposits and withdrawals of tapes and other storage media from the library must be authorized and logged. Entry to the computer room and tape/media library must be restricted through the use of key locks or other access devices. Unused keys and other entry devices must be secured. Entry codes must be changed periodically every 90 days.

· The oversight of library and computer room physical security, keys, and codes is not a cost accrued at the system level. Therefore, there is not need to budget separately to meet these standards.  Meeting these standards also meets standards 7.1.1, 7.1.2, 7.1.7, 7.1.10 - 7.1.11, 7.1.9, 8.2.1 - 8.2.2.

NIST Standards 7.1.6, 7.1.12 - 7.1.17:
References: FISCAM AC-3.1, SC-2.2; NIST SP 800-18

Fire Safety Factors must be accounted for:  Appropriate fire suppression and prevention devices should be installed and working; Fire ignition sources, such as failures of electronic devices or wiring, improper storage materials, and the possibility of arson, should be reviewed periodically. There should be on-site and off-site maintenance procedures (e.g., escort of maintenance personnel, sanitization of devices removed from the site). Portable systems must be stored securely. Emergency exit and re-entry procedures must ensure that only authorized personnel are allowed to re-enter after fire drills. Must implement controls to mitigate other disasters, such as floods, earthquakes, etc. Heating and air-conditioning systems should be regularly maintained. Air-cooling systems should be redundant. Electric power distribution, heating plants, water, sewage, and other utilities should be periodically reviewed for risk of failure. Should be aware of all building plumbing lines and be sure that they do not endanger system.
· There are no individual costs associated with achieving these physical security standards. However, PMs should pay appropriate attention to ensure compliance. 
NIST Standard 7.1.18:

Reference: FISCAM SC-2.2

All systems must have uninterruptible power supplies or a backup generator readily available in case of routine, scheduled, or emergency power outages.

· The cost of backup power supplies should be routinely considered when costing for IT security, particularly for mission critical systems.  However, guidance for estimating these costs is unavailable, as costs will vary widely depending on system location and specific legal restrictions for the region.

NIST Standards 7.2.1 - 7.2.2:

Reference: NIST SP 800-18

Data must be protected from interception: Computer monitors should be located so as to eliminate viewing by unauthorized persons, physical access to data transmission lines must be controlled.

· There are no individual costs associated with these Environmental Security standards.

NIST Standards 7.3.1:  

Reference: NIST SP 800-18

Sensitive data transmissions should be encrypted. Mobile and portable systems must be protected: Sensitive data files must be encrypted on all portable systems. If encryption is used, it must meet federal standards, and there should be procedures for key generation, distribution, storage, use, destruction, and archiving.

· If encryption software has not been implemented, budget to do so according to the following guidelines.  Software licenses may be purchased in bulk therefore costs may vary based on bulk purchasing agreements.  There is no need to budget separately for this standard. This also meets standards 16.1.7 - 16.1.8.
	Task
	Cost

	
	Small
	Medium
	Large

	Encryption Software
	$25 per user
	$25 per user
	$25 per user


NIST Standard 7.3.2:

Reference: NIST SP 800-18

Laptops and other portable systems should be stored securely when not in use.

· There are no individual costs associated with this standard. PMs should adopt secure storage of removable media as a best practice.

5.2.3 Production and Input/Output Controls

Production and input/output controls address the following critical elements:


1. Is user support available?


2. Are there media controls?

Both GSSs and MAs should budget for costs associated with production and input/output controls.

NIST Standard 8.1.1:

Reference: NIST SP 800-18

A formal incident reporting and response capability should be available to provide help to users when a security incident occurs in the system. There should be a process to modify incident handling procedures and control techniques after an incident occurs. Alerts/advisories should be received and responded to. Inappropriate or unusual activity must be reported, investigated, and appropriate actions taken. Incidents should be monitored and tracked until resolved. Incident information and common vulnerabilities should be shared with appropriate organizations, including owners of interconnected systems, Federal Computer Incident Response Capability (FedCIRC), NIPC (the U.S.'s focal point for threat assessment, warning, investigation, and response for threats against critical infrastructures), and local law enforcement when necessary. There must be a help desk or group that offers advice.
· Costs associated with help desk support are not accrued at the system level.  Therefore, there is no need to budget separately to meet this standard.  This also meets standards 14.1.1 - 14.1.6 and 14.2.1 - 14.2.3.
NIST Standards 8.2.1 - 8.2.2:

Reference: NIST SP 800-18

Deposits and withdrawals of tapes and other storage media from the library must be authorized and logged. Entry to the computer room and tape/media library must be restricted through the use of key locks or other access devices. Unused keys and other entry devices must be secured. Entry codes must be changed periodically every 90 days.

· The oversight of library and computer room physical security, keys, and codes is not a cost accrued at the system level. Therefore, there is no need to budget separately to meet these standards.  These also meet standards 7.1.1, 7.1.2, 7.1.3, 7.1.5, 7.1.7, 7.1.8, 7.1.9, 7.1.10 - 7.1.11.

NIST Standard 8.2.3:

Reference: NIST SP 800-18

Audit trails should serve as a means of inventory management and should be used for the receipt of sensitive inputs and outputs. Keystroke monitoring should be used, and users notified. The system should correlate actions to users. The security controls should detect unauthorized access attempts. The audit trail should provide a trace of user actions, and should support after-the-fact investigations of how, when, and why normal operations ceased. Automated tools should be used to frequently review audit trail records in real time or near real time. Activity involving access to and modification of sensitive or critical files should be logged.  

· Use the following guidelines to budget for the purchase and installation of software and hardware that supports audit trails and investigations. There is no need to budget separately for this standard. This also meets standards 8.2.7, 11.2.4 - 11.2.5, 15.2.1, 16.1.1, 17.1.1 - 17.1.2, and 17.1.6 - 17.1.9.
	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Intrusion Detection System with Audit Trail Software
	1 FTE, 1 day for installation; $750 per server IDS probe; plus $240 per workstation agent; plus $1,300 per manager/console, and/or $4,800 per network IDS probe; plus $2,400 for analysis console; 1 FTE, 3 months for monitoring IDS
	1 FTE, 3 days; $750 per server IDS probe; plus $240 per workstation agent; plus $1,300 per manager/console, and/or $4,800 per network IDS probe; plus $2,400 for analysis console; 1 FTE, 6 months for monitoring IDS
	1 FTE, 2 weeks; $750 per server IDS probe; plus $240 per workstation agent; plus $1,300 per manager/console, and/or $4,800 per network IDS probe; plus $2,400 for analysis console; 1 FTE, 1 year for monitoring IDS


NIST Standards 8.2.4 - 8.2.6:

Reference: NIST SP 800-18

Audit trails should be used for receipt of sensitive input and output. Controls should be in place for transporting or mailing media or printed output. Internal and external labeling with special handling instructions should be enforced for the mailing and transporting of sensitive media and printed output.

· The necessary controls should be in place for transporting or mailing sensitive media and printed output, including internal and external labeling and special handling instructions. No specific individual costs have been identified with transporting or mailing media or printed output. Project Managers should ensure that documented procedures are in place for transporting and/or mailing media and printed output.

NIST Standard 8.2.7:

Reference: NIST SP 800-18

Audit trails should serve as a means of inventory management and should be used for the receipt of sensitive inputs and outputs. Keystroke monitoring should be used, and users notified. The system should correlate actions to users. The security controls should detect unauthorized access attempts. The audit trail should provide a trace of user actions, and should support after-the-fact investigations of how, when, and why normal operations ceased. Automated tools should be used to frequently review audit trail records in real time or near real time. Activity involving access to and modification of sensitive or critical files should be logged.  

· Use the following guidelines to budget for the purchase and installation of software and hardware that supports audit trails and investigations. There is no need to budget separately for this standard. This also meets standards 8.2.3, 11.2.4 - 11.2.5, 15.2.1, 16.1.1, 17.1.1 - 17.1.2, and 17.1.6 - 17.1.9.
	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Intrusion Detection System with Audit Trail Software
	1 FTE, 1 day for installation; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 3 months for monitoring IDS
	1 FTE, 3 days; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 6 months for monitoring IDS
	1 FTE, 2 weeks; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 1 year for monitoring IDS


NIST Standards 8.2.8 - 8.2.10: 

References: FISCAM AC-3.4; NIST SP 800-18

Official electronic records must be properly disposed of/archived. Information or media should not be duplicated. In some cases, information or media may need to be purged, overwritten, or degaussed if disposed or used elsewhere. Electronic records should be purged every time equipment is excised (i.e. when a computer is moved from one department to another, is put out of service, or is transferred to a new user).

· The costs to ensure electronic records are properly disposed of/archived on a regular basis, and to maintain records of their information sanitization processes are negligible, regardless of system size or criticality and sensitivity tier.  Therefore, there is no need to budget separately to meet this standard.  These also meet standards 3.2.11 - 3.2.12.

5.2.4 Contingency Planning


Contingency planning addresses the following critical elements:

1. Have the most critical and sensitive operations and their supporting computer resources been identified?

2. Has a comprehensive contingency plan been developed and documented?

3. Are tested contingency/disaster recovery plans in place?

Both GSSs and MAs should budget for costs associated with contingency planning.

NIST Standards 9.1.1 - 9.1.3, 15.1.1 - 5.1.3, 9.2.5, and 9.2.10:

References: FISCAM SC-1.1, 1.2, 1.3, 2.1, 3.1; NIST SP 800-18

A comprehensive contingency plan must be developed, tested, documented, and distributed to appropriate personnel. Critical data files and operations must be identified. Resources supporting critical operations must be identified. Management must establish and approve processing priorities. Responsibilities for recovery must be assigned. There should be detailed instructions for restoring operations. The location of stored backups should be identified. Approval of the plan is required from all personnel assigned responsibilities or directly affected by the plan.

· If no well-documented contingency plan is in place, use the following guidelines to budget for developing a plan. There is no need to budget separately for these standards. These also meet standards 4.1.4, 12.1.8 - 12.1.9, and 12.2.4.
	Task
	Cost

	
	Small
	Medium
	Large

	Contingency plan development
	1 FTE, 16 weeks
	1 FTE, 24 weeks
	1 FTE, 32 weeks


NIST Standards 9.2.4, 9.2.7, 9.2.9:

References: FISCAM SC-2.1, 3.1

There should be an alternate processing site, and a contract or interagency agreement in place. The backup storage site and alternate site should be geographically removed from the primary site and physically protected. Backup files should be created on a prescribed basis and rotated off-site often enough to avoid disruption if current files are damaged. The frequency of file backup must be documented. System and application documentation should be maintained at the off-site location. An up-to-date copy of the contingency plan should be stored securely off-site.
· If no alternate processing site contract or interagency agreement currently exists, and the system owner intends to use contractors to identify and contract for the off-site processing and storage location, use the following guidelines to identify geographically dispersed sites and negotiate contracting. There is no need to budget separately for these standards. These also meet standard 9.3.1.

	Task
	Cost

	
	Small
	Medium
	Large

	Procurement of off-site storage and processing site
	$30K per year
	$30K per year
	$30K per year


· Use the following guidelines to budget for the labor required for file back-up and off-site management and documentation. 
	Task
	Cost

	
	Small
	Medium
	Large

	Back-up file and off-site management and documentation
	1 FTE, 3 months
	1 FTE, 3 months
	1 FTE, 3 months


NIST Standard 9.2.8: 

Reference: FISCAM SC-3.1

All system defaults should be reset after being restored from a backup.

· There is no significant cost associated with resetting defaults to include in budgeting.

NIST Standard 9.3.1:

Reference: FISCAM SC-3.1

There should be an alternate processing site, and a contract or interagency agreement in place. The backup storage site and alternate site should be geographically removed from the primary site and physically protected. Backup files should be created on a prescribed basis and rotated off-site often enough to avoid disruption if current files are damaged. The frequency of file backup must be documented. System and application documentation should be maintained at the off-site location. An up-to-date copy of the contingency plan should be stored securely off-site.
· If no alternate processing site contract or interagency agreement currently exists, and the system owner intends to use contractors to identify and contract for the off-site processing and storage location, use the following guidelines to identify geographically dispersed sites and negotiate contracting. There is no need to budget separately for this standard. This also meets standards 9.2.4, 9.2.7, and 9.2.9.

	Task
	Cost

	
	Small
	Medium
	Large

	Procurement of off-site storage and processing site
	$30 per year
	$30 per year
	$30 per year


· Use the following guidelines to budget for the labor required for file back-up and off-site management and documentation. 
	Task
	Cost

	
	Small
	Medium
	Large

	Back-up file and off-site management and documentation
	1 FTE, 3 months
	1 FTE, 3 months
	1 FTE, 3 months


NIST Standard 9.3.2: 

Reference: FISCAM SC-2.3; NIST SP 800-18

Employees should receive adequate training to fulfill their security responsibilities and mandatory annual refresher courses (every other year). Personnel should be trained to recognize and handle incidents. Employees should be trained in their disaster recovery roles and responsibilities in the event that the contingency plan must be implemented.

· If employees have not received adequate training to fulfill their specific security responsibilities, then budget for training according to the following guidelines. One fee per employee allows employee access to multiple, online training and refresher courses and should only be budgeted for once. There is no need to budget separately for this standard. This also meets standard 13.1.3.

	Task
	Cost

	
	Small
	Medium
	Large

	Security training courses
	$150 per employee per year
	$150 per employee per year
	$150 per employee per year


NIST Standard 9.3.3:

Reference: FISCAM SC-3.1; NIST SP 800-18

 The plan should be periodically tested and readjusted as appropriate. Contingency plans and other associated documentation must be updated to reflect system changes.

· If there has been a system change, or if the contingency plan has not been tested within the past year, budget according to the following industry benchmarks to test and readjust plan. 
	Task
	Cost

	
	Small
	Medium
	Large

	Testing and Revision of Contingency Plan
	1 FTE, 6 weeks
	1 FTE, 8 weeks
	1 FTE, 10 weeks


5.2.5 Hardware and System Software Maintenance 

Hardware and system software maintenance addresses the following critical elements:


1. Is access limited to system software and hardware?

2. Are all new and revised hardware and software authorized, tested, and approved before implementation?

Both GSSs and MAs should budget for costs associated with hardware and system software maintenance.

NIST Standards 10.1.1 - 10.1.3:

References: OMB Circular A-130, III; FISCAM SS-3.1, CC-3.2, 3.3; NIST SP 800-18

All new and revised hardware and software should be authorized, tested, and approved before implementation. There should be version control. Distribution and implementation of new or revised software should be documented and reviewed. 

· To ensure the proper authorization and documentation of all new and revised hardware and software before it is implemented, budget according to the following guidelines.

	Task
	Cost

	
	Small
	Medium
	Large

	Hardware and software authorization and documentation
	1 FTE, 1 month
	1 FTE, 2 months
	1 FTE, 4 months


NIST Standard 10.2.1: 

Reference: NIST SP 800-18

An impact analysis must be conducted to determine the effect of proposed changes on existing security controls, including the required training needed to implement the control. 
· An impact analysis should be performed as part of the hardware and software authorization and documentation.  Therefore, there is no need to budget separately to meet this standard.

5.2.6 Data Integrity 

Data integrity addresses the following critical elements:


1. Is virus detection and elimination software installed and activated?

2. Are data integrity and validation controls used to provide assurance that the information has not been altered and the system functions as intended?

Both GSSs and MAs should budget for costs associated with data integrity.

NIST Standards 11.1.1 - 11.1.2:

Reference: NIST SP 800-18

Virus signature files should be routinely updated and virus scans performed automatically on a regular basis. Network activity logs should be maintained and reviewed.

· If virus signature files are not routinely updated and network activity logs maintained, budget to do so according to the following guidelines. There is no need to budget separately for this standard. This also meets standard 16.2.5.

	Task
	Cost

	
	Small
	Medium
	Large

	Update virus signatures and oversee network activity and access control logs
	1 FTE, 2 weeks
	1 FTE, 4 weeks
	1 FTE, 6 weeks


NIST Standard 11.2.1:  

Reference: NIST SP 800-18

Reconciliation routines such as checksums, hash totals, and record counts should be used by applications. 

· There are no labor costs associated with implementing reconciliation routines, as this should be an automated software function.  Therefore, there is no need to budget separately to meet this standard.

NIST Standard 11.2.3:

Reference: NIST SP 800-18

Procedures must be in place to determine compliance with passwords are changed at least every 90 days, that they are not displayed when entered, that they are unique and difficult to guess (requiring alpha numeric, upper/lower case, or special characters), that there is a procedure in place for handling lost and compromised passwords, that passwords are distributed securely and not revealed by users, that they are transmitted and stored using secure algorithms, that vendor-supplied passwords are replaced immediately, that there is a limit to the number of invalid access attempts that may occur for a given user, and that inactive ID's are disabled promptly. Access scripts with embedded passwords should be prohibited.

· Procedures to ensure that password policies are effective should be documented in and included in the cost of the System Security Plan.  Note that meeting this standard also meets standards 15.1.3 and 15.1.6 - 15.1.14.
NIST Standards 11.2.4 - 11.2.5:

Reference: NIST SP 800-18

Data integrity and validation controls must be used to provide assurance that the information as not been altered and the system functions as intended. Intrusion detection tools should be installed on the system. Applications should use integrity verification programs to look for evidence of data tampering, errors, and omissions.

· If an integrity verification program is not in place, budget according to the following guidelines to purchase data integrity and validation controls, plus to ensure that data integrity controls are installed and that staff are familiar with reading results. There is no need to budget separately for these standards. These also meet standards 8.2.3, 8.2.7, 15.2.1, 16.1.1, 17.1.1 - 17.1.2.
	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Intrusion Detection System with Data Integrity and Validation Controls
	1 FTE, 1 day for installation; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 3 months for monitoring IDS
	1 FTE, 3 days; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 6 months for monitoring IDS
	1 FTE, 2 weeks; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 1 year for monitoring IDS


NIST Standard 11.2.6: 

Reference: NIST SP 800-18
Intrusion detection reports should be routinely reviewed and any suspected incidents handled accordingly.

· The costs associated with the review and analyses of intrusion detection reports are included in the cost of maintaining audit logs.  Therefore, there is no need to budget separately to meet this standard.

NIST Standard 11.2.7: 

Reference: NIST SP 800-18

System performance monitoring should be used to analyze system performance logs in real time to look for availability problems, including active attacks.

· If system performance monitoring is not used to analyze system performance logs in real time, budget to do so using the following industry benchmarks.

	Task
	Cost

	
	Small
	Medium
	Large

	System performance monitoring in real time
	$6,900 per year


	$6,900 per year
	$6,900 per year


NIST Standard 11.2.8:

Reference: NIST SP 800-18

Penetration testing, design reviews, and system tests should be run prior to placing the system in production. System components must be tested, documented, and approved (operating system, utility, applications) prior to promotion to production.

· If system design has not undergone a thorough review and test (including design review, system component tests, and associated documentation and approvals), budget according to the following guidelines to do so.  There is no need to budget separately for this standard. This also meets standard 12.1.5.

	Task
	Cost

	
	Small
	Medium
	Large

	Design review and system testing prior to production  (“Application Security Assessment”)
	1 FTE, 1 week
	1 FTE, 1-3 months
	1 FTE, 3-8 months


NIST Standard 11.2.9:

Reference: NIST SP 800-18

Message authentication should be used. Digital signatures should be used and should conform to FIPS 186-2. Users should be individually authenticated via passwords, tokens, or other devices.

· If message authentication software has not been installed enabling the use of digital signatures and authentication, budget according to the following guidelines. Costs associated with message authentication and digital signatures are not applicable at this time.
	Task
	Cost

	
	Small
	Medium
	Large

	Digital Signatures and Authentication (Public Key Infrastructure Technology)
	N/A, TBD
	N/A, TBD
	N/A, TBD


5.2.7 Documentation


Documentation addresses the following critical elements:


1. Is there documentation that explains how software/hardware is to be used?


2. Are there formal security and operational procedures documented?

Both GSSs and MAs should budget for costs associated with documentation.

NIST Standards 12.1.1 - 12.1.3, 12.1.7:

Reference: NIST SP 800-18

There should be software distribution implementation orders including effective date provided to all locations, and there should be documentation of how the software/hardware is to be used. Software change request forms must be used to document requests and related approvals. There should be vendor-supplied documentation of purchased software and hardware. There should be user manuals.

· The costs associated with oversight of proper filing of software distribution, change request, and use documents, as well as configuration and equipment documentation (including vendor supplied information and user manuals) are not accrued at the system level.  Likewise, preparation of documentation and an associated records system for software distribution orders and how software/hardware is to be used is not a system cost.  Therefore, there is no need to budget separately to meet this standard.

NIST Standard 12.1.4:

Reference: NIST SP 800-18

There should be network diagrams and documentation on setups of routers, switches, and firewalls.
· If there are no network diagrams and documentation on setups of routers, switches, and firewalls then budget according to the following guidelines to prepare the proper documentation.

	Task
	Cost

	
	Small
	Medium
	Large

	Create network diagrams for setups of routers, switches, and firewalls
	1 FTE, 1 day


	1 FTE, 1 week


	1 FTE, 3 weeks




NIST Standard 12.1.5:

Reference: NIST SP 800-18

Penetration testing, design reviews, and system tests should be run prior to placing the system in production. System components must be tested, documented, and approved (operating system, utility, applications) prior to promotion to production.

· If system design has not undergone a thorough review and test (including design review, system component tests, and associated documentation and approvals), budget according to the guidelines below to do so. Note that documenting network diagram and design components as well as testing procedures is an integral component of the penetration testing process.  Meeting standard 11.2.8 should already meet standards 12.1.5. The costs below are representative of the entire penetration testing process, which should only be budgeted for once.

	Task
	Cost

	
	Small
	Medium
	Large

	Design review and system testing prior to production  (“Application Security Assessment”)
	1 FTE, 1 week
	1 FTE, 1-3 months
	1 FTE, 3-8 months


NIST Standard 12.1.6:

Reference: NIST SP 800-18

The SSP must establish and describe security requirements, effective and timely processes for reporting significant weaknesses and ensuring remedial action, authorizations for software modifications, and all topics prescribed in NIST Special Publication 800-18. The SSP should describe how data is currently shared among interconnected systems.

· The SSP should specifically address the following list of elements:  

· All appropriate system security requirements

· Establishment of an effective and timely process for reporting significant weaknesses and ensuring remedial action

· A record of all authorizations for software modifications

· All topics prescribed in NIST Special Publication 800-18

· A current description of data-sharing among interconnected systems

· A current description of the system boundary information, including a record of interconnected systems with insecure boundaries.

· If the SSP was not originally developed or most recently updated within the last three years, or if security controls were added since the development or last SSP update, use the following guidelines to budget for the revision and update of the SSP.  The revision and update of the SSP also includes the incorporation of any missing elements listed above. There is no need to budget separately for this standard. This also meets standards 5.1.2 - 5.1.3 and 12.2.3.

	Task
	Cost

	
	Small
	Medium
	Large

	Revision and update of system security plan
	1 FTE, 2 weeks
	1 FTE, 3 weeks
	1 FTE, 4 weeks


NIST Standards 12.1.8 - 12.1.9:

Reference: NIST SP 800-18

Emergency and backup procedures should be well documented. A comprehensive contingency plan must be developed, tested, documented, and distributed to appropriate personnel. Critical data files and operations must be identified. Resources supporting critical operations must be identified. Management must establish and approve processing priorities. Responsibilities for recovery must be assigned. There should be detailed instructions for restoring operations. The location of stored backups should be identified. Approval of the plan is required from all personnel assigned responsibilities or directly affected by the plan.

· If no well documented contingency plan is in place, use the following guidelines to budget for developing a plan. There is no need to budget separately for these standards. These also meets standards 4.1.4, 9.1.1 - 9.1.3, 15.1.1 - 5.1.3, 9.2.5, 9.2.10, and 12.2.2.
	Task
	Cost

	
	Small
	Medium
	Large

	Contingency Plan development
	1 FTE, 16 weeks
	1 FTE, 24 weeks
	1 FTE, 32 weeks


NIST Standard 12.2.1:

References: OMB Circular A-130, III; FISCAM PP-2.1; NIST SP 800-18

Systems and all interconnected systems must have a documented system security plan (SSP). Planned and in-place controls should operate as intended and be consistent with the identified risks and system/data sensitivity in the SSP. The SSP must include a summary.

· If there is no documented SSP, use the following guidelines to budget for new development. There is no need to budget separately for this standard. This also meets standards 3.2.8 and 3.2.10 and 4.1.5 - 4.1.6. Additional costs may be required for the review and update of the SSP.  
	Task
	Cost

	
	Small
	Medium
	Large

	Development of New System Security Plan
	1 FTE, 5 weeks
	1 FTE, 7 weeks
	1 FTE, 9 weeks


NIST Standard 12.2.2:

Reference: NIST SP 800-18

Emergency and backup procedures should be well documented. A comprehensive contingency plan must be developed, tested, documented, and distributed to appropriate personnel. Critical data files and operations must be identified. Resources supporting critical operations must be identified. Management must establish and approve processing priorities. Responsibilities for recovery must be assigned. There should be detailed instructions for restoring operations. The location of stored backups should be identified. Approval of the plan is required from all personnel assigned responsibilities or directly affected by the plan.

· If no well documented contingency plan is in place, use the following guidelines to budget for developing a plan. There is no need to budget separately for this standard. This also meets standards 4.1.4, 9.1.1 - 9.1.3, 15.1.1 - 5.1.3, 9.2.5, 9.2.10, and 12.1.8 - 12.1.9.
	Task
	Cost

	
	Small
	Medium
	Large

	Contingency Plan development
	1 FTE, 16 weeks
	1 FTE, 24 weeks
	1 FTE, 32 weeks


NIST Standard 12.2.3:

References: OMB Circular A-130, III; NIST SP 800-18

The SSP must establish and describe security requirements, effective and timely processes for reporting significant weaknesses and ensuring remedial action, authorizations for software modifications, and all topics prescribed in NIST Special Publication 800-18. The SSP should describe how data is currently shared among interconnected systems.

· The SSP should specifically address the following list of elements:  

· All appropriate system security requirements

· Establishment of an effective and timely process for reporting significant weaknesses and ensuring remedial action

· A record of all authorizations for software modifications

· All topics prescribed in NIST Special Publication 800-18

· A current description of data-sharing among interconnected systems

· A current description of the system boundary information, including a record of interconnected systems with insecure boundaries.

· If the SSP was not originally developed or most recently updated within the last three years, or if security controls were added since the development or last SSP update, use the following guidelines to budget for the revision and update of the SSP.  The revision and update of the SSP also includes the incorporation of any missing elements listed above. There is no need to budget separately for this standard. This also meets standards 5.1.2 - 5.1.3 and 12.1.6.

	Task
	Cost

	
	Small
	Medium
	Large

	Incorporate a missing element into an incomplete system security plan
	1 FTE, 2 weeks
	1 FTE, 3 weeks
	1 FTE, 4 weeks


NIST Standard 12.2.4:

Reference: NIST SP 800-18

Each time a security risk assessment is performed, the type of test data used (i.e. factual or fictitious) and the test results must be documented in a security risk assessment report. The report must document all known system vulnerabilities or flaws found in the risk assessment, as well as the final security risk determination and related management approval.

· The cost of oversight/filing of security risk management documentation is included in the cost of conducting the risk assessment.  Note that meeting this standard also meets standard 1.2.1.

NIST Standard 12.2.5:

Reference: NIST SP 800-18

The system must be certified, accredited, and authorized to operate. If security controls were added since development, the system must be re-certified.

· If the system has never been certified and accredited, or security controls were added since development and the system has not been re-certified since the addition, use the following associated costs to budget for certification and accreditation of the system.  These costs only pertain to the time and effort required of the designated and approving authorities for oversight of the completed C&A package and subsequently to officially document the C&A.  All other costs associated with the subcomponents of C&A, particularly to conduct assessments and/or to prepare any other required documentation, are addressed as independent entities throughout this guide. There is no need to budget separately for this standard. This also meets standards 3.2.3 - 3.2.4.
	Task
	Cost

	
	Small
	Medium
	Large

	Officially Document the Certification and Accreditation
	1 FTE, 2 weeks
	1 FTE, 3 weeks
	1 FTE, 4 weeks


5.2.8 Security Awareness, Training, and Education
Security awareness, training and education addresses the following critical element:

1. Have employees received adequate training to fulfill their security responsibilities?

In some cases, training costs may be provided by the OCIO. PMs should use their best judgment in determining whether to budget for training associated with their systems.

NIST Standard 13.1.3:

Reference: OMB Circular A-130, III

Employees should receive adequate training to fulfill their security responsibilities and mandatory annual refresher courses (every other year). Personnel should be trained to recognize and handle incidents. Employees should be trained in their disaster recovery roles and responsibilities in the event that the contingency plan must be implemented.

· If employees have not received adequate training to fulfill their specific security responsibilities, then budget for training according to the following guidelines. One fee per employee allows employee access to multiple online training and refresher courses and should only be budgeted for once.  There is no need to budget separately for this standard. This also meets standard 9.3.2.

	Task
	Cost

	
	Small
	Medium
	Large

	Security training courses
	$150 per employee per year
	$150 per employee per year
	$150 per employee per year


· If employees have received training, but have not received refresher training in the past year, budget according to the following industry benchmarks for refresher training courses. One fee per employee allows employee access to multiple online training and refresher courses and should only be budgeted for once.  There is no need to budget separately for this standard. This also meets standard 9.3.2.

	Task
	Cost

	
	Small
	Medium
	Large

	Security refresher courses
	$150 per employee per year
	$150 per employee per year
	$150 per employee per year


· All systems should budget for general IT security awareness training according to the industry benchmarks. General Security Awareness Training is a course required annually for all of Education’s employees. The Department of Education pays to license all of its employees to use the Unitech/EZI courses to fulfill this requirement. Prices vary by year dependent on changes in technology and costs of updating the programs.  There is no need to budget separately for this standard. This also meets standard 9.3.2.

	Task
	Cost

	
	Small
	Medium
	Large

	General Security Awareness Training
	$870 per year
	$870 per year
	$870 per year


NIST Standards 13.1.1, 13.1.5:

Reference: NIST SP 800-18

Users should be required to establish and sign Rules of Behavior. Employees should receive a copy of the Rules of Behavior and agency security policies and procedures or have easy access to them.  

· To incorporate agency security policies into Rules of Behavior, revise annually and ensure distribution to and signature by employees, budget according to the following guidelines.  There is no need to budget separately for these standards. These also meet standard 4.1.3.
	Task
	Cost

	
	Small
	Medium
	Large

	Production, distribution, and signing of Rules of Behavior
	1 FTE, 1 week
	1 FTE, 3 weeks
	1 FTE, 5 weeks


NIST Standard 13.1.2:

Reference: FISCAM SP-4.2

Employee training and professional development should be documented and monitored.

· The costs associated with documenting and monitoring security training are included in the training costs.  Therefore, there is no need to budget separately to meet this standard.
NIST Standard 13.1.4:

Reference: NIST SP 800-18

Methods should be employed to make employees aware of security (posters, booklets) to communicate the importance of protecting mission critical information assets. 

· The costs associated with the production and distribution of informative posters, fliers, etc., are not accrued at the system level.  Therefore, there is no need to budget separately to meet this standard.

5.2.9 Incident Response Capability

The incident response capability addresses the following critical elements:

1. Is there a capability to provide help to users when a security incident occurs in the system?

2. Is incident related information shared with organizations?

In some cases, the costs associated with incident response for a MA may be provided by a GSS. PMs for Ms should use their best judgment in determining whether to budget for incident response capability.

NIST Standards 14.1.1 - 14.1.6 and 14.2.1 - 14.2.3:

References: FISCAM SP-3.4; OMB Circular A-130, III; NIST SP 800-18; GISRA

A formal incident reporting and response capability should be available to provide help to users when a security incident occurs in the system. There should be a process to modify incident handling procedures and control techniques after an incident occurs. Alerts/advisories should be received and responded to. Inappropriate or unusual activity must be reported, investigated, and appropriate actions taken. Incidents should be monitored and tracked until resolved. Incident information and common vulnerabilities should be shared with appropriate organizations, including owners of interconnected systems, Federal Computer Incident Response Capability (FedCIRC), NIPC (the U.S.'s focal point for threat assessment, warning, investigation, and response for threats against critical infrastructures), and local law enforcement when necessary. There must be a help desk or group that offers advice.
· Costs associated with help desk support are not accrued at the system level.  Therefore, there is no need to budget separately to meet this standard.  There is no need to budget separately for these standards. These also meet standards 8.1.1.
5.3 Technical Controls 

5.3.1 Identification and Authentication 

Identification and authentication addresses the following critical elements:


1. Are users individually authenticated?


2. Are access controls enforcing segregation of duties?

In some cases, the costs associated with identification and authentication for a MA may be provided by a GSS. PMs for MAs should use their best judgment in determining whether to budget for identification and authentication.

NIST Standard 15.1.1:

References: FISCAM AC-2; NIST SP 800-18

Processes for requesting, establishing, issuing, and closing user accounts should be established. Individuals must be screened before being authorized to bypass significant technical and operational controls (or when controls cannot adequately protect the information), and should be periodically screened thereafter. Conditions should be established for when, to whom, and how to allow system access prior to completion of screening. Guest and anonymous accounts should be authorized and monitored. Data owners should periodically review access authorizations to determine whether they remain appropriate. Confidentiality and security agreements should be mandatory for employees assigned to work with sensitive information. Personnel files should be matched with user accounts to ensure that terminated or transferred individuals do not retain system access. Inactive users’ accounts should be monitored and removed when not needed. A current list should be maintained and approved of authorized users and their access.  

· The development and communication of user account authorization and management policies in included in the cost of developing the System Security Plan.  Therefore, there is no need to budget separately to meet this standard.  There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.2.2, 16.1.5, 16.2.12, and 17.1.5.

· For the oversight of user account authorization and management policies, budget according to the following guidelines. There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.2.2, 16.1.5, 16.2.12, and 17.1.5.
	Task
	Cost

	
	Small
	Medium
	Large

	Ongoing oversight of user account authorization and associated policies
	1 FTE, 1 month
	1 FTE, 4 months
	1 FTE, 1 year


NIST Standards 15.1.2, 15.1.5:

References: FISCAM AC-3.2; NIST SP 800-18

Message authentication should be used. Digital signatures should be used and should conform to FIPS 186-2. Users should be individually authenticated via passwords, tokens, or other devices.  

· If message authentication is not yet used and/or digital signature usage does not comply with FIPS 186-2, then budget to do so according to the following guidelines. Costs associated with message authentication and digital signatures are not applicable at this time.
	Task
	Cost

	
	Small
	Medium
	Large

	Digital Signatures and Authentication (PKI Technology)
	N/A, TBD
	N/A, TBD
	N/A, TBD


NIST Standard 15.1.4:

Reference: FISCAM AC-2.2

Emergency and temporary access authorization must be documented and approved by management, either prior to the change or after the emergency/temporary access.

· The documentation of emergency and temporary access authorization and the associated costs are included in the development of the System Security Plan.  Therefore, there is no need to budget separately to meet this standard.
NIST Standards 15.1.3, 15.1.6 - 15.1.14:

References: FISCAM AC-3.2; NIST SP 800-18

Procedures must be in place to determine compliance with passwords are changed at least every 90 days, that they are not displayed when entered, that they are unique and difficult to guess (requiring alpha numeric, upper/lower case, or special characters), that there is a procedure in place for handling lost and compromised passwords, that passwords are distributed securely and not revealed by users, that they are transmitted and stored using secure algorithms, that vendor-supplied passwords are replaced immediately, that there is a limit to the number of invalid access attempts that may occur for a given user, and that inactive ID's are disabled promptly. Access scripts with embedded passwords should be prohibited.

· Procedures to ensure that password policies are effective should be documented in and included in the cost of the System Security Plan.  There is no need to budget separately for these standards. These also meet standards 11.2.3.

NIST Standard 15.2.1:

References: FISCAM SD-2.1; OMB Circular A-130, III

Audit trails should serve as a means of inventory management and should be used for the receipt of sensitive inputs and outputs. Keystroke monitoring should be used, and users notified. The system should correlate actions to users. The security controls should detect unauthorized access attempts. The audit trail should provide a trace of user actions, and should support after-the-fact investigations of how, when, and why normal operations ceased. Automated tools should be used to frequently review audit trail records in real time or near real time. Activity involving access to and modification of sensitive or critical files should be logged.  

· Use the following guidelines to budget for the purchase and installation of software and hardware that supports audit trails and investigations. There is no need to budget separately for this standard. This also meets standards 8.2.3, 8.2.7, 11.2.4 - 11.2.5, 16.1.1, 17.1.1 - 17.1.2, and 17.1.6 - 17.1.9.

	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Intrusion Detection System with Audit Trail Software
	1 FTE, 1 day for installation; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 3 months for monitoring IDS
	1 FTE, 3 days; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 6 months for monitoring IDS
	1 FTE, 2 weeks; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 1 year for monitoring IDS


NIST Standard 15.2.2:

Reference: FISCAM AC-2.1

Processes for requesting, establishing, issuing, and closing user accounts should be established. Individuals must be screened before being authorized to bypass significant technical and operational controls (or when controls cannot adequately protect the information), and should be periodically screened thereafter. Conditions should be established for when, to whom, and how to allow system access prior to completion of screening. Guest and anonymous accounts should be authorized and monitored. Data owners should periodically review access authorizations to determine whether they remain appropriate. Confidentiality and security agreements should be mandatory for employees assigned to work with sensitive information. Personnel files should be matched with user accounts to ensure that terminated or transferred individuals do not retain system access. Inactive users’ accounts should be monitored and removed when not needed. A current list should be maintained and approved of authorized users and their access.  

· The development and communication of user account authorization and management policies in included in the cost of developing the System Security Plan.  There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.1.1, 16.1.5, 16.2.12, and 17.1.5.
· To ensure the proper oversight of user account authorization and management policies, budget according to the following guidelines.  There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.1.1, 16.1.5, 16.2.12, and 17.1.5.

	Task
	Cost

	
	Small
	Medium
	Large

	Ongoing oversight of user account authorization and associated policies
	1 FTE, 1 month
	1 FTE, 4 months
	1 FTE, 1 year


5.3.2 Logical Access Controls 

Logical access controls address the following critical elements:

1. Do the logical access controls restrict users to authorized transactions and functions?

2. Are there logical controls for telecommunications access?

3. If the public accesses the system, are there controls in place and implemented to protect the integrity of the application and the confidence of the public?

In some cases, the costs associated with logical access controls for a MA may be provided by a GSS. PMs for MAs should use their best judgment in determining whether to budget for logical access controls.

NIST Standard 16.1.1:

References: FISCAM AC-3.2; NIST SP 800-18

Audit trails should serve as a means of inventory management and should be used for the receipt of sensitive inputs and outputs. Keystroke monitoring should be used, and users notified. The system should correlate actions to users. The security controls should detect unauthorized access attempts. The audit trail should provide a trace of user actions, and should support after-the-fact investigations of how, when, and why normal operations ceased. Automated tools should be used to frequently review audit trail records in real time or near real time. Activity involving access to and modification of sensitive or critical files should be logged.  

· Use the following guidelines to budget for the purchase and installation of software and hardware that supports audit trails and investigations. There is no need to budget separately for this standard. This also meets standards 8.2.3, 8.2.7, 11.2.4 - 11.2.5, 15.2.1, 17.1.1 - 17.1.2, and 17.1.6 - 17.1.9.
	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Intrusion Detection System with Audit Trail Software
	1 FTE, 1 day for installation; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 3 months for monitoring IDS
	1 FTE, 3 days; $750 per server IDS probe $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 6 months for monitoring IDS
	1 FTE, 2 weeks; $750 per server IDS probe; $240 per workstation agent, $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 1 year for monitoring IDS


NIST Standard 16.1.2 - 16.1.3:

References: FISCAM AC-3.2; NIST SP 800-18

Communication software should be implemented to restrict access through specific terminals. There should be access control software that prevents individuals from fraudulent activity without collusion. Access to security software should be restricted to security administrators, and remote access to the system should be restricted.

· If communication software has not been deployed or if access to the software is not restricted to security administrators, budget to do so according to the following guidelines. There is no need to budget separately for these standards. These also meet standards 16.2.1 and 16.2.4.
	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Access Control Software (Strong Authentication)
	N/A, TBD
	N/A, TBD
	N/A, TBD


NIST Standards 16.1.7 - 16.1.8:

Reference: NIST SP 800-18

Sensitive data transmissions should be encrypted. Mobile and portable systems must be protected. Sensitive data files must be encrypted on all portable systems. If encryption is used, it must meet federal standards, and there should be procedures for key generation, distribution, storage, use, destruction, and archiving.

· If encryption software has not been implemented, budget to do so according to the following guidelines.  Software licenses are typically purchased in bulk, therefore costs are provided per package of 25 licenses.  There is no need to budget separately for these standards. These also meet standards 7.3.1.
	Task
	Cost

	
	Small
	Medium
	Large

	Encryption Software
	$25 per user
	$25 per user
	$25 per user


NIST Standards 16.1.4, 16.1.6, 16.1.9:

References: FISCAM AC-3.2; NIST SP 800-18

Access should be monitored to identify security violations and apparent violations or suspicious activity should be investigated. Access controls should enforce segregation of duties. Logical access controls should restrict users to authorized transactions and functions, and should control network access. Off-line storage of audit logs should be retained for a period of time and access to the audit logs strictly controlled. Access to tables defining network options, resources, and operator profiles should be restricted. Access to online audit logs should be strictly controlled. Access should be restricted to files at the logical view or field. Access to all program libraries must be restricted and controlled. Access to telecommunications hardware or facilities should be restricted. Internal security labels (naming conventions) should be used to control access to specific information types or files. Workstations should disconnect or screen savers lock system after a specific period of inactivity. The network connection should automatically disconnect at the end of a session. Insecure protocols (e.g., UDP, ftp) must be disabled.

· To set access controls, oversee that they are maintained and/or appropriately terminated, enforce access controls, and investigate suspected violations, budget according to the following guidelines. There is no need to budget separately for these standards. These also meet standards 16.2.2, 16.2.6, 16.2.9, and 17.1.3 - 17.1.4.
	Task
	Cost

	
	Small
	Medium
	Large

	Setting and maintenance of access controls
	1 FTE per year
	1 FTE per year
	1 FTE per year


NIST Standard 16.1.5:

References: FISCAM AC-3.2; NIST SP 800-18

Processes for requesting, establishing, issuing, and closing user accounts should be established. Individuals must be screened before being authorized to bypass significant technical and operational controls (or when controls cannot adequately protect the information), and should be periodically screened thereafter. Conditions should be established for when, to whom, and how to allow system access prior to completion of screening. Guest and anonymous accounts should be authorized and monitored. Data owners should periodically review access authorizations to determine whether they remain appropriate. Confidentiality and security agreements should be mandatory for employees assigned to work with sensitive information. Personnel files should be matched with user accounts to ensure that terminated or transferred individuals do not retain system access. Inactive users’ accounts should be monitored and removed when not needed. A current list should be maintained and approved of authorized users and their access.  

· The development and communication of user account authorization and management policies in included in the cost of developing the System Security Plan.  Therefore, there is no need to budget separately to meet this standard.  There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.1.1, 15.2.2, 16.2.12, and 17.1.5.

· To ensure the proper oversight of user account authorization and management policies, budget according to the following guidelines.  There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.1.1, 15.2.2, 16.2.12, and 17.1.5.

	Task
	Cost

	
	Small
	Medium
	Large

	Ongoing oversight of user account authorization and associated policies
	1 FTE, 1 month
	1 FTE, 4 months
	1 FTE, 1 year


NIST Standard 16.2.1 and 16.2.4:

References: FISCAM AC-3.2; NIST SP 800-18

Communication software should be implemented to restrict access through specific terminals. There should be access control software that prevents individuals from fraudulent activity without collusion. Access to security software should be restricted to security administrators, and remote access to the system should be restricted.

· If communication software has not been deployed or if access to the software is not restricted to security administrators, budget to do so according to the following guidelines. There is no need to budget separately for these standards. These also meet standards 16.1.2 - 16.1.3.
	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Access Control Software (Strong Authentication)
	N/A, TBD
	N/A, TBD
	N/A, TBD


NIST Standards 16.2.2, 16.2.6, and 16.2.9:

References: PSN Security Assessment Guidelines; FISCAM AC-3.2

Access should be monitored to identify security violations and apparent violations or suspicious activity should be investigated. Access controls should enforce segregation of duties. Logical access controls should restrict users to authorized transactions and functions, and should control network access. Off-line storage of audit logs should be retained for a period of time and access to the audit logs strictly controlled. Access to tables defining network options, resources, and operator profiles should be restricted. Access to online audit logs should be strictly controlled. Access should be restricted to files at the logical view or field. Access to all program libraries must be restricted and controlled. Access to telecommunications hardware or facilities should be restricted. Internal security labels (naming conventions) should be used to control access to specific information types or files. Workstations should disconnect or screen savers lock system after a specific period of inactivity. The network connection should automatically disconnect at the end of a session. Insecure protocols (e.g., UDP, ftp) must be disabled.

· To set access controls, oversee that they are maintained and/or appropriately terminated, enforce access controls, and investigate suspected violations, budget according to the following guidelines. There is no need to budget separately for these standards. These also meet standards 16.1.4, 16.1.6, 16.1.9, and 17.1.3 - 17.1.4.
	Task
	Cost

	
	Small
	Medium
	Large

	Setting and maintenance of access controls
	1 FTE per year
	1 FTE per year
	1 FTE per year


NIST Standard 16.2.3:

Reference: PSN Security Assessment Guidelines

Default settings of security features should be set to the most restrictive mode.

· The costs associated with ensuring that default settings of security features are set to the most restrictive mode are not accrued at the system level.  This is a standard configuration management procedure.  Therefore, there is no need to budget separately to meet this standard.
NIST Standard 16.2.5:

Reference: FISCAM AC-3.2

Virus signature files should be routinely updated and virus scans performed automatically on a regular basis. Network activity logs should be maintained and reviewed.

· If virus signature files are not routinely updated and network activity logs maintained, budget to do so according to the following guidelines. There is no need to budget separately for this standard. This also meets standards 11.1.1 - 11.1.2.

	Task
	Cost

	
	Small
	Medium
	Large

	Update virus signatures and oversee network activity and access control logs
	1 FTE, 2 weeks
	1 FTE, 4 weeks
	1 FTE, 6 weeks


NIST Standard 16.2.7 - 16.2.8:

References: PSN Security Assessment Guidelines; FISCAM AC-3.2; NIST SP 800-18

Management must authorize interconnections to all systems (including systems owned and operated by another program, agency, organization or contractor). Trust relationships among hosts and external entities should be appropriately restricted. Dial-in access should be monitored.  

· To ensure the proper authorization and management of inter-system relationships, budget according to the following guidelines.
	Task
	Cost

	
	Small
	Medium
	Large

	Authorization and management of inter-system relationships
	1 FTE, 1 month
	1 FTE, 2 months
	1 FTE, 4 months


NIST Standards 16.2.10 - 16.2.11:

References: FISCAM AC-3.2; NIST SP 800-18

Firewalls or secure gateways should be installed. When firewalls are installed, they should comply with firewall policy and rules.

· If firewalls and secure gateways have not yet been installed, budget according to the following guidelines for each access gateway that needs to be secured.
	Task
	Cost

	
	Small
	Medium
	Large

	Firewalls and Secure Gateways
	$1,500 for 50 VPN tunnels or 1,000 users, low processing speed
	$4,000 for average firewall (average in user quantity, processing speed, capabilities)
	$9,000 for carrier managed security and VPN services for large offices, higher speed/interface capabilities 


NIST Standard 16.2.12:

Reference: PSN Security Assessment Guidelines

Processes for requesting, establishing, issuing, and closing user accounts should be established. Individuals must be screened before being authorized to bypass significant technical and operational controls (or when controls cannot adequately protect the information), and should be periodically screened thereafter. Conditions should be established for when, to whom, and how to allow system access prior to completion of screening. Guest and anonymous accounts should be authorized and monitored. Data owners should periodically review access authorizations to determine whether they remain appropriate. Confidentiality and security agreements should be mandatory for employees assigned to work with sensitive information. Personnel files should be matched with user accounts to ensure that terminated or transferred individuals do not retain system access. Inactive users’ accounts should be monitored and removed when not needed. A current list should be maintained and approved of authorized users and their access.  

· The development and communication of user account authorization and management policies in included in the cost of developing the System Security Plan.  Therefore, there is no need to budget separately to meet this standard.  Note that meeting this standard also meets standards 6.1.8, 6.2.3, 15.1.1, 15.2.2, 16.1.5, and 17.1.5.

· To ensure the proper oversight of user account authorization and management policies, budget according to the following guidelines. There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.1.1, 15.2.2, 16.1.5, and 17.1.5.
	Task
	Cost

	
	Small
	Medium
	Large

	Ongoing oversight of user account authorization and associated policies
	1 FTE, 1 month
	1 FTE, 4 months
	1 FTE, 1 year


NIST Standards 16.3.1, 16.2.13:

References: FISCAM AC-3.2; OMB Memorandum M-99-18; NIST SP 800-18

If the public accesses the system, there should be controls implemented to protect the integrity of the application and the confidence of the public. An approved standardized log-on banner should be displayed on the system warning unauthorized users that they have accessed a U.S. Government system and can be punished. The privacy policy should be posted on the web site.

· To create appropriate warnings in order to raise confidence of public system users, budget according to the following guidelines. 
	Task
	Cost

	
	Small
	Medium
	Large

	Development of Public Warnings
	1 FTE, 30 minutes
	1 FTE, 1 hour
	1 FTE, 1 day


5.3.3 Audit Trails

Audit trails address the following critical element:

1. Is all activity involving access to and modification of sensitive or critical files logged?

In some cases, the costs associated with audit trails for a MA may be provided by a GSS. PMs for MAs should use their best judgment in determining whether to budget for audit trails.

NIST Standards 17.1.1 - 17.1.2, 17.1.6 - 17.1.9:

Reference: NIST SP 800-18

Audit trails should serve as a means of inventory management and should be used for the receipt of sensitive inputs and outputs. Keystroke monitoring should be used, and users notified. The system should correlate actions to users. The security controls should detect unauthorized access attempts. The audit trail should provide a trace of user actions, and should support after-the-fact investigations of how, when, and why normal operations ceased. Automated tools should be used to frequently review audit trail records in real time or near real time. Activity involving access to and modification of sensitive or critical files should be logged.  

· Use the following guidelines to budget for the purchase and installation of software and hardware that supports audit trails and investigations. There is no need to budget separately for these standards. These also meet standards 8.2.3, 8.2.7, 11.2.4 - 11.2.5, 15.2.1.

	Task
	Cost

	
	Small
	Medium
	Large

	Purchase and Install Intrusion Detection System with Audit Trail Software
	1 FTE, 1 day for installation; $750 per server IDS probe; $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 3 months for monitoring IDS
	1 FTE, 3 days; $750 per server IDS probe $240 per workstation agent; $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 6 months for monitoring IDS
	1 FTE, 2 weeks; $750 per server IDS probe; $240 per workstation agent, $1,300 per manager/console, and/or $4,800 per network IDS probe; $2,400 for analysis console; 1 FTE, 1 year for monitoring IDS


NIST Standards 17.1.3 - 17.1.4:

Reference: NIST SP 800-18

Access should be monitored to identify security violations and apparent violations or suspicious activity should be investigated. Access controls should enforce segregation of duties. Logical access controls should restrict users to authorized transactions and functions, and should control network access. Off-line storage of audit logs should be retained for a period of time and access to the audit logs strictly controlled. Access to tables defining network options, resources, and operator profiles should be restricted. Access to online audit logs should be strictly controlled. Access should be restricted to files at the logical view or field. Access to all program libraries must be restricted and controlled. Access to telecommunications hardware or facilities should be restricted. Internal security labels (naming conventions) should be used to control access to specific information types or files. Workstations should disconnect or screen savers lock system after a specific period of inactivity. The network connection should automatically disconnect at the end of a session. Insecure protocols (e.g., UDP, ftp) must be disabled.

· To set access controls, oversee that they are maintained and/or appropriately terminated, enforce access controls, and investigate suspected violations, budget according to the following guidelines. There is no need to budget separately for these standards. These also meet standards 16.1.4, 16.1.6, 16.1.9, 16.2.2, 16.2.6, and 16.2.9.
	Task
	Cost

	
	Small
	Medium
	Large

	Setting and maintenance of access controls
	1 FTE per year
	1 FTE per year
	2 FTEs per year


NIST Standard 17.1.5:

Reference: NIST SP 800-18

Processes for requesting, establishing, issuing, and closing user accounts should be established. Individuals must be screened before being authorized to bypass significant technical and operational controls (or when controls cannot adequately protect the information), and should be periodically screened thereafter. Conditions should be established for when, to whom, and how to allow system access prior to completion of screening. Guest and anonymous accounts should be authorized and monitored. Data owners should periodically review access authorizations to determine whether they remain appropriate. Confidentiality and security agreements should be mandatory for employees assigned to work with sensitive information. Personnel files should be matched with user accounts to ensure that terminated or transferred individuals do not retain system access. Inactive users’ accounts should be monitored and removed when not needed. A current list should be maintained and approved of authorized users and their access.  

· If user account authorization and management policies have not yet been developed and communicated, budget according to the following guidelines to do so. There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.1.1, 15.2.2, 16.1.5, and 16.2.1.

	Task
	Cost

	
	Small
	Medium
	Large

	Development and communication of user account authorization policies
	1 FTE, 6 months
	1 FTE, 6 months
	1 FTE, 6 months


· To ensure the proper oversight of user account authorization and management policies, budget according to the following guidelines.  There is no need to budget separately for this standard. This also meets standards 6.1.8, 6.2.3, 15.1.1, 15.2.2, 16.1.5, and 16.2.1.

	Task
	Cost

	
	Small
	Medium
	Large

	Ongoing oversight of user account authorization and associated policies
	1 FTE, 1 year
	1 FTE, 1 year
	1 FTE, 1 year


APPENDIX A: GLOSSARY

Access Control: Limiting access to information system (IS) resources to authorized entities (users, programs, processes, or other systems) only.

Accountability: Principle that responsibilities for ownership and/or oversight of IS resources are explicitly assigned and that assignees are answerable to proper authorities for stewardship of resources under their control.

Accreditation: Authorization and approval granted to a major application or general support system to process in an operational environment. It is made based on a certification by designated technical personnel that the system meets pre-specified technical requirements for achieving adequate system security. See also Authorize Processing, Certification, and Designated Approving Authority.
Authorize Processing: An action that occurs when management authorizes a system based on an assessment of the management, operational, and technical controls. By authorizing processing in a system the management official accepts the risk associated with it. See also Accreditation, Certification, and Designated Approving Authority.
Alert: Notice of specific attack directed at an organization’s IT resources.

Application: A software package designed to perform a specific set of functions, such as word processing or communications. See also Program.
Attack: Intentional attempt to bypass the physical or information security measures and controls protecting an IS. Synonymous with Penetration.
Attack Signature: Activities or alterations to an IS indicating an attack or attempted attack, detectable by examination of audit trail logs.

Audit: Independent review and examination of records and activities to assess the adequacy of system controls, to ensure compliance with established security policies and procedures, and/or to recommend necessary changes in controls, policies, or procedures to meet security objectives.

Audit Trail: Chronological record of system activities or message routing that permits reconstruction and examination of a sequence of events.

Authentication: Security measure designed to establish the validity of a transmission, message, or originator; or as a means of verifying a user’s authorization to access specific types of information.

Authorization: Access privileges granted to a user, program, or process.

Availability: Timely, reliable access to data and information services for authorized users.

Back Door: Hidden code or hardware device used to circumvent security controls.

Backup: Copy of files and applications made to avoid loss of data and facilitate recovery in the event of a system crash.

Biometrics: Automated methods of authenticating or verifying a user based on physical or behavioral characteristics. 

Bridge: A device that connects two networks or network segments; similar to a router but protocol-independent. See also Router.
Certificate: Digital record holding security information about a user (generally, the user’s public key for data encryption).

Certification Authority: A body responsible for authenticating that the information in a digital user certificate (e.g., a public key for data encryption) is bound to the owner of the certificate.

Change Control: See Configuration Management.
Cipher: An algorithm for encryption and decryption in which arbitrary symbols or groups of symbols are used to represent plain text, or in which units of plain text are rearranged, or both.

Classified Information: Information that has been determined under an applicable authority—such as Executive Order 12958 or the Atomic Energy Act of 1954, as amended—to require protection against unauthorized disclosure to protect national security and that is marked to indicate its classification.

Client-server Architecture: An architecture consisting of server programs that await and fulfill requests from client programs on the same or another computer.

Compromise: A breach of security policy involving unauthorized disclosure, modification, destruction, or loss of information, whether deliberate or unintentional.

Computer: A machine that can be programmed in code to execute a set of instructions (program). In an IS, the term “computer” usually refers to the components inside the case: the motherboard, memory chips, and internal storage disk(s).

Computer Security: Measures and controls that ensure confidentiality, integrity, and availability of IS assets, including hardware, software, firmware, and information being processed, stored, and communicated. Synonymous with Information Systems Security.
Concept of Operations (CONOP): Document detailing the method, act, process, or effect of using an IS.

Confidentiality: Assurance that information is not disclosed to unauthorized persons, processes, or devices.

Configuration Control: Process of controlling modifications to hardware, software, firmware, and documentation to ensure that an IS is protected against improper modification before, during, and after system implementation.

Configuration Management: Management of security features and assurances through control of changes made to hardware, software, firmware, documentation, test, test fixtures, and test documentation throughout the life cycle of an IS.

Contingency Pan: Plan maintained for emergency response, backup operations, and post-disaster recovery for an IS, to ensure availability of critical resources and facilitate the continuity of operations in an emergency.

Continuity Planning: A strategy or business plan for ensuring that prioritized business processes continue to function during times of service disruption. 

Critical Asset: An asset that supports national security, national economic security, and/or crucial public health and safety activities.

Critical Infrastructure: “Physical or cyber-based system essential to the minimum operations of the economy and government.” (PDD-63 definition)

Cryptography: Science of encrypting plain data and information into a form intelligible only to authorized persons who are able to decrypt it.

Data Integrity: A condition existing when data is unchanged from its source and has not been accidentally or maliciously modified, altered, or destroyed.

Denial of Service: Result of any action or series of actions that prevent any part of an IS from providing data or other services to authorized users.

Designated Approving Authority: An official with the authority to formally assume responsibility for operating an information system or network at an acceptable level of risk.  

Digital Signature: Cryptographic process used to assure the authenticity and nonrepudiation of a message originator and/or the integrity of a message.

Disaster Recovery: The process of restoring an IS to full operation after an interruption in service, including equipment repair/replacement, file recovery/restoration, and resumption of service to users.

Electronic Data Interchange: The transfer of data between different companies using networks, such as the Internet.

Email: Abbreviation for electronic mail, which consists of messages sent over an IS by communications applications. Email that is sent from one computer system to another or over the Internet must pass through gateways both to leave the originating system and to enter the receiving system.

Enterprise: The largest coordinated unit of an organization that is associated with the ownership of a leader.
Environment: Aggregate of the external procedures, conditions, and objects affecting the development, operation, and maintenance of an IS.

Event: An occurrence, not yet assessed, that may affect the performance of an IS. See Incident.

Extranet: A network that is accessible or partially accessible to authorized users outside the organization.

Fault Tolerance: The level of acceptable risk within a system that still enables a system to compute an accurate result despite problems with system functions.

File Transfer Protocol (FTP): A service that delivers files between clients and servers. Either the client or the server can initiate a transfer in either direction.

Firewall: An access control mechanism that acts as a barrier between two or more segments of a computer network or overall client-server architecture, used to protect internal networks or network segments from unauthorized users or processes.

Functionally Interdependent: Linked by function in such a way that when one fails to work, the other experiences diminished operating capability. 

Gateway: Interface between networks that facilitates compatibility by adapting transmission speeds, protocols, codes, or security measures.

Hacker: Any unauthorized user who gains, or attempts to gain, access to an IS, regardless of motivation.

Hardware: The physical components of a computer system.

Hot Site: An alternate site with a duplicate IS already set up and running, maintained by an organization or its contractor to ensure continuity of service for critical systems in the event of a disaster. See also Cold Site.

Identification: The process used by an IS to recognize an entity such as a user or another process.

Incident: An occurrence that has been assessed as having an adverse effect on the security or performance of an IS.

Information Operations: Actions taken to affect an adversary’s information and information systems while defending one’s own information and information systems.

Information System (IS): All the electronic and human components involved in the collection, processing, storage, transmission, display, dissemination, and disposition of information. An IS may be automated (e.g., a computerized information system) or manual (e.g., a library’s card catalog).

Information Systems Security Officer (ISSO): An official who manages the computer security program for an information system assigned to them by management; including monitoring information system activities, and ensuring that the information system is operated, maintained, and disposed of according to security policies and practices.

Information Systems Security: See Computer Security.

Integrity: Condition existing when an IS operates without unauthorized modification, alteration, impairment, or destruction of any of its components.

Interface: A common boundary or connector between two applications or devices, such as the graphical user interface (GUI) that allows a human user to interact with an application written in code.

Internet: A decentralized, global network of computers (Internet hosts), linked by the use of common communications protocols (Transmission Control Protocol/Internet protocol, or TCP/IP). The Internet allows users worldwide to exchange messages, data, and images. 

Internet Protocol (IP): A communications protocol that routes packets of data. The address of the destination system is used by intermediate routers to select a path through the network. See also Transmission Control Protocol (TCP).

Intranet: A private network for communications and sharing of information that, like the Internet, is based on TCP/IP but is accessible only to authorized users within an organization. An organization’s intranet is usually protected from external access by a firewall. 

Intrusion: Attacks or attempted attacks from outside the security perimeter of an IS.

Kerberos: An authentication system where two parties can exchange private information across an otherwise open network. It works by assigning a unique key, called a ticket, to each user that logs on to the network. The ticket is then embedded in messages to identify the sender of the message.

Key: A tool used to decipher encoded data. 

Malicious Program: Source code incorporated into an application that directs an IS to perform an unauthorized, often destructive, action.

Media: Short for storage media: physical objects on which data can be stored, such as hard disks, CD-ROMs, floppy disks, and tapes.

Memory: A computer’s internal capacity to store data, determined by the microchips installed.

Mission Critical System: Any telecommunications or information system used or operated by an agency or by a contractor of an agency, or other organization on behalf of an agency, that—

(A) Is defined as a national security system under Section 5142 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1452); 

(B) Is protected at all times by procedures established for information which has been specifically authorized under criteria established by an Executive Order or an Act of Congress to be classified in the interest of national defense or foreign policy; or

(C) Processes any information, the loss, misuse, disclosure, or unauthorized access to or modification of, would have a debilitating impact on the mission of an agency. 

Network: A set of computers that is connected and able to exchange data.

Network Interface Card (NIC): A hardware adapter that enables a computer to operate in a local area network (LAN). 

Network Mapping: A strategy for identifying the relationships between various connected computers and systems.

Network Security: Security procedures and controls that protect a network from: (1) unauthorized access, modification, and information disclosure; and (2) physical impairment or destruction.

Network Topology: The architectural layout of a network. Common topologies include bus (nodes connected to a single backbone cable), ring (nodes connected serially in a closed loop), and star (nodes connected to a central hub). 

Nonrepudiation: A cryptographic service that legally prevents the originator of a message from denying authorship at a later date.

Operational Controls: Security methods that focus on mechanisms that primarily are implemented and executed by people (as opposed to systems). 

Operating System: Software required by every computer that: (1) enables it to perform basic tasks such as controlling disks, drives, and peripheral devices; and (2) provides a platform on which applications can run.

OSI Model: A model created by the International Organization for Standardization, which has been accepted as the primary methodology for understanding the structure of a network. The seven layers are as follows: physical, data link, network, transport, session, presentation, and application.

Packet Filter: A type of firewall that examines each packet and accepts or rejects it based on the security policy programmed into it in the form of rules.

Password: A string of characters containing letters, numbers, and other keyboard symbols that is used to authenticate a user’s identity or authorize access to data. A password is generally known only to the authorized user who created it.

Patch: A modification to software that fixes an error in an application already installed on an IS, generally supplied by the vendor of the software software.

Penetration: See Attack.
Penetration Testing: A form of security testing in which evaluators attempt to circumvent the security features of a system based on their understanding of the systems design and implementation.

Peripheral Equipment: Any external device attached to a computer, including monitors, keyboards, mice, printers, optical scanners, and the like.

Probe: A device programmed to gather information about an IS or its users.

Program: A set of instructions in code that, when executed, causes a computer to perform a task.

Protocol: A set of rules and formats, semantic and syntactic, that allow one IS to exchange information with another.

Public Key Infrastructure (PKI): The set of policies, people, processes, technology and services that make it possible to deploy and manage the use of public-key cryptography and digital certificates on a wide scale.

Purge: To render stored applications, files, and other information on a system unrecoverable. See also Sanitize.

Push Technology: Technology that allows users to sign up for automatic downloads of online content, such as virus signature file updates, patches, news, and Web site updates, to their email boxes or other designated directories on their computers.

Redundancy: Duplication of system components (e.g., hard drives), information (e.g., backup tapes, archived files), or personnel intended to increase the reliability of service and/or decrease the risk of information loss.

Remote Access: Use of a modem and communications software to connect to a computer network from a distant location via a telephone line or wireless connection.

Residual Risk: The portion of risk that remains after security measures have been applied.  

Risk Management: The identification, assessment, and mitigation of probabilistic security events (risks) in information systems to a level commensurate with the value of the assets protected. Risk management is the process of assessing the possibility of something adverse happening, taking steps to reduce risk to an acceptable level, and maintaining that level of risk.  
Risk-based Management: Risk management that considers unquantifiable, speculative events as well as probabilistic events (that is, uncertainty as well as risk).

Router: A device that connects two networks or network segments and may use IP to route messages. 

Sanitize: To expunge data from storage media (e.g., diskettes, CD-ROMs, tapes) so that data recovery is impossible. See also Purge.
Secure Sockets Layer (SSL): A protocol used for transmitting private documents via the Internet by way of a private key to encrypt data.

Security Architecture: Part of the design that deals with the appearance, design, location, and materials of the security functions. 

Security Awareness: A program designed to improve organizational attitudes towards the importance of security and the adverse consequences of its failure. 

Security Education: An in-depth training program that is targeted for security professionals and those whose jobs require expertise in automated information security.
Sensitive Information: Unclassified information, the loss, misuse, or unauthorized disclosure or modification of which could adversely affect the national interest, the conduct of Federal programs, or the privacy of individuals protected by the Privacy Act (5 U.S.C. Section 552a). Information systems containing sensitive information are to be protected in accordance with the requirements of the Computer Security Act of 1987 (P.L. 100-235).

Server: A computer program that provides services to other computer programs in the same or another computer. A computer running a server program is frequently referred to as a server, though it may also be running other client (and server) programs.

Simple Network Management Protocol (SNMP): A widely implemented standard used for open and interoperable network management.
Sniffer: A software tool for monitoring network traffic. On a TCP/IP network, sniffers audit information packets.

Software: The electronically stored commands and instructions that make an IS functional, including the operating system, applications, and communications protocols.

Steganography: A method of hiding information by embedding messages within other, seemingly harmless messages.

System: A system is a set of IT infrastructure components that are under the same direct management control, that have the same function or mission objective, that have essentially the same operating characteristics and security needs, and that reside in the same general operating environment.

System Administrator (SA): Person responsible for the effective operation and maintenance of an IS, including implementation of standard procedures and controls to enforce an organization’s security policy.

System Integrity: Optimal functioning of an IS, free from unauthorized impairment or manipulation.

System Operational Status: There are three primary types of status: (a) Operational - system is currently in operation, (b) Under Development - system is currently under design, development, or implementation, or (c) Undergoing a major modification - system is currently undergoing a major conversion or transition.

System Security Officer: Person assigned to implement an organization’s computer security policy. Also referred to as a System Security Program Manager.

System Security Plan: A formal document listing the tasks necessary to meet system security requirements, a schedule for their accomplishments, and to whom responsibilities for each task are assigned.

Technical Controls: Hardware and software controls used to provide automated protection to the system or applications. Technical controls operate within the technical system and applications.

Threat: Any circumstance or event that could harm a critical asset through unauthorized access, compromise of data integrity, denial or disruption of service, or physical destruction or impairment.

Training The process of teaching people the skills that will enable them to perform their jobs more effectively. 
Transmission Control Protocol (TCP): A communication protocol that supports session-based communications and serves as a reliable transport service between source and destination systems. TCP depends on IP to provide a routing service. See Internet Protocol (IP).

User: A person or process authorized to access an IS.

User ID: Unique symbol or character string used by an IS to recognize a specific user.

Utility: A program that performs a specific task for an IS, such as managing a disk drive or printer.

Virtual Private Network (VPN): A tool used to protect private information by using a combination of tunneling, encryption, authentication, access control, and auditing services and technologies used to transport data over the Internet.

Virus: A small, self-replicating, malicious program that attaches itself to an executable file or vulnerable application and delivers a payload that ranges from annoying to extremely destructive. A File Virus executes when an infected file is accessed. A Macro Virus infects the executable code embedded in Microsoft Office programs that allows users to generate macros.

Virus Signature: Alterations to files or applications indicating the presence of a virus, detectable by virus scanning software.

Vulnerability: A flaw in security procedures, software, internal system controls, or implementation of an IS that may affect the integrity, confidentiality, accountability, and/or availability of data or services. Vulnerabilities include flaws that may be deliberately exploited and those that may cause failure due to inadvertent human actions or natural disasters.

Vulnerability Assessment: An examination of the ability of a system or application, including current security procedures and controls, to withstand assault. A vulnerability assessment may be used to: (1) identify weaknesses that could be exploited and (2) predict the effectiveness of additional security measures in protecting information resources from attack.

Vulnerability Audit: The process of identifying and documenting specific vulnerabilities in critical information systems.

Web Site: A location on the World Wide Web, accessed by typing its address (URL) into a Web browser. A Web site always includes a home page and may contain additional documents or pages.
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� NIST guidance can be found at the NIST Computer Security Resource Center (CRSC) at http://csrc.nist.gov/. Department of Education Security guidance can be found at the Office of the Chief Information Officer for Information Assurance share drive located at outlook:\\Public Folders\All Public Folders\OCIO\GISRA.


� (P.L. 106-398)


� Enterprise Architecture is defined as a set of business processes, applications, data descriptions, technical infrastructures, information flows and relationships designed to integrate an agency’s business with it’s processes, goals, and acquisitions.


� Please see the Department of Education General Support Systems and Major Applications Inventory Guide for the successful categorization of IT systems.  


� Refer to the Department of Education General Support Systems and Major Applications Inventory Guide for additional information.


� OMB Circular A-130, Appendix III


� These 17 categories align with the 17 elements of IT security identified in the NIST Self Assessment.


� OMB Circular A-130, Appendix III defines general support system or “system.”
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