The FOUR Rules

For Computer Virus Incidents

1. Don’t Spread Panic!  There’s no need to bring an area to a complete standstill.

2. Stop!  Don’t do anything further to the PC.  Do not continue processing, and do not turn off the PC.

3. Take Notes!  Write down any messages that appear on the screen, what processing was being done, what directory the PC was working from, etc.  This can aid in both diagnosis and recovery.

4. Call for Help!  Contact the Help Desk (480-7777) immediately.  They will ask you specific questions to determine if you have a confirmed virus or suspected virus incident.

For further information, refer to Public Debt’s Computer Virus Reporting and Recovery Procedures on PD Web.
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We all need to be aware of the dangers out there.

Please take a minute

to read this brochure. 
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Tips for a SECURE Password

· Don’t choose words that can be found in any dictionary, whether English or any language (hackers use password dictionaries).

· Don’t reverse the spelling of a dictionary word.

· Don’t choose a name associated with you in any way (middle initial, wife’s maiden name, pet’s name, child’s name, your favorite team’s name, films, etc.).

· Don’t use all numeric characters associated with you in any way (social security number, birth date, telephone number, etc.).

· Don’t use all numbers or all letters.  (A mixture of both is best.)

· Don’t choose a password that is all the same letter or number (zzzzzz or 555555).

· Don’t choose short passwords.  A good password should be at least 6 to 8 characters.

· Use an acronym from an easy to remember phrase (‘A stitch in time saves nine’ can translate to ‘ASITS9)’.

· Don’t use words from the King James Bible.

· Don’t use biological terms.

· Don’t write down your password.

E-Mail Safety

[image: image3.wmf]Many people think of e-mail as they do regular mail.  They would not expect anyone to open or read their mail!  There are many ways that embarrassing or perhaps damaging information about organizations or individuals can be accessed intentionally or mistakenly via

e-mail.

Some precautions to exercise when using e-mail:

· Do not use e-mail to send, receive, or store any messages that you wish to keep private.
· Treat e-mail as a shared system (messages sent, received, or stored will be available for review by authorized personnel).
· Use extreme caution when sending sensitive but unclassified (SBU) information through e-mail.  E-mail should be viewed differently and far more carefully than memos or telephone calls.
· SBU information should not be transmitted or forwarded to outside individuals or organizations not authorized to receive such information, or even to employees within an organization who are not authorized to receive it.
· Don’t forward SBU information to multiple parties unless there is a distinct reason to do so.
· Don’t access your e-mail if there is someone present who is in a position to peer over your shoulder (shoulder surfing) and figure out your password.
· E-mail passwords (as well as all other passwords) should be changed frequently and routinely.
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Please be on the lookout for security violations in your area.
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