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FORWARD
This document is designed to provide Windows 2000 system administrators with a quick and concise set of procedures to follow when first setting up and securing a new server.  The security controls described here are intended to be used on file servers, web servers, database servers and other systems that are not intended for interactive logon by average users.  All recommendations in this document should be thoroughly tested on non-production servers to verify that they will not impact the functionality of critical systems and networks.

These changes should be made in the following order:

· Download all applicable Service Packs and Hotfixes from Microsoft.com and burn them to a CD-ROM.

· Disconnect computer system from any network(s).

· Install Windows 2000 onto system, reformatting the hard drives with NTFS.

· Make changes to system BIOS, if desired.

· Install all Service Packs and Hotfixes from CD-ROM.

· Install any additional drivers for computer hardware.

· Enable auditing.

· Implement account policies and system security policies.

· Configure registry permissions and auditing.

· Configure file permissions.

· Configure additional application security controls.

· Install and configure additional event log security.

· Install Anti-Virus software and up-to-date virus signatures.

· Reconnect to network.

At no time should the computer be connected to any network until all security changes have been made.  After configuring Windows 2000 according to these guidelines, image the file system using an application such as Ghost so that the image can be deployed for all new systems.
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Information Security Professional Services

For: 

The Department of Transportation (DOT)

Office of the Secretary (OST)

This guideline for securing Windows 2000 systems documents the security features applied to  [SYSTEM NAME].  The guidelines are meant for implementation on a Windows 2000 system in one of three levels determined by a preliminary system risk evaluation. The risk levels are high, medium, and low.
Risk Determination (Quick Look)
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The risk determination is depicted in the illustration above as being a function of threat, vulnerability, and exposure. It can be used to quickly look at a proposed Windows 2000 deployment and sufficiently judge its inherent risk level based on the critically of the system (confidentiality, integrity, and availability requirements), the threat to the system (internal, external, natural, and malicious), the vulnerability of the system (including current and potential future vulnerability), and the exposure to the threat (internet facing, other security controls).

Because threats to computer systems are almost always prevalent, another way to depict the above chart is by using two components of the risk = vulnerabities × exposures × threat formula. These two components are exposure and vulnerability. As exposure and vulnerabilities increase, so does risk.
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High Risk.  It is likely that exploitation of a given vulnerability by a threat will severely and adversely affect a system, tangible and intangible resources or do harm to the reputation of the Department of Transportation.  This level of risk requires strong implementation measures, and actions and guidance under risk category H should be followed. 

Moderate Risk.  It is likely that exploitation of the identified vulnerability by a threat will moderately affect the system indicating the loss of some tangible assets or resources, or become damaging to the reputation of the Department of Transportation. This level of risk requires moderately strong implementation measures, and actions and guidance under risk category M should be followed.

Low Risk.  The identified weaknesses may be subject to exploitation by a threat, but the probability of exploitation is low, and the impact would be minor.  This level of risk indicates that management should be cautioned and corrective measures be applied where required. This level of risk requires core implementation measures, and actions and guidance under risk category L should be followed.

Figure 1: Risk Matrix Examples

	Purpose
	Quick Look Risk Rating

	Mail Server, Web Server, DNS Server

(Sensitive and Internet Facing)
	HIGH

	Domain Server, HR Database, Financials, Targets of Opportunity/Choice (CSIRC, Network Monitoring Servers, Helpdesk), Patient Database, Classified server.
	HIGH

	Firewall, Content Server, Proxy Server
	HIGH

	DHCP Server, Internal Mail Server (behind other security controls), Mobile Laptops
	MODERATE

	Development Server (Internal behind FW and other security controls), RRAS (behind other security controls) File Servers
	MODERATE

	User Desktop (behind other security controls)
	MODERATE

	Isolated Systems where network access controls allow for no incoming service request
	LOW

	Systems protected by a comprehensive security suite that includes workstation firewalls, intrusion detection, and constant monitoring with quick response time to incidents.
	LOW


1.0 Account Policies

	1.1. Password Strength

	Description
	Action
	Required

	Securing your environment requires strong passwords.  Mix upper and lower case with special characters. Do not use names, words found in the dictionary, or license plate numbers.
	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Password Policy –

Enable “Passwords must meet complexity requirements.”
	L
	M
	H
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	1.2. Password Length

	Description
	Action
	Required

	Securing your environment requires strong passwords.  
	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Password Length –

Set to at least 8 characters (or greater if require by local policy).
	L
	M
	H
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	1.3. Password Minimum Age

	Description
	Action
	Required

	The minimum password age specifies the minimum amount of time a user must keep his or her password in effect. This prevents users from using a script to rotate through the password history and reuse an old password.
	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Password Policy –

Set to 2 Days
	L
	M
	H
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	1.4. Password Maximum Age

	Description
	Action
	Required

	The maximum password age establishes the amount of time before the system requires a user to change their password.


	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Password Policy –

Set Maximum password age to 90 Days

Set Maximum password age to 60 Days

Set Maximum password age to 30 days

Note: Under DOT Policy, administrators must change their passwords at least every 30 days. Since Windows 2000 lacks the ability to specify different parameters for different accounts, this must be enforced procedurally.  
	L
	M
	H
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	1.5. Password Reversible Encryption  

	Warning. This policy should never be enabled unless application requirements are greater than the need to protect password information. In MOST cases, the policy should be DISABLED, as shown below.

	Description
	Action
	Required

	Reversible encryption stores the password in a weaker form than normal. Some applications may require access to user passwords to provide additional functionality and use reversible encryption.
	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Password Policy –

Set “Store password using reversible encryption” to DISABLED
	L
	M
	H
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	1.6. Account Lockout Duration  

	Description
	Action
	Required

	The account lockout duration determines the number of minutes the account remains unavailable.
	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Account Lockout Policy –

Set Account Lockout Duration to 30 minutes

Set Account Lockout Duration to 1 Hour

Set Account Lockout Duration to 2 Hours
	L
	M
	H
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	1.7. Account Lockout Threshold  

	WARNING! A malicious attacker could intentionally or inadvertently cause a denial of service condition by attacking all user accounts with a brute force password tool. However, where the protection of confidentiality and integrity are important, this is considered a prudent and necessary control measure. 

	Description
	Action
	Required

	Password attacks are often automated “guessing” programs that can brute force user passwords. The threshold setting can help deter password compromise.


	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Account Lockout Policy –

Set Account Lockout Threshold to 5.
	L
	M
	H
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	1.8. Reset Account Lockout

	Description
	Action
	Required

	Users may sometimes accidentally forget their passwords and lock themselves out of the system. This setting allows them to wait a minimum amount of time and try again. Must be set lower than or equal to the Account lockout duration.
	Under Control Panel, Administrative Tools, Security Policies, Account Policies, Password Policy –

Set Reset Account lockout to 20 minutes.

Set Equal to Account Lockout
	L
	M
	H
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	1.9. Rename Administrator Account

	Description
	Action
	Required

	Rename the Administrator account to prevent an attacker from easily guessing the Administrator username. Create a dummy administrator account to log attempted accesses.
	Under Control Panel, Administrative Tools, Computer Management, System Tools, Local Users and Groups, Users—

Rename Administrator account and create a dummy Administrator account with no privileges.
	L
	M
	H
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	1.10. Disable Guest Account

	Description
	Action
	Required

	The Guest account should be disabled to prevent access to unauthorized users. A malicious user could use this account and escalate privileges or insert malware onto the system.
	The Guest account is disabled by default.


Under Control Panel, Administrative Tools, Computer Management, System Tools, Local Users and Groups, Users—

Ensure that the Guest account is disabled.  Add  a strong password to the disabled account.
	L
	M
	H
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2.0 Local Policies

	2.1. Audit Account Logon Events

	Description
	Action
	Required

	This provides a method of tracking user logon and logout activities.


	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit account logon events to Success, Failure
	L
	M
	H

	
	
	[image: image34.png]



	[image: image35.png]



	[image: image36.png]




	2.2. Audit Account Management

	Description
	Action
	Required

	This action provides a method of tracking management actions, like creating new users.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit account management to Success, Failure
	L
	M
	H
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	2.3. Audit Directory Services Access

	Description
	Action
	Required

	This feature provides a method of tracking access to the Windows 2000 Active Directory.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit directory service access to Success, Failure.
	L
	M
	H
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	2.4. Audit Logon Events

	Description
	Action
	Required

	This feature allows for the tracking of logon events and is useful in forensic analyses after a system has been compromised.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit logon events to Success, Failure
	L
	M
	H
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	2.5. Audit Object Access  

	Information! Setting this policy does not automatically audit access to objects, nor does it automatically use system resources. You must set a success or failure attribute directly on the file or registry key that you need to monitor, using Windows Explorer or a command line tool such as Xcacls.exe.

	Description
	Action
	Required

	This feature allows for the tracking of access to system objects like specifically defined files, folders, or hardware like printers.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit object access to Success, Failure
	L
	M
	H
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	2.6. Audit Policy Change

	Description
	Action
	Required

	This feature is used to monitor policy changes and can be used as an early warning indication that event logging has been disabled.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit policy change to Success, Failure
	L
	M
	H
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	2.7. Audit Privilege Use  

	WARNING! Setting this feature to success will audit all privileged use on the system and will fill event logs quickly when the system has multiple users. 

	Description
	Action
	Optional

	This feature can be used to track user attempts to exercise privileges on file systems, folders, and objects.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit privilege use to  Failure

Due to the potential impact to the system, this is an optional control, but its use is encouraged for moderate to high risk systems.
	L
	M
	H
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	2.8. Audit System Events

	Description
	Action
	Required

	Used to track system events like services starting and stopping. Can be very useful in troubleshooting problems with servers and processes.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set Audit system events to Success, Failure.
	L
	M
	H
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	2.9. Maximum Application Log Size

	Description
	Action
	Required

	Sets the Maximum size of this event log.


	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set maximum application log size to 10240 KB*.

· Depends on disk size and number of expected events. This is given as an example.

· This field may only be present if a security policy template has been loaded and implemented.
	L
	M
	H
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	2.10. Maximum Security Log Size

	Description
	Action
	Required

	Sets the Maximum size of this event log.


	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set maximum security log size to 18.5 MB*

· Depends on disk size and number of expected events. This is given as an example.

· This field may only be present if a security policy template has been loaded and implemented.
	L
	M
	H

	
	
	[image: image57.png]



	[image: image58.png]



	[image: image59.png]




	2.11. Maximum System Log Size

	Description
	Action
	Required

	Sets the Maximum size of this event log.


	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set maximum system log size to 10240 KB*.

· Depends on disk size and number of expected events. This is given as an example.

· This field may only be present if a security policy template has been loaded and implemented.
	L
	M
	H
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	2.12. Restrict Guest Access to All Logs

	Description
	Action
	Required

	This feature when set will disable guest access to system and security logs.


	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set restrict guest access to system log to ENABLED*

Set restrict guest access to security log to ENABLED*

Set restrict guest access to application log to ENABLED*

·  This is given as an example.

This field may only be present if a security policy template has been loaded and implemented.
	L
	M
	H
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	2.13. Retention Method For Logs

	Description
	Action
	Required

	This feature allows the administrator to choose how log files will archived, rotated, or retained for backup.  Options are:

Overwrite events by days.

Overwrite events as needed.

Manually clear logs.

Not defined.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set retention method for security log to Overwrite in 30 Days *

Set retention method for application log to Manually Clear Logs *

·  This is given as an example.

This field may only be present if a security policy template has been loaded and implemented.
	L
	M
	H
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	2.14. Shutdown Computer When Security Log Full  

	WARNING! Setting this feature to ENABLED will place an extreme burden on system administrators and help desk personnel in a large computing environment. In most cases, it should be set to Disabled, as shown below.

	Description
	Action 
	Required

	This setting allows an administrator to have the system shut down if an audit security log becomes full of events. It is meant to combat a determined system attack.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Audit Policy –

Set shut down the computer when the security audit log is full to DISABLED.
	L
	M
	H
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	2.15. Restrictions For Anonymous Connections

	Description
	Action
	Required

	By default, Windows 2000 allows anonymous users to enumerate the names of domain accounts and network shares. This may allow an intruder to gain vital information to further attack the network. This feature is used to control that behavior.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set additional restrictions for anonymous connections to Do not allow enumeration of SAM accounts and shares.

Edit registry setting HKLM\SYSTEM\CurrentControlSet\Control\LSA

RestrictAnonymous (value 1)


	L
	M
	H
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	2.16. Allow Server Operators to Schedule Tasks

	Description
	Action
	Required

	This feature allows operators (Users) the ability to run the MS scheduler. This can be dangerous as an attacker can run scheduled tasks to send out nefarious emails, passwords, or sensitive information.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set Allow server operators to schedule tasks to DISABLED. (applies to Domain Controller only)


	L
	M
	H

	
	
	[image: image73.png]



	[image: image74.png]



	[image: image75.png]




	2.17. Allow System Shut Down Without Logon

	Description
	Action
	Required

	This feature allows for shut down of the computer without logging on.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set Allow system to be shut down without having to log on to DISABLED.
	L
	M
	H
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	2.18. Allowed to Eject Removable NTFS Media

	Description
	Action
	Required

	This feature allows for users to eject NTFS formatted devices/media. An attacker could remove media from one machine where there is only user privileges to another machine where there is administrator privileges and gain access to sensitive information.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set Allowed to eject removable NTFS media to Administrators.


	L
	M
	H
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	2.19. Amount of Idle Time Before Session Disconnect

	Description
	Action
	Required

	Each server message block (SMB) session consumes server resources. An attacker could repeatedly establish SMB sessions causing a denial of service.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set amount of idle time before disconnect to 15 minutes.
	L
	M
	H
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	2.20. Audit Access of Global System Objects

	Description
	Action
	Required

	This feature allows for the auditing of mutexes, events, semaphores, and DOS devices.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set audit access of global system objects to DISABLED.

Set audit access of global system objects to ENABLED in classified environments.
	L
	M
	H
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	2.21. Audit Use of Backup and Restore   

	WARNING! Setting this feature to ENABLED will record every file backed up or restored and can fill the system security log.

	Information! You can use this feature along with hash values to determine the last known good backup of a particular file or folder before a compromise. However, the security log will be large. It is also good for troubleshooting backup and restore operations.

	Description
	Action
	Required

	Use of this feature when the Audit Privilege Use feature is turned on can enable the administrator to audit malicious behavior of someone restoring files inappropriately.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set Audit Use of Backup and Restore to DISABLED. 


	L
	M
	H
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	2.22. Automatically Log Off Users  

	Information! You can use this feature for users only. It does not apply to Administrators.

	Description
	Action
	Required

	This setting affects the SMB component of a Windows 2000 server. If a clients’ logon hours are expired, it forces a logoff.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set to ENABLED


	L
	M
	H
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	2.23. Clear Virtual Memory on Shut Down

	Description
	Action
	Required

	To help Windows with multitasking functions, the pagefile may have sensitive information dumped to it, including passwords, emails, and documents.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set Clear Virtual Memory Page File When System Shuts Down to ENABLED.


	L
	M
	H
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	2.24. Digitally Sign Client Communications  

	WARNING! Setting this feature to ENABLED will add a 15% overhead to each packet sent and received. This may have serious performance issues on large networks and should typically only be deployed on networks requiring high security. 

	Description
	Action
	Required

	SMB signing authenticates both the server and user hosting the data. Implementing this feature in high security networks helps to prevent session hijacking.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set digitally sign client communications (always) to DISABLED.

Set digitally sign client communications (when possible) to ENABLED.
	L
	M
	H
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	2.25. Digitally Sign Server Communications  

	WARNING! Setting this feature to ENABLED will add a 15% overhead to each packet sent and received. This may have serious performance issues on large networks and should typically only be deployed on networks requiring high security. 

	Description
	Action
	Required

	SMB signing authenticates both the server and user hosting the data. Implementing this feature in high security networks helps to prevent session hijacking.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set digitally sign server communications (always) to DISABLED.

Set digitally sign server communications (when possible) to ENABLED.
	L
	M
	H

	
	
	[image: image100.png]



	[image: image101.png]



	[image: image102.png]




	2.26. Disable CTL+ALT+DEL For Logon

	Description
	Action
	Required

	Requiring the use of CTRL+ALT+DEL for logon ensures that users are communicating via a trusted path when entering their passwords.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set disable ctrl+alt+del to DISABLED.
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	2.27. Do Not Display Last User Name In Logon Screen

	Description
	Action
	Required

	A malicious person with physical access to a computer could gain username information and later run automated brute force tools to compromise an account.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set do not display last user name to ENABLED.
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	2.28. LAN Manager Authentication Level  

	WARNING! In some situations, Setting this feature to NTLMV2 may break Windows 2000 servers in a cluster configuration. This must be tested in advance of deployment.

	Description
	Action
	Required

	LM, NTLM, and NTLMv2 allows authentication on to the network and between the DC and client computers. NTLMv2 is the strongest authentication mechanism.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set LAN Manager authentication to NTLMV2.

Note: NTLMV2 is not compatible with older versions of Windows. This can only be enabled for a network that runs exclusively Windows 2000 and above.
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	2.29. Message Text For Users Attempting Logon

	Description
	Action
	Required

	This feature provides criminal trespass warnings for those that unlawfully enter your system.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set to USER DEFINED TEXT to contain the standard DOT security banner. 
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	2.30. Message Title For Users Attempting Logon

	Description
	Action
	Required

	This feature provides criminal trespass warnings for those that unlawfully enter your system.


	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set to USER DEFINED TEXT to read similar to:

“WARNING: THIS IS A U.S. DEPARTMENT OF TRANSPORTATION COMPUTER SYSTEM:”
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	2.31. Number of Previous Logons To Cache

	Description
	Action
	Required

	This features places the number of users logons into an encrypted cache spread throughout the registry in different location. If set to 10, 10 users will have logon information cached.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set number of previous logons to cache to 0.
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	2.32. Prevent System Maintenance Of Account Password

	Description
	Action
	Required

	This feature controls windows computer password accounts on a domain. 
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set prevent system maintenance of account password to DISABLED.
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	2.33. Prevent Users From Installing Print Drivers

	Description
	Action
	Required

	This feature should only be allowed by administrators.


	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set prevent users from installing print drivers to ENABLED.
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	2.34. Prompt User To Change Password

	Description
	Action
	Required

	This is a reminder feature designed to let users know their accounts will be disabled if they do not change their password within XX days.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set prompt user to change password to 14 days.
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	2.35. Recovery Console (Allow Administrative Logon)

	Description
	Action
	Required

	The recovery console is used to troubleshoot systems that will not reboot or start.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set recovery console: allow automatic administrative access to DISABLED.
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	2.36. Recovery Console (Allow Access To All Drives)

	Description
	Action
	Required

	This feature is used to stop inadvertent booting of the OS when the OS disk has been left in the CDROM, or when an administrative disk containing sensitive information has been left in the CDROM drive.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set recovery console: allow floppy copy and access to all drives and folders to DISABLED.
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	2.37. Rename Administrator Account

	Description
	Action
	Required

	Rename the Administrator account to prevent an attacker from easily guessing the Administrator username. Create a dummy administrator account to log attempted accesses.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set new Administrator name.
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	2.38. Rename Guest Account

	Description
	Action
	Required

	The Guest account should be disabled to prevent access to unauthorized users. A malicious user could use this account and escalate privileges or insert malware onto the system.
	The Guest account is disabled by default.

Under Control Panel, Administrative Tools, Computer Management, System Tools, Local Users and Groups, Users—

Ensure that the Guest account is disabled.
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	2.39. Restrict Removable Media Access

	Description
	Action
	Required

	These features apply to local access to floppy and CDROM drives. Setting to enabled will prevent remote users from accessing removable media.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set restrict access to locally logged on user for CDROM and FLOPPY to ENABLED.
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	2.40. Digitally Encrypt Secure Channels  

	Information! This feature is only supported by NT4.0 SP6a and later. Expected a small increase in network overhead. Down level domains may not be able to participate. This feature should be used between ALL machines, but only where high security is required, for extremely high requirements for protection of confidentiality and integrity.

	Description
	Action
	Required

	These features are used when negotiating with the domain for account logon. The account password is used to establish the secure channel. 
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set digitally encrypt or sign always to DISABLED.

Set digitally sign or encrypt when possible to ENABLED.
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	2.41. Require Strong Windows 2000 Session Keys

	Description
	Action
	Required

	The Windows 2000 session keys are much stronger and should be used whenever possible.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set secure channel: require strong windows 2000 session keys to ENABLED.
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	2.42. Send Unencrypted Passwords To Third Party SMB Server

	Description
	Action
	Required

	If this feature is enabled, plain text passwords can be sent to third party SMB servers. Plain text passwords are subject to capture and reuse.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set send unencrypted passwords to third party smb servers to DISABLED.
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	2.43. Shut Down System Immediately If Unable To Log Security

	Description
	Action
	Required

	This setting is disabled to prevent an attacker from causing a denial of service. Only enable on high security networks where logs are monitored 24x7.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set to DISABLED.

Set to ENABLED.
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	2.44. Smart Card Behavior

	Description
	Action
	Required

	If smart cards are being used and this setting is enabled, the machine will lockup until the smart card is reinstalled.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set smart card removal behavior to ENABLED.
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	2.45. Strengthen Default Global Permissions

	Description
	Action
	Required

	This setting is to control and strengthen the discretionary access controls list placed on shares, semaphores, and devices. If enabled, non-administrators will have only read access to shared objects that they do not create.
	Under Control Panel, Administrative Tools, Local Security Policy, Local Policies, Security Options –

Set strengthen default permissions of global objects to ENABLED.
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3.0 Services

Any service or application is a potential point of attack. Any unneeded services or executables should be disabled or removed from the system. It is important to remember that systems should be role secured  based upon their risk factor to the network. This means that a web servers security posture will be totally different than a desktop or mail server, and that its services will be different.

	3.1. Computer Browser

	Description
	Action
	Required

	The computer browser is used to serve information about the domain, shares, and systems to whomever request the information.
	Under Control Panel, Services –

Set service mode to AUTOMATIC in low risk and moderate risk environments.  

Set to MANUAL in high risk environments or DISABLED.
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	3.2. NTLM Security Support Provider

	Description
	Action
	Required

	This service provides backward compatibility for applications that require it. NTLM RPC service support is now include in the CORE OS.
	Under Control Panel, Services –

Set this service to DISABLED if not required by older applications.
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	3.3. SNMP Service

	Description
	Action
	Required

	This service is not installed by default, but is often used by Network Engineers and Administrators.
	Under Control Panel, Services –

Set this service to DISABLED unless needed.
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	3.4. Terminal Services

	Description
	Action
	Required

	This service allows for the remote administration of the server. Only enable this service if access is controlled to port 3389 via source address.
	Under Control Panel, Services –

Set this service to DISABLED unless source address request can be controlled.
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	3.5. Windows Management Instrumentation

	Description
	Action
	Required

	This service is required for managing logical disks that use computer management. It also facilitates performance alerts. Turning this service off may keep some applications from working.
	Under Control Panel, Services –

Set this service to AUTOMATIC
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	3.6. Messenger and Alerter Services

	Description
	Action
	Required

	These services control net send and net name commands.
	Under Control Panel, Services –

Set these services to DISABLED.
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	3.7. Telnet Service

	Description
	Action
	Required

	This service is often installed by Administrators and Network Engineers. This service should be removed or disabled and SSH server should be installed.
	Under Control Panel, Services –

Remove or DISABLE the service.
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	3.8. FTP Service

	Description
	Action
	Required

	This service is often installed with IIS. It passes passwords in clear text. Disable the service and install a SSH server.
	Under Control Panel, Services –

Set this service to DISABLED.
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	3.9. Trivial FTPD

	Description
	Action
	Required

	This service is typically installed by Network administrators and should be disabled to prevent malicious code or sensitive information from being compromised.
	Under Control Panel, Services –

Remove this service.
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	3.10. Simple TCP/IP

	Description
	Action
	Required

	These are legacy services and known vulnerable to many types of denial of service attacks.
	Under Control Panel, Services –

Set service to DISABLED.
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	3.11. TCP/IP Print Server

	Description
	Action
	Required

	Service should be disabled if the server is not providing TCP print services/spooling.
	Under Control Panel, Services –

Set service to DISABLED.
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	3.12. QOS RSVP

	Description
	Action
	Required

	This service is not required by most systems and is used primarily as a routing performance service.
	Under Control Panel, Services –

Set service mode to DISABLED.


	L
	M
	H

	
	
	[image: image189.png]



	[image: image190.png]



	[image: image191.png]




	3.13. Clip Book

	Description
	Action
	Required

	Allows clip book views from a remote location to read clip book files on the server..
	Under Control Panel, Services –

Set service mode to DISABLED.
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	3.14. Fax Service

	Description
	Action
	Required

	This service is often installed by third party products or as part of the Windows 2000 install. It should only be used in specific Fax and RAS configurations.
	Under Control Panel, Services –

Set service mode to DISABLED.
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	3.15. Indexing 

	Description
	Action
	Required

	The Indexing service provides for fast file access by indexing file table entries. It has been exploited and should not be used unless needed.
	Under Control Panel, Services –

Set service mode to MANUAL or DISABLED.
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	3.16. Enabled Services List

	Description
	Action
	Required

	The following services are normally required for Windows 2000 to work properly and can be safely enabled.
	Under Control Panel, Services –
Automatic Updates

DHCP Client (When on DHCP Network)

DISTRIBUTED LINK Tracking Client
DNS Client

Event Log

IPSEC Policy Agent

Logical Disk Manager

NetLogon

Plug and Play

Protected Storage

Remote Procedure Call (DFS File Systems)

Security Accounts Manager

Server

System Event Notification

TCP/IP NetBios Helper

Windows Time

Workstation

Note: Automatic Updates should only be used on servers configured to use a local Microsoft SUP server that receives updates after thorough testing.
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	3.17. Net Meeting Remote Desktop Sharing

	Description
	Action
	Required

	Net meeting allows remote computers to take control of your desktop. This service should be disabled unless absolutely needed.
	Under Control Panel, Services –

Set to Manual or DISABLED.
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4.0 Registry Settings

The default permissions or access control lists applied to the registry are much more secure with Windows 2000 than they were with NT 4. The following implementation guidance secures the registry even tighter than the default install.

Each heading is followed by the applicable registry location, a description of why the action is necessary, and a description of the required registry changes.

Where registry keys do not already exist, they must be created.

	4.1. Resilience to Distributed Denial of Service Attacks

	HKLM\System\CurrentControlSet\Services\Tcpip\Parameters

	Description
	Action
	Required

	These settings should be added to the registry to make the system resilient to DDOS attacks.
	Registry Value Entry           Format       Value

EnableICMPRedirect        DWORD     0

SynAttackProtect               DWORD     2

EnableDeadGWDetect      DWORD      0

EnablePMTUDiscovery     DWORD     0

KeepAliveTime                   DWORD     300,000

DisableIPSourceRouting    DWORD     2

TcpMaxConnectResponseRetransmissions

                                              DWORD      2

TcpMaxDataRetransmissions   DWORD  3

PerformRouterDiscovery   DWORD      0

TCPMaxPortsExhausted    DWORD      5
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	4.2.  Handling Half-Open HTTP and FTP Requests

	HKLM\System\CurrentControlSet\Services\AFD\Parameters

	Description
	Action
	Required

	Add these registry entries to allow afd.sys to better handle half-open HTTP and FTP requests through dynamic backlogging. 
	Registry Value Entry                   Format       Value

DynamicBacklogGrowthDelta    DWORD     10

EnableDynamicBacklog              DWORD      1

MinimumDynamicBacklog          DWORD      20

MaximumDynamicBacklog         DWORD     20000
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	4.3. Protection Against Discovery of NetBIOS Name

	WARNING! In some situations, this registry entry may cause WINS to stop working. This must be tested in advance of deployment. The NetBIOS names can also be loaded into the LMHOSTS file as an option to adding this registry key.

	HKLM\System\CurrentControlSet\Services\Netbt\Parameters  

	Description
	Action
	Required

	Add this value registry entry to stop attacks that make a computer release its NetBIOS name. This information is used by an attacker in NetBIOS discovery. 
	Registry Value Entry                    Format       Value 

NoNameReleaseOnDemand         DWORD      1
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	4.4. Disable The Use of 8.3 File Name Conventions

	HKLM\System\CurrentControlSet\Control\FileSystem

	Description
	Action
	Required

	Add this registry entry to disable the use of 8.3 file name conventions. Attackers could access long file names using short name standards.
	Registry Value Entry                    Format       Value 

NtfsDisable8dot3NameCreation   DWORD    1
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	4.5. Disable Autorun On CDROM Drives

	HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer

	Description
	Action
	Required

	This registry entry will stop autorun on CDROM drives to prevent malicious code from running.
	Registry Value Entry             Format   Value 

NoDriveTypeAutoRun          DWORD  0xFF    
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	4.6. Remove The OS2 And POSIX Subsystems

	HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystems

	Description
	Action
	Required

	This registry entry removes OS2 and POSIX subsystems.
	Delete these subkeys:

Optional

OS/2

POSIX
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	4.7. Eliminate Screen Saver Grace Period

	HKLM\SYSTEM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon \ScreenSaverGracePeriod

	Description
	Action
	Required

	This registry entry makes screen saver activity immediate with no grace period.
	Registry Value Entry                    Format       Value 

ScreenSaverGracePeriod               String            0
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	4.8. Protection of Kernel Object Attributes 

	HKLM\SYSTEM\CurrentControlSet\Control\Session Manager

	Description
	Action
	Required

	This setting ensures that the object manager may change attributes of a kernel object in the object table for the current process if, and only if, the previous mode of the caller is kernel mode.
	Registry Value Entry                    Format       Value 

EnhancedSecurityLevel                DWORD     1
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	4.9. Restrict Null Access to Shares

	HKLM\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters

	Description
	Action
	Required

	This registry entry restricts null access to shares on the computer.
	Registry Value Entry                    Format       Value 

RestrictNullSessAccess               DWORD      1

DELETE NullSessionPipes

DELETE NullSessionShares
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	4.10. Event Log 90% Full Warning 

	HKLM\SYSTEM\CurrentControlSet\Services\Eventlog\Security

	Description
	Action
	Required

	This registry entry gives a warning in the event log that log level is 90% full.
	Registry Value Entry                    Format       Value 

WarningLevel                              DWORD   90
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	4.11. Bypass Cached Credentials Without Upgrading Privileges

	HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

	Description
	Action
	Required

	Add This registry entry to bypass cached credentials and allow locally locked out accounts to still access the domain without upgrading privileges.
	Registry Value Entry                    Format       Value 

ForceUnlockLogon                      DWORD    1
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	4.12. Disable LM Hash Creation

	WARNING! Have users change password after this key is added because LM Hash data is cached on the server.

	HKLM\SYSTEM\CurrentControlSet\Control\Lsa\  

	Description
	Action
	Required

	Add This registry key to disables LM Hash creation. Tools such as L0phtcrack can pick LM Hashes from the network.
	Registry Value Entry                    Format       Value 

Add NoLMHash key to above entry
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5.0 Configure IPSEC

Internet Protocol Security (IPSEC) was initially designed to encrypt data as it travels between two computers. IPSEC can also be used to lockdown the network interface by locking down ports. This is an excellent strategy to use to help protect against internal attacks, or to add security resilience to a compromised network.

IPSEC policies can be implemented in the IP Security Policies section of the Local Security Settings MMC snap-in. Included in the Windows 2000 Resource Kit is IPSecPol.exe. It is used to create, assign,  and delete IPSEC policies from the command line.

The syntax of IPSecPol.exe is:

Ipsecpol –w REG –p “Packet Filter” –r “Inbound Web” –f  *+hostIP:hostport:TCP –n pass

Where –w REG writes a static policy to the registry

Where –p creates a policy called Packet Filter

Where –r creates a rule called Inbound Web

Where –f adds the filter, *=any source address and any port, hostIP=IP addess of protected server, hostport=port to apply filter too

Where –n PASS allows traffic to pass.

	5.1. Add Packet Filters Using IPSEC

	Description
	Action
	Required

	Administrators can easily script the execution of IPSEC filters to apply across the domain. Required ports should be allowed for server roles, like for Web Servers, Mail Servers, and DNS Servers. The follwing example is for a DNS Server. ONLY OPEN REQUIRED PORTS.
	Ipsecpol –w REG –p “Packet Filter” –r “DNS” –f  *+192.168.0.1:53:TCP –f  *+192.168.0.1:53:UDP –n pass
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	5.2. Add Block All with IPSEC

	Description
	Action
	Required

	This IPSEC policy will block all that is not specifically allowed.
	Ipsecpol –w REG –p “Packet Filter” –r “DENY Inbound” –f *+192.168.0.1 –n BLOCK
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	5.3. Assign IPSEC Policy

	Description
	Action
	Required

	This last command assigns the IPSEC policy. 
	Ipsecpol –w REG –p “Packet Filter” –r “DENY Inbound” –f *+192.168.0.1 –n BLOCK
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	5.4. Add Block All with IPSEC  

	Information! By replacing the –x flag with –o the policy can be deleted. The policy can be unassigned with the –y flag.

	Description
	Action
	Required

	This IPSEC policy will block all that is not specifically allowed.
	Ipsecpol –w REG –p “Packet Filter” –x
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6.0 Files and Permissions

	6.1. Move CMD.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator. 
	Create a directory out of path called AAO (admin access only) and move c:\winnt\system32\cmd.exe to the AAO directory.
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	6.2. Move FINGER.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator. 
	Move finger.exe to the AAO directory.
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	6.3. Move NBTSTAT.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move NBTSTAT.exe to the AAO directory.
	L
	M
	H

	
	
	
	[image: image237.png]



	[image: image238.png]




	6.4. Move NETSTAT.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move netstat.exe to the AAO directory.
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	6.5. Move RSH.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the RSH.exe file to the AAO directory.
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	6.6. Move RCP.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the RCP.exe file to the AAO directory.
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	6.7. Move ROUTE.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the Route.exe file to the AAO directory.
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	6.8. Move TELNET.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the telnet.exe file to the AAO directory.
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	6.9. Move TFTP.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the tftp.exe file to the AAO directory.
	L
	M
	H
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	6.10. Move TRACERT.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the TRACERT.exe file to the AAO directory.
	L
	M
	H
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	6.11. Move COMMAND.COM

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the COMMAND.COM file to the AAO directory.
	L
	M
	H
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	6.12. Remove DOS Files 

	Description
	Action
	Required

	This directory should be removed to prevent an attacker from booting to the DOS Kernel.
	Search for a directory called DOS. If found, Delete the Directory.
	L
	M
	H
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	6.13. Remove OS/2 Subsystem Files

	Description
	Action
	Required

	These files should be removed.
	Search for and delete the following files and directories:

· OS2 (DIR)

· Os2.exe

· Os2srv.exe

· Os2ss.exe

· Netapi.os2
	L
	M
	H
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	6.14. Remove POSIX Subsystem

	Description
	Action
	Required

	These files should be removed.
	Search for and delete the following files or directories:

· Posix.exe

· Psxdll.dll

· Psxss.exe
	L
	M
	H
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	6.15. Move NET.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the Net.exe file to the AAO directory.
	L
	M
	H
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	6.16. Move IPCONFIG.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the IPConfig.exe file to the AAO directory.
	L
	M
	H
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	6.17. Move PING.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the Ping.exe file to the AAO directory.
	L
	M
	H
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	6.18. Move REGEDT32.EXE

	Description
	Action
	Required

	This file should be moved to a location that is not in the environment path and authorized access by only the Administrator
	Move the RegEdt32.exe file to the AAO directory.
	L
	M
	H
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Note: Some of the files listed in the following table may have been moved in the previous section.  Their new location should be used instead of the \Winnt\System32 directory named below.

	6.19. Change File Permissions All Risk Categories
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	FILE /DIRECTORY
	USER/GROUP
	PERMISSIONS

	C:\

(Propagate instead of Replace)
	Administrators

CREATOR OWNER

SYSTEM

Users
	Full Control

Full Control (subfolders and files)

Full Control

Traverse folder, Read attributes, Read extended attributes, Create files, Create folders (folder and subfolders)

	C:\autoexec.bat
	Administrators

SYSTEM

Users
	Full Control
Full Control

Read, Execute

	C:\boot.ini
	Administrators

SYSTEM
	Full Control

Full Control

	C:\config.sys
	Administrators

SYSTEM 

Users
	Full Control

Full Control

Read, Execute

	C:\Documents and Settings

(Propagate instead of Replace)
	Administrators

SYSTEM

Users
	Full Control

Full Control

Read, Execute

	C:\Documents and Settings\All Users

(Propagate instead of Replace)
	Administrators

SYSTEM

Users
	Full Control

Full Control

Read, Execute

	C:\Documents and Settings\Default User


	Administrators

SYSTEM

Users
	Full Control

Full Control

Read, Execute

	C:\io.sys
	Administrators

SYSTEM

Users
	Full Control

Full Control

Read, Execute

	C:\msdos.sys
	Administrators

SYSTEM

Users
	Full Control

Full Control

Read, Execute

	C:\ntdetect.com
	Administrators

SYSTEM
	Full Control

Full Control

	C:\ntldr
	Administrators

SYSTEM
	Full Control

Full Control

	C:\Program Files
	Administrators

CREATOR OWNER

SYSTEM

Users
	Full Control

Full Control (subfolders and files)

Full Control

Read, Execute

	%SystemRoot%

(C:\Winnt by default)
	Administrators

CREATOR OWNER

SYSTEM

Users
	Full Control

Full Control (subfolders and files)

Full Control

Read, Execute

	%SystemRoot%\$NtServicePackUninstall$
	Administrators

SYSTEM
	Full Control

Full Control

	%SystemRoot%\debug

(Propagate instead of Replace)
	Administrators

CREATOR OWNER

SYSTEM

Users
	Full Control

Full Control (subfolders and files)

Full Control

Read, Execute

	%SystemRoot%\NTDS

(May not be in %SystemRoot%, check to make sure)

(Propagate instead of Replace)
	Administrators

SYSTEM
	Full Control

Full Control

	%SystemRoot%\regedit.exe
	Administrators

SYSTEM
	Full Control

Full Control

	%SystemRoot%\Repair
	Administrators

SYSTEM
	Full Control

Full Control

	%SystemRoot%\System32
	Administrators

CREATOR OWNER

SYSTEM

Users
	Full Control

Full Control (subfolders and files)

Full Control

Read, Execute

	%SystemRoot%\System32\config
	Administrators

SYSTEM
	Full Control

Full Control

	%SystemRoot%\System32\dllcache
	Administrators

CREATOR OWNER

SYSTEM
	Full Control

Full Control

Full Control

	%SystemRoot%\System32\GroupPolicy

(Propagate instead of Replace)
	Administrators

Authenticated Users

SYSTEM
	Full Control

Read, Execute

Full Control

	%SystemRoot%\System32\ias
	Administrators

CREATOR OWNER

SYSTEM
	Full Control

Full Control

Full Control

	%SystemRoot%\System32\Ntbackup.exe
	Administrators

SYSTEM
	Full Control

Full Control

	%SystemRoot%\System32\Regedt32.exe
	Administrators

SYSTEM
	Full Control

Full Control

	%SystemRoot%\System32\secedit.exe
	Administrators

SYSTEM
	Full Control

Full Control


7.0 USER RIGHTS POLICY CONFIGURATION

These configurations are intended for moderate to high risk computer systems. This is especially true for systems containing sensitive or classified information.

	User Rights
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	Authorized Groups

	Users Rights
	Domain

Controllers
	Member

Servers
	Windows 2000

Professional

	Access this computer from network
	Administrators

Authenticated Users

Enterprise Domain Controllers
	Administrators

Users
	Administrators

Users

	Act as part of the operating system *
	(None)
	(None)
	(None)

	Add workstations to domain
	Administrators

Enterprise Domain Admins
	Administrators
	Administrators

	Backup files and directories*
	Administrators

Backup Operators
	Administrators

Backup Operators
	Administrators

Backup Operators

	Bypass traverse checking*
	Authenticated Users
	Users
	Users

	Change the system time
	Administrators

Server Operators
	Administrators

Server Operators
	Administrators

Server Operators

	Create a pagefile
	Administrators
	Administrators
	Administrators

	Create a token object
	(None)
	(None)
	(None)

	Create permanent shared objects
	(None)
	(None)
	(None)

	Debug programs
	(None)
	(None)
	(None)

	Deny access to this computer from the network                    
	Guests
	Guests
	Guests

	Deny logon as a batch job      
	(None)
	(None)
	(None)

	Deny logon as a service         
	(None)
	(None)
	(None)

	Deny logon locally                 
	Guests
	Guests
	Guests

	Enable computer and user accounts to be trusted for delegation                               
	Administrators
	(None)
	(None)

	Force shutdown from a remote system
	Administrators

Enterprise Domain Admins

Server Operators


	Administrators

Enterprise Domain Admins

Server Operators
	Administrators

Enterprise Domain Admins

Server Operators


	Generate security audits
	(None)
	(None)
	(None)

	Increase quotas
	Administrators
	Administrators
	Administrators

	Increase scheduling priority
	Administrators
	Administrators
	Administrators


	Load and unload device drivers
	Administrators
	Administrators
	Administrators

	Lock pages in memory
	(None)
	(None)
	(None)

	Log on as a batch job
	(None)
	(None)
	(None)

	Log on as a service *
	(None)
	(None)
	(None)

	Log on locally *
	Administrators

Backup Operators
	Administrators

Backup Operators
	Administrators

Users

	Manage auditing and security log*
	Auditor’s Group

(Exchange Enterprise Servers Group)
	Auditor’s Group

(Exchange Enterprise Servers Group on Exchange server)
	Auditor’s Group

	Modify firmware environment values
	Administrators
	Administrators
	Administrators

	Profile single process
	Administrators
	Administrators
	Administrators

	Profile system performance
	Administrators
	Administrators
	Administrators

	Remove computer from docking station                                   
	(None)
	(None)
	Administrators

Users

	Replace a process level token
	(None)
	(None)
	(None)

	Restore files and directories*
	Administrators

Backup Operators
	Administrators

Backup Operators
	Administrators

Backup Operators

	Shut down the system
	Administrators
	Administrators


	Administrators 

Users

	Synchronize directory service data                                     
	(None)
	(None)
	(None)

	Take ownership of files or other objects
	Administrators
	Administrators
	Administrators


8.0 GENERAL SECURITY 

	8.1. Install Antivirus

	Description
	Action
	Required

	Anti-virus software should be installed on all systems.
	Install anti-virus software and insure the update policy is daily.

Up-to-date anti-virus definitions and signatures can be burned to a CD and installed before the system is connected to the network.
	L
	M
	H
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	8.2. Create NTFS Volumes And Disks

	Description
	Action
	Required

	NTFS file systems provide a way of controlling file access and enable permissions and ACL’s to be placed on specific files and folders.
	Remove FAT volumes and Drives and either format or convert them to NTFS.
	L
	M
	H
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	8.3. Windows Update

	Description
	Action
	Required

	This program should be installed on all desktop computers.
	Low risk computers (like desktops) should have Windows Update set to retrieve and install files.

Moderate risk computers should have Windows Update retrieve files and prompt for installation of patches, service packs, and hot fixes.

High risk computers should have hotfixes and patches installed manually within 2 hours of the release of the hot fix or security patch.
	L
	M
	H
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	8.4. Do Not Allow Automatic Logons

	Description
	Action
	Required

	Automatic logons are a convenience function built into Windows 2000. This should not be allowed. 
	Ensure Security Options are not set to allow automatic logon for the administrator.
	L
	M
	H
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	8.5. Install Dummy Administrator Account

	Description
	Action
	Required

	A dummy administrator account can be created with no privileges to track attacks against a system.
	Only required if policy dictates.

Create an Administrator Account and allow NO privileges. 
	L
	M
	H
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	8.6.  Remove Power Users

	Description
	Action
	Required

	Power User group should have no members. There is no need in a Forest or Domain structure to include power users.
	Remove all users from the Power Users Group.
	L
	M
	H
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	8.7. Remove Local Accounts From Domain Member Wks

	Description
	Action
	Required

	Workstations on a Domain should not have local user accounts.
	Remove all users except the local Administrator user from workstations participating in a domain.
	L
	M
	H

	
	
	[image: image293.png]



	[image: image294.png]



	[image: image295.png]




	8.8.  Remove Default Shares From Workstations  

	WARNING! This may cause some applications and services to stop working.

	Description
	Action
	Required

	Windows 2000 opens hidden shares that should be disabled.
	DISABLE the SERVER SERVICE
	L
	M
	H
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	8.9.  Remove Modems From Workstations

	Description
	Action
	Required

	Modems are an easy way to access a system or bypass network security features. Remove all modems, unless absolutely required, from all workstations in the Domain.
	Remove all modems Except from protected RAS servers.
	L
	M
	H
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	8.10.  Replace Everyone Group With Auth Users

	Description
	Action
	Required

	Domain shares are necessary but should not include access by the everyone group. 
	On domain shares, replace the everyone group with the authenticated users group.
	L
	M
	H
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	8.11. Create Security Group – Set Permissions On Logs

	Description
	Action
	Required

	The logs should only be readable by a member of the security group.. 
	Create a security group and change permissions on the security event log so that only ISSO’s can read the logs.
	L
	M
	H
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	8.12. Enable Startup Password

	Description
	Action
	Required

	A Startup password will prevent users from using password changing utilities to change the Administrators password. 
	Create a startup password. Consult the users manual for access to the system bios.
	L
	M
	H
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	8.13. Install Service Applications Off The Root Drive

	Description
	Action
	Required

	Services like DNS, HTTP, and Mail (various), should be installed off the system root drive and onto a separate drive or volume.
	Set web root or DNS zone files on a separate drive or volume than the system root..
	L
	M
	H
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� From The DoD Field Security Operations Guide for Windows 2000, Chapter 5





